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1258 Azure EIEM SaaS N AEFNLZ SN

1238 Office 365 WL L%
1858 Okta NIRRT M

BEXE
. REAEHEEN
. BATHIR
. BE

« Secure Private Access AMFIEE
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EZER, BB RKEXE L,

« ETFHRIRTURI SRS K
BT IB RS FE R RRFIA A E RN AREFR A . ERILEISETHXE
By Pimey Citrix Secure Access EF imi#t T, BXEBZER, BERET HRIRINAIREE L

o
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o HIRIEEBERIRIE., MAD 1IdP KR BRI AR MAFAER !

YR ERAI. BFEM ID AP ERRIMERAP AN, SEFNARNAFERE—
THEF. BTEREMFARESE, 0%, BFERAtbit, 1dP 268, OID MiE, ERILGE
BHXDAREE. MHFDRMEE (dP) FRZAFHAE. BXIFARGER, BEAIEERSE
AR B9 37 1R) SR B

o A HAR X4 ZTHE X3 :
Secure Private Access IIERIFE L& HAR XL B AN BZERIFIRNE, FaIUEEL

A HEEERNINEIN BREFE X BEETRE. XEd D FEiR5IMEER X HFER
BENAEFHIAR. BXEZER, FSRAER HAR XH & IE X .
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FRT FRE AP #1 Google Directory FEFP 225, EIMIEARRILLRF CEP B2ER FHFi%EER Google
Directory AR 861, BXEZER, 1EEIHI Google Directory LR B FEE CEP,
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- IREBRAFRMEE

IEIMTERTLAM Secure Private Access BIEEZEHI SN REREX B M TTHIKERFEME. &
XFMER, BEREEREXHE M.

- BIFAPNARY :

EEFEAP AR, EERTURIEFTIERF BRPEZEERESE S Google Directory B4 H1E
RidE, IEYAFMAREE, Secure Private Access IR FREIEAIT ., B X FMEL,
ESRWIEAFPMARD,

- MR ARERFE BeAEERZE -

MTE, HEMIRN AR, Secure Private Access I RBIBRAEZE., BXIFAER, S
iFIMIBR R RIS B B o E IR R SR E.
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- 5iA) SaaS M AREFIFREEBESE -
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« &EFAF Chrome Enterprise B Citrix Secure Access 44 :

Citrix Secure Private Access x#FHi& AT Google Chrome Enterprise Premium (CEP) B Citrix
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HETE 2025 F 11 BEFZa{FERIMRANE R AR E AR Secure Private Access AR E
BRALIRE, AEBXISEFE A Secure Private Access RS, FUIITIUTHE ©

a. MIBR Secure Private Access ¥ HIEFHIFTBE LK. NBIERMNE X5,
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« Secure Private Access ¥ iOS 1&&HIZ 1

Secure Private Access M7 1FH501&%, MiEHET iOS BY Secure Access Client 25.08.1 ki FF
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BIEAMBEAZIFARIE I LUTE Monitor ISIZEFIHEE Secure Private Access TTHIERN FHIE
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FRTY TCP NAERERZS, MEXRZH UDP NAEFHNIRSHRIIE FPiniEE, TR A RMUESRMHN
REZ 2RI U SIIER FIREI UDP &, B XIFAER, 15817 IFRES1EFmEE,
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RTY 2B EERMNREEERAE S, Secure Private Access BIE AR AIERUTA
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M (CA) IZLEEFRE (SSL) iEH. WERFHEEIATEERTENIFIED. BXIME
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Access ZEHIEPERIEF,
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Citrix Secure Private Access 5 Google Chrome Enterprise Premium B R {EZR P RER I
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M SaaS MAATER, HEES Citrix Secure Private Access 1IREMNZLERE, B XFAER, 58
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18, ALAFLUERRESHIERZ @I A’ NetScaler Gateway BHEFTEHIERE, B XiFAE

8, &£ Secure Private Access IRE RS HIERZ,
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- I BNEKFERTEHERSHIER 1P stikit
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Secure Private Access R Fis IP Hisbah 4, B UG IP bR TR BSER IR IP
MY IE R IBAR BB EIE—EiRiRSE 3. B X IFAER, 1BBRE P i IP ik,

P 1P RS ThAE IETE TR o
« XIFFCIEE P IRAER IP dtihtith

BRI eI P imAER IP AR, XL 1P ity FRRFA M X Big &7 ECHE—RY 1P
AU TRAIEXREE :

o RSFEREIE P imERE
o BFUn IP HibAE T i

BXFARR, BEHREFPmAES P ki,

FPIRAED 1P #ABINEER FINGFER. BEERAIINEE, BEXR Citrix <.

« ZREBRSSARBIE P ImEERE
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Secure Private Access 1RSS5 e EIR FimiElE, HPEXF R RUEFRHRSSHIUSTER
FiniEIL TCP E#E. N7 ERMRSSREIZFimiERE, Secure Private Access 5| AT RS 2REI%E
PR ARER. LWNARFAIUEERFIHFMAES (WO, hil) MEHARSEEM IP CIDR B
B, BXEHAER, BERZHRSSRIE P mE.

AR5 2R3 P im i AR SR TS Fr R

02 January 2025
- EF csVHNRAEFSATER

Secure Private Access BIRIZEHI 22— 1R F CSVHEATER, RAFEEAMEH CSV XF
M2 PN ARRMESART. KT EMNFMES VPN %@ Secure Private Access F 8 = 4R fiR
RAERNALTNER, BEXIFAER, BERET CSVHNAREFSALE,

03 December 2024

« Secure Private Access ¥ REIEEZEIE VDI

i&EFF Windows BY Citrix Secure Access ZFinIlEZ#5# B Secure Private Access N=IEE
Z21E VDI EMP AR FRNSBEEF. BXEFAEER, HSRTEZSIEENUEEmEMLE
o

25 November 2024

« DaaS Monitor H1f Secure Private Access 2iEH

Secure Private Access R1EME X B II7E E/R1E DaaS Monitor B, B X XiE5R, BEH
Monitor B9 Secure Private Access &i%48 % X5,

14 November 2024
. EREEIE T BRYIRSRTHEE

BEESNMEAUEESES T NARERF X BXIRBITESIR, FHFRAR FEETIEER T REAR
RNV AZE. N ANATRERBURANTARNAEMRKRE. BEXFAER, BEHAT
TAERITIR) R A&,
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08 November 2024
- RERNF/IHNSERER

Secure Private Access 25 Monitor 2%, Monitor & Citrix DaaS BY S M EHER SIS,
BIERMEAZIFAGAILUM DaaS Monitor ¥1ZEFIHEE Web/SaaS #1 TCP/UDP N EBEEFRIE
MEH, BEXEHAER, 153185 DaaS Monitor %

07 November 2024
« Secure Private Access B2 R EAVIBRTHAE

Secure Private Access IRSFIMEIRESUHANER B Rm| (GUI), UIREEFHNEAF AR, 3
BNEHEBRANEEETRIIEE, UEBTEM. AEXRENEEENHI, ERFREUSILME
TREVIER,

5y, ERILGEE B EWRRIT BRI BN R,

23 September 2024
- XKET L TXHNNBAEFBEMNFZRUEEE

AR P R EISIERER HEC BT EE SRERA P L FXRIESET URL BIRERERESE
EESFMERRRMUE, UEFAAIBERBHIKEZEFO, Mﬁ'ﬁﬁﬁﬁ%?&kﬁ%)ﬁlﬁ SK#
ibttet. AXIFAER, BERET L TXHNARRFBBEMEF R EER,

15 August 2024

ECIE RRRMEE L A P 5 3R R 5k B BYRY [R15r 52 (8] Y358 T0
EEGRIEILUEE—MEEREATE (18 99 X) RERHIMELEAFPFIRPHNEZE. BX1F
MER, BERARLEDRFREH AP AN AP LY.
« MR 22

LR Z e28ME A, BT IRENARERAR.

o XN

o MEEBk
o A

o BN
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. FREWE
. REBINGTLE (Web ST8) HEER%E

RERNAIMEE (Web i338) IhEERFEERARKIABRLEFAE REENVREIRE, @I Citrix
Enterprise Browser ERIASDIFiAIA,

16 July 2024
. MinZerEE
LURHen& 226 el A FFR&IN B2 E A,
o RN FEIREITE
o N4 FEIREI E1F
o PAZIEER

o FJENHERE
o BEEMTMEIRIRE

- ENAEFARREPETEIRATUNR

NRBREFAERITERRCIZHNARER, HETEE. SRAIVE (HTTP/HTTPS) BB R
IP #titik (TCP/UDP) RE N FATER X BXRY, FXLEURNEMENAER. MAEFRIMIELL
WREMETEHNRERERRARNE. BXFAELR, BERRNKLAFHIRENEL 1P it

o

11 June 2024
- (REFEIETE

RESEIETE (hinKRRE > RIREIR) IEMEERTEEEES SR oMMNEIERERR, &%
HAER, BERRBERTIE,

o 2SR S ER PR ESR
IR EEXR PRI EREI ] BB EEGRIEN AREFRE. FRIMEREZIMRA MR
R, WEERRMHEITAEORNRES R, B XIFEER, BEHIZEHAR.

13 March 2024
- XRXRIESDAFPSIEH AR RINBIZAEFRYIR

© 1997-2026 Citrix Systems, Inc. All rights reserved. 41



Citrix Secure Private Access™

SEAMERLVIIANRIEFAEENNEXARRIE, FNBEFRRANEIZEARYIR. HEBEFP R
I EZBAFYREXRIEFIEETIR Secure Private Access NFRTEFE SIS, FELEISRHIRN B
EFIFE, BXEAER, BRRAK L ENBRRPRIEFNBRANEIZERFY)R,

12 February 2024
« NRIBMBRELDENEER A%

Device Posture BRS53458Y R s MR ERRIIEE B A. B XFAER, BEMRENRS
S FrEv .

23 January 2024
« RELESRSEEFTEBRENTER A4

RELSRSSEILEPOENEEEBAIA. AXFARER, BENKELSRSLEILHIL

o

i N

20 December 2023
. ZMZLERHRNEER B

Citrix AMZ 2 LT AIHRNEEERNH. B XFHER, BEHAMBIE.

16 October 2023
o XMEZSTBIHRRRSEMEINEE

AMZ 2T RIHRERAG ZIERELTIEE
- BRRENEESR Ul
- ATECENARZEFMIFRREBINEER Ul
ERIVER A
BXFMER, BESRAMRZ LT RIAI,
. BEESIRS R THEE
RELSRSMEZFUTIHRE !

o IREESIRSMASSF IGEL F1a,
o RELASRSVAEZFFIBUEMMRUEKLS,
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Ei-ﬁéém1n IGN) 1%%'*:—.' 12%£/u\0

11 September 2023
« IBELESE Microsoft Intune ERIER K7

KEEDS Microsoft Intune ERITEER L. B XIFHER, 1FEIH Microsoft Intune 5%
HEBSER,

30 August 2023
- EHEATIGEZESIRSH Citrix Endpoint Analysis Z i

EPA EFPimn] 5 NetScaler MligEEES—EFH. 5 NetScaler ligFZXS—LFEHAN, FE#H
T—LEREFNFTEEIE EPA R iR, BXIFAER, #5R BIEATIRELETSIRSEH Citrix
Endpoint Analysis & F i

28 August 2023
* i0S ¥ LXFHSEESRS

RELSRSMARSF I0S Fa. BXFAER, BEH KEELES.

HETHRERL T I Bt o

22 August 2023
- A Citrix RELSRSHTIEEBRE

Citrix Device Posture RS I7E A] LUBIT I R IRIS B ANIE B S IR MA A #H1T&, LU
FERIFIGEEEREE, MIMA Citrix DaaS 1 Secure Private Access ZEEH _FT3iHR) (BaE
iFiAl) . BRIEFEMER, 1EEI% [ Device Posture FREZHITIEFIEPKE,

IHETHRERL T I b2 Bt R o

17 August 2023
« Citrix DaaS™ Monitor F IS EESEH

Device Posture fREZE4MIS1ZEHEMEAI7E DaaS Monitor F1#3R, B XFMAER, 58
Citrix DaaS Monitor LRI ZIRESE 4,
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07 June 2023

« FFECEAh Secure Private Access FITE

MERET —MEtRFRmE, BFEEAM Secure Private Access fRA AR, ZEdETE
BJLATE Citrix Virtual Apps and Desktops™ (#2588 _Ei51T, LUIREREIE SaaS 3 Web W
R, LA, EelERITEIZEN BIEFIRS]. EEAF NetScaler Gateway & &Eo

29 May 2023
- BESFHNMIHRRIELIETHEEIER R

RO U RPN REEREIZEZ N AN, HFARENERSBFAREARRIGREG, XL
Mal LR BN T HTTP/HTTPS #1 TCP/UDP M AR, PR XLEEE—"RIEH, B *iF4H
E8, 1B581H LB EB ZEAMNEYIH R K,

10 April 2023
- NAERFRI

R A IIEERI BB EIRR T MEBALRDPHNRNTNE N AER (FI0 Web M IZFAZF
impRSS BN AIERF (BT TCP # UDP N ARER) ) UkihEXENAEFNAR. EERA
DoEEEE (BRI = IP FWAEERAINARER. BXFAGR, FEH NAERER
Ao

29 March 2023
. BAFAEMEEEN Secure Private Access fRIRA R

{E29 Citrix StoreFront 1 NetScaler Gateway &, EIIERTLAERER FAMEBZER Citrix
Secure Private Access fERAZE, 5 Citrix Virtual Apps F LIS E—E 481718 Web 1 SaaS
NEAERF. BXIFHAER, BEREHATAMEZERN Secure Private Access,

07 March 2023

. EZi& DNS B&

Citrix Secure Private Access fRS3HY DNS &R Iheer] B FLL TR -
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o BT N EtHARSS 2RI DNS 4338, & Citrix Secure Access™ B P inBEE I IETTLIRTE
% (ENB) ERATEREES (FQDN),

o FEIEGREMSEA IP At (IP CIDR/IPSEE) ECEBNARER, UERZBFAUER DNS
[E431% FRYAER. FQDN hie N R

BEXFAER, 15218 AT F FQDN B 1P #itiksy DNS B4,

23 January 2023
- RERBEERS

Citrix RERSHERZE—METSHEAAR, AIEBEIEABGIRITREZIREVNIUHKERN
RLEESR, FaEiAIE) Citrix DaaS (E#INAEFMEE) = Citrix Secure Private Access AR
(SaaS. Web [V 2. TCP #1 UDP N ER) . EXIFMER, AR KERERE,

« Microsoft Endpoint Manager 5i8&ESEMR

PR T IRELESRSIRENANIREN, KELBRSETUEHME=FRRAEEMN. REL
SEBEE Windows 1 macOS R Microsoft Endpoint Manager (MEM) £/%. B Xi¥MAEL, 15
&% Microsoft Endpoint Manager 51& & &S E M.

22 December 2022
« @D Citrix Workspace™ WHAEFERIAFP M Workspace URL IR R BRI H

Citrix Secure Access B P InII/EZIFIE@ T Citrix Workspace N ATEFE REX Workspace
URL H#{TERER, Lt SSO @RS R MNIRIERIER/AFA AR, §XIFHAER, 5
i%] Workspace URL BYBE 5B R K5,

- ERIBIRRIRE AN N AR IR

ATETFAPNNARFIIHENE, EERUEFECIEIHERE, HHTERAF TS
x, UERLAFAUERXENARERF. U, SEACINARNIAITHE Y EERT
B, BXFAER, BB CIZINRE,

03 October 2022
o %53 N AR R AR AV ) SR B
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‘NARFITAE REENENEERSFHN NAREREOFHER. ATRFAPNNAEFR
AR, EERRECIZRMIAREE, EinRRER, BEERMNMINAREFITHEHEERZERE
flle BXIFMER, B eIEHRIRER,

- %15 UDP EBEF

Secure Private Access IRSZSIMIEX $F1HiR] UDP AR, B XIFMAER, B2 R SINEE

09 September 2022
« ETFHP KRS8 EEN IS

BIERWMERILUERA Citrix Analytics for Security (CAS) fRIEHI A XPLITH B E B &R 18] 5
i, BXFHER, ESRETHF XTSI EERIAE,

- ETHFPMSAENBERIE

EESIAERLURER P RN AR EREBENHIRRES ZAERUZRFARNA
BEFHNERMX, WaIUXZAFNMEMUIE, §X1FAEER, BERETUERNBEN T,

- 1B5REY BIE N I5IF) SRBS AT AR

E, RETERERERNFEFRIBRNAER. XNAEFITEAFTENENE A RENNA
EFRIHIRIER. B IUNIN IR SRES Y RETE N FRAE R 1T M iz SR (3 N A2 - R 1R) 4R
PRo tbot, AFEARIHIRRERBRBHIRMG, DRI IFHFERRNARER. B XIFHE
2, BFRHCIEIRRE,

o PRHISZH4_EfE3 SaaS/Web N ARERF

tIngeRIFE A EE RS (RIFERE) RO EEBIH X RISV AER. X, H
BERENARFRENXAH LEINARER. BXFEER, BEHRCIERRRE,

o BJRBNRIKR

Secure Private Access {XERIRIMEREN Z TR IERIIFAR NIE, FIINBREFERR
s RMNARFRA. AMERNARER. 2RSS, BXIFAER, BERMNER.

- EFRA
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Secure Private Access N FFEFIMTELE Citrix Cloud™ FEEFRFREI I, FFAE Secure Private
Access B HIN BIRFEEBITF Secure Private Access IRENLPRIN BIEFEZ 9. XEBTFE
BRIENSM. FENIENBER,

« Secure Private Access NE#&AE
Citrix Secure Private Access RS 18 x EHIMEEHHIRE Citrix Cloud > RABREH. B X 1F4H
F8, BEHEXKAE,

« 2 web 1 Saas BEFIHIRNIZEBEE

Citrix Secure Private Access BIE S Citrix Analytics £, Citrix Analytics 127 — M2 H
ihm, FEEREEBIHNMNTHESH. FTLUEE PowerShell HiAISRIXLEEM, T X IFME
B, E2REE N Web #1 SaasS N AR IAIRAIZE HE,

- EEHFPRIERE

BRI U ERARERERRERGERER X, BXFHRER, BEANENAEFE

X 1B)io

01 June 2022
- BEMSAWIERSS

BENSMIERBEERLZS (GA). BXBENSMIRIEMFAESR, FEHRBEENSMHIIE

ARSSo

04 April 2022
- mEERER

Citrix Z2 TEX ARSI EESA Citrix 2B IHRIARS.

- BERSISATER, UEFAMNAIRE

Secure Private Access M EBALFMEBIBIERAR, BN Rzt B SEEMKRIARE
SaaS WAEF. W Web AR TCP NARERF. ERfEkEBENSMMINIE. NARERF

(BERARFITH) « BEMNIFRREURENEEREFHSFNEMAST. BXFHAER, FS
FEEARSISXNIER, UEFAMTEE,
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EIHEEI B IERN A (GA)o

- REMFIHRHEHIR

Secure Private Access ZEFIMR N ERRRE T W EHAMNNBRER. AMAF. EE3Hs1TK
T BwRERABERNEEA Y, HeEREMIEHITER. EIEM Citrix Analytics 3R B
XFMER, FEIESecure Private Access 4k,

tkThEEI B IER & (GA).

- EfARIEW Web RRER

ZRIEALEREM Chrome. Firefox. Safari #1 Microsoft Edge 44/l Web X588, FHAEE
Web N BEFERSEEMELIHNE (ZTNA). B XiFHAER, HSRBEZFAEEI Web RZFBFE
o

HIHEEI EEN & 76 (GA).
« EF ZTNA I TCPIHTTPS R ATRFFiAIE

Citrix 2P ITERR T RER Web AR5, EAIUNFRAE R in-IRSEH=NBREFNET IP/iE
ONFRERABEEMEIRE (ZTNA), BXFAER, BEAXFEF in-RSENAIEF.

EIHEEI B IERN A (GA)o

- &k Web. TCP fl Saas MARERFNBENIFRNZ2ZH]

Citrix Secure Private Access fRS5 Bi&N 5B TR 7T — M EMEEEME LR (ZTNA)
%, AIANABREFREZE2TE. BENIFREEREREBIRIE LT B EARNN AR
FiREEALRS AR, “ £ —iafELbAbss :

- BRMA (BFRMARA)

o k& (RESBLE)

o (B (IRIEFMENMLE)

o BERS (RERSKE)

o RBE (AR RFEITS)

BXEMESR, ESIE Bl Web. TCP # SaaS M AR BER A RIFZ 2%,

IkThEEI B IER & (GA).

« Secure Private Access WHiTHE

© 1997-2026 Citrix Systems, Inc. All rights reserved. 48



Citrix Secure Private Access™

Citrix Secure Private Access AR554H % BHI 233K 2| Citrix Cloud > R RE+. & X 1F4H(E
B, E2% \Hit8E,

tkThEEI B IER & (GA).

« &2 web 1 Saas BERFIHIRNIZEHBE

Citrix Secure Private Access B4 E S Citrix Analytics 25§, Citrix Analytics 127 — M
e, FEERREIHNNTHEXEES, XEEHTLOEE PowerShell fiAIA R, B X IF4H
£8, B2 Il Web 1 SaaS N BRFIHIRIMNIZETRE.

IkThEEI B IER A (GA).

- BERSAWIERSS

Citrix Cloud Z P I7ER] LAfERT Citrix Workspace 73 Citrix Virtual Apps and Desktops 12t B3&
N EMRIEIE, BERNZAIIER—F Citrix Cloud ARSS, mIAERE Citrix Workspace B9 P #l
BFRERSREMEIL. BENSMIIEARSZ Citix EIEH Citrix Cloud F£ER ADC, B Xi¥
MER, HEN BENFNIIERS.

IHEINRERL FFi TR

16 February 2022

o TIR/IEPIE-IRSZ BN AR £8) Citrix Secure Private Access P E P in-IREZ BN BAREFNS
¥, EIMECLCERRIZ S VPN R G REVEH, UEATERFRENPIELENBERERH
HiAl,

BXIFAMER, BEH HEPIH-RSHBNARER - R

11 October 2021

« J¥ Citrix Gateway RSN SFH B Citrix Cloud FEYE/™ Secure Private Access
Citrix Gateway ARSNGB & HE) Citrix Cloud FRAYE Secure Private Access A,

- P& Secure Private Access B, @#& Citrix Workspace Essentials™ #[ Citrix Workspace
Standard, IMTERILUER—" Secure Private Access BANLRACE SaaS M Web N FFE
. @M ReEHl. ETXEREUR Web 355,
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> P Citrix DaaS ZF AR LLM Workspace Configuration 53 Citrix Gateway RSS2
HDX REE, B2, MM XIRSELNLE A Citrix Gateway IRSHIRIEA R EMIBR. ERTLIM
StoreFront Cloud > ifia] > &R S A Citrix Gateway RS, B XIFAER, B8R 4
iEE. BN, hEEsBEZ .

30 July 2021
- ETAPHECENAL Web 7l Saas AR FXARMR L 2E

Citrix Secure Private Access IRESIMEZIFETHP B EN I Web 1 SaaS N EER#
1T LT3R,

« M Citrix Workspace "] [2iE4$E Web ¢ SaaS TR Y&

EIERWMERTUM Citrix Workspace 17 f2iEAFER Web 3% SaaS MAERF. HNEERM
Citrix Workspace M B2iEBY, Citrix Gateway IREEREERIARREILMN BEF. EBE, B
PSRRI A (Rl B il B R FA 2 R

09 June 2021
- BRATR, AFEXMENBERRENFIT

EESRMERTUERRBRRE XN, UFNAREFREEZRKHT] Internet &1 Citrix
Gateway Connector, EIEG FJLURIEMITAZEAAENRER, FNAREFRIBBEZEREE X
FHER. “RER. ARG IR BB W X E AR AR,

22 May 2021
« WAk Web 1 Saas MARFENLETiHR

Citrix Secure Private Access RZ 89 _E TR RIEERE T —MEemNSEEIFRAZE, AIAN
BRERFREZRZSIAR, ETXhREERRAREBIRE LT XA RE N BRERIEHIRRE,
XEWN ETX—iEEERF. ARAUNRBRIFRNAREFENTS BohgFIanitE

) o

« Citrix Gateway Connector FIFP SR E RS EYE

Citrix Cloud Gateway Connector™ FF R E EABHE Citrix miETem#HIT 7 mhEEE,
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01 May 2021
« M Citrix Secure Private Access [REZ¥IEE#PHRE ~EUE

ZPHEEE (G1EEM) MERSIEBNEIEA 90 X/GM Citrix Secure Private Access RS HUIETZ %
chfiBRo

« JHEM Azure AD BES T Citrix Workspace MIfE{LS B

FHE M Azure AD BXEF| Citrix Workspace M AERFHFZEIME &L, MUETE Citrix Workspace
hERIEITHA. HEFS IR LUTE Citrix Gateway BRERFA RET, NBEAER TNEH
7o

o EENR T BAI83RTHEE

Citrix Gateway Connector FREZENIX TEBGE, rJEBNEIRHERSENEE.

15 March 2021
- FRIERINEE

HITT7TEMFESEE, URSNEFNEIEREERER Citrix Gateway Connector BYR] 5814,

- BOHRY Web IR 14RE
LETRAN N BRFERATE i VPN i8] Web MATEFRY, Web NAREFMEECERISUH,
- B Citrix Gateway Connector A TLS1.2 A A ESLRFINTLEH

Citrix Gateway Connector IR{EEER TLS1.2 A FHE SKHNEBEHZERES Citrix Cloud fRSS
MEAMEIHARSS 28

11 November 2020

« Citrix Access Control™ JREZEMH4$

Access Control lREZIMBE Ean$ 8 Secure Private Accesso

15 October 2020

« 7£ Remote Browser Isolation fRZZHEE) Saas M Web N EEFRIRER £EIN
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SIEAMEALUERIERMNZ 2RI MRLLTE Citrix Remote Browser Isolation™ ARSZH B EHR
BERF, UWELILEMEBREZSIZEINM, #IRLTE Remote Browser Isolation fREZ BRI
BiER,

08 October 2020

« 7 Citrix Secure Private Access X5 BEi BB

BIERMER LA Citrix Secure Private Access X% a5l RECERIEBE, BIEGR]LUM Citrix
Gateway fRZRHF AEHPHER G FEELIZE.

« Citrix Secure Private Access J X283 BEERISE A RBAC 2

RBAC #E4|IRE7E Citrix Secure Private Access | 88 B EIERIGE LIREIH1T.

24 September 2020
o EEAHNERE A B Web RZFATZFFRYE VPN in]

IRITER LU Citrix Secure Private Access XIMEasY B, B A E 282 Atk Web
N AAIEFERITE VPN i4i8), Citrix Secure Private Access | %281 B EIAY £ #F Google Chrome
# Microsoft Edge ¥4 25

07 July 2020

« £ Citrix Gateway Connector _LI&iF Kerberos HAZiE

IS IE BT LUE R A m B RER 7 P MR H K I0IE Kerberos BRiEs

19 June 2020
« ¥%F Citrix Gateway AR33# Citrix Secure Private Access IRSZHEE R QL5 n)AER

8 Citrix Gateway IRSZHLZ £ EIE R FHAIITE o] LUR EAFLEZES], FIa0#%F Citrix Gateway AR
$ZH0 Citrix Secure Private Access fRSZHIVEIE 7 HIEIHRIABE,

B A Citrix Gateway IR RIEiERINENEIRER REEEE N AERFHAER,

o B Citrix Secure Private Access RS RiZiA RN EIRE R HeEEERNBIHIOIKE,
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08 May 2020

« Citrix Gateway Connector 13.0 FRIFTIEHEHR TR
- FKIRER | EIERLUER BRER THBERHEEE Citrix Gateway Connector JEfRIEL, & ATLL
THIREX 4 H 5 EERAHEZ LU THIESR,

o EENR ¢ EIEATLAGER EENR IHEERAIA Gateway Connector ECEF R B IR, F
B Gateway Connector REfEIE#EE] URL,

v2019.04.02
« Citrix Gateway Connector E/HHiL{{IE) Kerberos BAIFZ#F

WTE, Citrix Gateway Connector B Hih{CIERYRE 21 Kerberos B4 %0IE. Gateway
Connector A ENRIEEER HiLIEH#HITE R R,

v2019.04.01

« Webl/SaaS MR RENERTLHEL DI MEZEER Gateway Connector #1TEEH, MiTDE
BNERFHRRIE. NEFFAHTHEEL VML 2NN Saas WARER, MEBRIZ
#F, LUBIE A Gateway Connector 31Z N B2 F A REH1TE AL,

BN, RigEFE—1% Okta fRIFHY SaaS NAERF (%0 Workday) . ZEFRIRERE, BIMESL
FREY Workday 3B R=ERED Citrix Gateway RS EH, F) Okta IRSZ 2B F R I RE W@
A Gateway Connector £ Citrix Gateway AR5 H. XBBIFEFEHR Okta RS2/
REMIIE, BARFEMNELMEREREREES] Okta RS 28H%,

- BRAEEMILTIRMMILSE, INREEBEFAWNGES AN AXLEINE, WelXZERIIER
IES R M ih 73 380

- EEXNURBERSEEANBMERB, TiENNERERSEECONEEABMHIER
o

v2019.03.01

o RN B ARINE AR X EERR TUE. WNHRTR TRIFERSRIIR, EHMNER
22 RIRTE Web N T2 R
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o “JHIEIEZEEl Web 238" 35 PIEBENER 25, T BEREGMUBRERG AT, “HinRs
Web 338 35 18 T — M2 N BEM BRI,
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5 A28k Chrome 1M S hRk ££R%

TR RM T B X EM RS RRIFAER.

R RT3 FEBh

Citrix EFAIUFIALIKEMRIT. REEHMEIYEE Chrome, MUFGENALREHRIEREIEIL

L& 2R, Citrix Secure Private Access RIEEIE 5 E X R EINITE N ARERF R/
FRIAIA], XLeZREL @I Secure Private Access HEFI B # 1 TEPEIE, EIERPILTE Secure Private

Access #HE _ ERMEEE WY BRSNS EEIHIRREE, MU EEEITEER, MUEIER

MWXZELER, HFRESIAKINWARARNRERFPAER,

HEERMBI AT, & Citrix Secure Private Access ERIGHEIBELRES IS, M Chrome

%2R MFAE Web f SaasS N AERRMELRIEAE, HAEFET Chrome RN ARRFRN, RAR
Bxhi@id Google Secure Gateway JFEE & %% Citrix Secure Private Access. XHRT ZE£H

RENMLIAR, MERETAFPIEE LLEONNRG, EXETHE, BT ITER, HET

RAFP#LY, HEeT 1ITEE,

SRR R EEUTASE

« Google Chrome Enterprise Premium (CEP), EFEIEHIEELMIP (DLP). SEREFFMMLEH
&ABAIF. URL iIIEMU R Google EEIEHI B EINEE,

o EFEFIRITENAMIZITAY Google Chrome J% 2R EAZ LN 28, @i Chrome B
BXFaaEI 1T R P &R,
- 3@1¥ Google Cloud [MJFi518)8Y Google Chrome Enterprise Premium 5| &1 H T
Chrome Enterprise Premium Z2 RN EIE. BIEMBEZEES S
« Citrix Secure Private Access, HHEIEMmEMIZHE. ZTNA RIS | ZURBEEREFIFES
BEEIE S,
o Citrix ##HlE, SHERTFLENREFRZEEIAIRKREE Secure Private Access #EHI &MU R BT
PR PEHEBRAY Citrix Monitor,

Citrix Secure Private Access fRSZEFIHITEIZ AR BAIFIE IAIREE, BERAFP NIRRT E
Web W FRTERF A R A PR
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Chrome Enterprise Premium SRk Z2£II8E

LLF=2 Chrome Enterprise Premium {2t — SR L 2 INEE ¢

« BUBREKXBIIF (DLP) : SKHEAEARIZRIFNERES, U EBURBIE BTN H=,

- TENHRERRH | FRASLAPERARNHRERNHIE XXM, BEEEAEHRITHIE
FH®E

- MKVERAF | BTIRABLERNENEZE, RIPAFPRZEEMENEE, BHLEEREREN
PAERER,

« URL MR : IRIEMILABEFIREAE, BERAPBRAEEEEAS.

« Web SERERARMOH | RILIFMAN Web RERSEMOW, FEREREBEEBIERD. IR
ABEL SR FRAENETH B,

B XIEMAER, 1E2% Chrome Enterprise Premium #t,

i@ F Chrome Enterprise BY Citrix Secure Access 2%

Secure Private Access #1 Chrome Enterprise Premium ££5% 32 35 F8EINEE,

* RDP - BN REEEFEHALTEM RDP £iF, BXEMER, 5L 2 2 miZHl,
« SSH - EX B2 EHEX SSH MBREFMNEZ LR, BXIFMER, 1BE5iR SSH £,
- BFRENCR - TiHI0 CEP FAVZREIPH LB ERICRER. B X IFAER, 15SREEICRIZTE

o

o BIMGHRA SR - IREIAIVEN KBRS ELE L AEF BN IRHESZ, BXFAER, BEHA K
Mt 22l

- R[ERH] - REFNDRFHRLRIE BXFAER, BEHARIEREIES

- WRBSIEEFEMHRWIE - FECEMN A EIRERHINEEREHTEREFTIMNRIE. BX
WAMER, BERANSERIEERS M IIEZES,
o HEER - B FEMINEE URL RIECAFP AR, BXFARESR, 52HWeb N AREFRIEIS

2R
éﬂX o

FRISR B TR

FHEIR Citrix Workspace™ [ 2% 5 Chrome Enterprise Premium Z BIFIRIEER, HIUHEL
THREMS, RINTERIXESREMS, M Citrix Workspace N ATEFEET Web R REB
NRERE, NHREEEN. BELEMNER,
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FRFGARBE D AATILE,
« FENIE. NMARRRANT &
Google BEIEZHIS

ZE2IBIFERS

Il =1=]

Chrome %

F# Citrix Workspace HECERAF ERS Google Cloud BF BRES

Citrix Secure Private Access - YR PEBIRT,

E R RR G EX 1 Citrix Secure Private Access FIU TEREIRT ©

« Citrix Secure Private Access IRSS : 7EUEEEXT, FArEAH (SIFZEHFEMM X Bhitis
) #HEETE Citrix Cloud B, B XFHER, 1B5I17 Citrix Secure Private Accesss

« Citrix Secure Private Access B HE | LtEE A IFE FFERAM StoreFront #1 NetScaler
Gateway HHSEFEFEEMLRIHIR (ZTNA) BERFSZE, FHEMA Citrix Cloud EIRECE. EEME
ZIEE, XEKER P A LUF B A AU NetScaler Gateway RIEFI B RERE, ENER
Citrix Cloud £t ER A A RENREEREEMREE, TAILUER Citrix Cloud F$EER] Citrix
Monitor SR#{T ISR ELRR. B X FMER, 58S Citrix Secure Private Access JE G ERE

o

3FF Chrome Enterprise Premium (CEP), {X3Z#f HTTPS Bk Web #1 SaaS MR, A%
5 HTTP 1Mk Web # Saas AR

LA
Chrome Enterprise Premium B Google LLC 12, EHERS Google BRIZEZEREE # ARSS
FE S IR,

X ER

« Secure Private Access AMMIgE
o AMBEEH Google E£RIFAER
- WARRFIREMNEE

o HR{EIR : Citrix Secure Access 5 Chrome {®IVRR
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SRS R SR

FIHA1R Citrix Workspace™ [ F#2/F 5 Chrome Enterprise Premium ZBIFIRIEER, HIHEL
THEREM, MINFERXES L REMSS, M Citrix Workspace N BERFEET Web B F RERBDH
N AERERE, ARFENESRATE,

FToRFMGRB D AU,

« WELE. MAREFRRANTE
« Google BIEZHIE

- REMEIHERS

« Chrome %323

. EIRFAP

« XEKBAFBER

o 558 TLS &

VFALIE. MARFRANYT R

« Chrome Enterprise Premium iF [ : F{REHE @ Citrix Cloud Platform License (CPL) it
XFR1EHIETR Chrome Enterprise Premium RT3,

« Citrix Workspace M T2 (CWA) kiR :
> Windows : 2025.07 & E = kA

o macOS : 2025.08 R E=hrA

o ChromeOS: 25.7.0.25 N E = AR A

Citrix Workspace app 3 F It iR A REHEEK,

+ Citrix Endpoint Analysis (EPA) ZFizhiR4s :

o Windows: 25.9.1.9 R ESARA

> macOS: 25.10.3 EBhRA
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RITEUAERREREE Windows EPA B, MSHEMEEREEM, s, B
ERERES BB TE TEACHRERSAM, X ¥HMELR, E2H RENEEEH.

« Chrome N¥WBRhRA : iH RN ERARFTARAE Google Chrome,
o BERS . Windows. macOS #1 ChromeOS,

Google EEHIS
« Google ZF ID : M Google BIRHEF|EFKEUER Google ZF ID, It ID 2E2& Google ARS5H
EMMNET, EAILUET Google EIRZHSHM kP > HKFIRE KRENEF 1D,

£ Google BEEZHIBFSIZBEN AR : ATILEZEF A Chrome Enterprise Premium (CEP)
FEF Google Chrome £5Y, EIEAMNMIE Google BIRIZEFHIEFRIEBENXABHDECHEN
BINBR, B XFMER, 158H EERAENNIE,

- PRl DevTools ¥ : 22 B FREIZEY B/ Chrome DevTools, ARG LESUREIE
BT, XZ Google EIE#HSHRIBINEDL,

2T RIBIERSS

« IPv6 immRREl : Citrix Secure Private Access IRZ 5 Google =inmE/MAT, AIRESEWREE
B IPv6 It RAL B IE&EBRE. BHEI, Secure Private Access RIMIEI B WLENIIE I8
RIS ZHF IPV6,

b, ¥FEE IPve INRLRAFILE, 2SMBUERMEUESRMFIILRREBAIERA
Mo AFALESERAREMIGRRISERTER IPv4 7 IPve IRZRF18E,

« CEP H9iAiRIPRHIZLETE Google BEERFISHEIE | LIFITE Secure Private Access & AZ
BERiGRBRHI{GER T Citrix Enterprise Browser, = Google Chrome 21k S258T, 58]
HIMIE Google EIRFEH S A EDE F SREEFIFIN,

o HERTE Google BIBILHIE > g% > Chrome > GEFEE, XLGEBERIFEEIEN WS
&, IanpELE JavaScript FFIEFFTENHLY R,
o MMTE Google EEFHIE > FMFEE, XLEMNZS DLP HXHELKIKE, Fla0am
KEL, FRLETFTHEBEHERRZE S HUR URL iTIE,
B % 7 Google Workspace BIE{ZHI S EIZREFMMUBNIFHAER, BBRUTER -

o 9 Chrome Enterprise i&& Chrome Enterprise ZE#%23 558
o BUBRFRIPAN
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AP R 8
FLEH Chrome IR | s B2 AP EBLAE R SREX 518 Chrome, FEEREXHH
HIRIEF 8% LREIAIT Chrome 585, I RIZFAZLIEE,

EERRF
NTRMTEEER, Citrix Secure Private Access FECERIAF 5 Google Identity (BR) ~Zial#h
MEE X, XUHRIGRNAFR TN EDENNERER. SIFUATHEFRERETER -

- ESHBER

o Microsoft Entra ID (LARIFFA Azure JETHBER)

2R - EFT P A B Fhp At = B
Google Identity E3RIEFTEBFHBHHIILFEE, Ak, Secure Private Access BB RFPEF I
RKRUNEFEUTZ—:

o —NEEFHREFHE, HIFERS EE Google BIEEHISHECBEMIVIE, HIa0, BFHREHhtry
alice@example.com BY Alice 7E Google Identity FBR&T) alice@example.com o

o —/EEFHRAHINE, EIHERDKRTE Google BIEIEHISHECE, a0, Bob HIEB-FHIHFHULA
bob@example.internal.net , ZMILFRTE Google AL E, EXMIFR T, f1E Google
Identity HBRET S bob@example.com , HAF example.com &— 1 BIIEHYIE,

s F—1ERFE, UEREEFHENER THETEME, BEAEEMREAR EELETR
(UPN), TTiteE#HITIEE, F/40, charlie HBYUPN A charlie@ADdomain.com , F7E
Google Identity FFBRESS charlie@example.com o

3F Secure Private Access B R#H Google B RFPEBFHiUERICERNEAR, FEEERH. &
XPFMER, FEREMEEESEIM 39,

ERf - IRFTH P AR FHp At = ER
ERPZELL, Secure Private Access FFAMB RHRARRUIMEFEUATZ—:

o —PEFHREHNE, EIED B Google EIRZEHI B ECEMILIE,
o —DEFERFMIE, HIZERD KR Google EIRERH S FECE.

« F—PERFE, AITEERA B FHBAULAYIER T A TS, HES AT R BAA
(CN), F7f Google Directory R IIAERZAYIE, Fl40, CN /3 groupi HYZH7E Google Identity
RSt A groupl@example.com o
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B HR AR AR X B A — BRI BR G E B IN
)

MR AP EBEFHRE L TE Secure Private Access B RHERS%, ={E7E Secure Private Access B
£5 Google Identity Z B A—2, MERAUTFEEM !

7T Secure Private Access ZEHIEHEIE Secure Private Access SRBRES, &8 B FHEEHUtA A
PRARRERE,
« XF Secure Private Access B F# Google B R 81 FH Ut RITECRIEF, Secure
Private Access SREEIFREIER,
« XEFPRLIHMNSENE (R Citrix Workspace N FATEFE Web X 528) B Web 5 SaaS
N AER.
4 :

AR EARYEB FHB A HIAETE Secure Private Access B RHRSK, I ES Google Identity 7—, MFHE
ERHTIE YR EMETESE, SR Secure Private Access AR5 SRS IE & T 1,

¥¥ Citrix Secure Private Access PECERAF BR5 Google Cloud HFH
KRB

1R Citrix Secure Private Access RECERAF BRS Google Cloud BR X Bk, BAME, *
BUTHFER

- JESHEF
o WEX Entra ID (LABTFFA Azure JEIBR)
o BTIE

HER, BPFERXBROIVERHT, UBRNARFNAFEELENEEIRT. XBENEERD
HENREM.

] =E

3+F Active Directory, @7 XEXZFR. EBFHEEEFHIUE. WREFHE—IFIRFT (objectGUID) ML £4R
AT (SID), ERFFAEEREMEMTLES Google Cloud B R X B,

B X NfFZEY AD 5 Google Cloud X BXIATEEHENXZRM citrix-schema TEZFBETEX AD F
ERBVIEAE R, 15218 ¥ Google Cloud Identity {EA B 1R HFZF &R Citrix Cloud F1 Active
Directory F i P $iifics
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% Entra ID

1R Microsoft Entra ID 5 Google Cloud R BREY, MUETE Google A Microsoft zF &~
EHITHEPHEAEE, §X1FEHAER, E2% Microsoft Entra ID (BT Azure AD) BB FificAl
BB R.

FERSH, BOMERUATEK !

- BFERMNL ¢ FRE AP MARLSIUET BFEMF It TR, BXIFAER, BRHEERA

o

« objectld BB . Entra ID BB EY objectld B4 %4 BRETE] Google Directorys
£ G-Suite ZEiEERECE P AITILLRST

. EAEMFEF, BE EE > Wi

. EFRERER, R EEH > B,
. B FIAS Microsoft Entra ID FF.
. %) objectld BIAERI1To

O (op QO

o

o B fmiB, JASTE BIREM TiEE externallds..value,
o WIFTERMNEBESTSUTREEHE T,

‘ ‘‘‘‘‘‘‘‘‘‘‘‘‘‘ “login d'lvalve objectd [ oeieee |

s BOBR | BRER (SSO) IBERMERN. EAIUTE Google BRAPECE RIHMERT, £
Entra ID E2i& SSO, S{&fEMAEIT Citrix Identity B9 Open ID Connect EZi& SSO.

BRyTIE

&R LOEE R Okta AR A A P FI4EFACE) Google Cloud AP B (Cloud Identity / Google
Workspace) 1, R{FEF Okta fERERR. Filid/S, 5 Secure Private Access BY % BX B E S H b
RXFERERNEE, ARERVENEY, HEMBERPNAESALIUES BFHi 4t FES,

A % M Okta FRECE] Google FIFAE R, 1EEIROkta AP LA S E R, BRI LURBHERNIEE
ECB 3T Okta B9 SSO, ZELHED Citrix Workspace BY Open ID Connects

AR=ER (BHER)

2 Google Cloud Identity B2 S (iR Hmmet, AAMAGAtIFEE Google Cloud BR

., THRHTERXEKKEY, AAEERMNATEREES Google #1718, Google Z Citrix
Workspace #1 Chrome £ EECE X 4B 1775,
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_[-=r .

b= W

Chrome Enterprise Premium BV &ZEARZER I T OpenID Connect (OIDC) 7ifE, HA
Google Cloud BR3t 5 Citrix Workspace BV#&k#i /5. = Google Cloud Identity X & Z/K/Z IdP
B, AZFZRiE. Ait, FtRBFR T EFERIRELESIRSER.

g TLS KRE
AR Chrome Enterprise Premium #HR7ER A TLS 10&F (3 SSL 10%&) MML LIEEIET, &
WA W5 MEE FHERR,

e ingress.cloudproxy.app

* securegateway.goog

* *.securegateway.goog

IHIREXEE, FATFS TLS WEMRRAZE (FIa0 SSE BB AIERSE) FREXH
Chrome Enterprise Premium {E#Y HTTP CONNECT /7%, XrlRe SR EZeAHI,

LS, BICRATENSM TLS 1ERHR, LOBRBENRL R EaeREMERIER,

e safebrowsingrealtime.googleapis.com

* secureconnect-pa.clients6.google.com

e secureconnect-pa.mtls.clients6.google.com
e secureconnect-pa.googleapis.com

e chromereporting-pa.googleapis.com

B ABMRE

Citrix AR5 B Secure Private Access AT #AF # A Chrome Enterprise Premium (CEP) # /&
FA CEP &£/, HItt, EXIMTE Google BIEIZEHI AR ARS K DI EBFAENRNAE,

Google EIRZHI B PIRMMIHEENAE !

RGAE | XEZ Google IREMNERIAEE, MRTBAEERAGN, ERZXAABRAEZS CEP 5
Secure Private Access £ PTENFTE HENE,

BEXAR | XEAEAUESE Admin AP fRMEAFE, EHXMeIE— " BEXAE, Hihdg
& CEP 5 Secure Private Access & RPTERIFTE IR,
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TTBREIRRSHER Google BIEIFEHI & FRERITLILES.

BREERAEREDRLIRSK

Google BEEX EERAGIE

3FF CEP # Secure Private Access 55§, Citrix JRSS1K P %41E Google BEEIZEFHIEFEBHENX
A, FEEUTEHENR :

AR EERINER

BEEF > ENEF

LHAR BT > JREX

BRZ% > Chrome EIE > i8E& >
EERPILE

AR ¢ BREEEERTER
BEEARIZE TR (B
BN AREFIZE 11 S5
Web igE) .

BR%5 > Chrome B > &8
FEEN 42 > IEE

FRNEEE > 3Rl

N L FELARER

FFi%EY Google ZEF 44919
REF& T,

IIFEC B RV LR BT
Google Directory HA] F,

AP ECEX 4+ CEP A
SPA ERFRERREIT BRE
fciE,

EEGEERM Chrome BECE XS
FIEEBIN 2R,

EIGHHALRTNEH Chrome
Enterprise Premium 2 ECHIF
Eﬁfl::%%lo

REUETE EhfEAHE 7 BohviF
GIpna:)zE) =
RENEHEEKBAIR (DLP) 1
Ml fh % BY BT B o

REEEE M
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PR ER RANER

BHA > iEE

ARS3 > BRFD > FTRIAE >
EF A

ERiIgENZE

BRF > £

R —1F 1%,

PR FARZ R B,

XL R B Eh TS,

N L EEIEARER

RAFIEIEECERSEREFATE
Google Directory HE27&E R
Fo

BT RBEBUEERMIPNZE
BEIRMERKMEH.

BFRBURETHE, UEE
BEMLRIMIERETRE
i

AT ENERAB T
Google Directory HE7E R
Fo

« EFBAXLEEERNERTFXH OAuth SEE,

- FREEENRIEE I EERBR S0 P E, XEUFE EE R SR "
EER API BER" SR HFIHRINIR, HWERARZIINRNDE AR, HERENRIFHS:

« BRERMENREBAPKRENFNR (‘EBNARFRE TN EE Web IZE") . X

« Citrix Secure Private Access EABZER Citrix IRSS K A IFECEIPERIEB Google 1K,
7£ Citrix Secure Private Access # Google CEP £/5efa, TH Google BIEEZEHI&FH
SE“Chrome R¥I8E > KAMT BERF. EI8, EERARKINEE T Z NS
VR, XLy BRFALREAMNRE, SBEPFEALIFEPIIA Google Chrome BEEX 40T,

SIEM D E A BMNE

RITUTTBRUCIZBEX EERAEH IR !

1. 7 Google BIEZEHIEH, 2 kP > BERAR®,
2. B fIEHAR, HEAABNATMESR,
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3. ¥ Google Chrome SERFAEMFAERIRERINZILLBEEX AT, B XFERNTIR, ESH
Google BE X EERABR,
BEXABNNRMNEZSER, EEH Google 1%,

4. REEEXAE,

ACiE tH OO X

Secure Private Access {EEIE G REHE%EIF Chrome Enterprise Premium FF SaaS NAEFE RER
HOX, SMNMEEHNKIGERHE—ATHENHO P tiit, SEBRATLUNERNE SaaS NWEER

MR EFYIERT, LI IF@IE Google Secure Gateway BERRE, WINEERATSREIRESE
£
BRI LOEIS LA FE—E& R SaaS M AR H OB ER.

- B Chrome Enterprise Premium & &+ SR HOX R,

( Edit ) ( Delete ) ( Manage egress regions )

« TENRIRIGE > X ARECE > Saas MARERF HOXIEF 2 T4RE.

SaaS N FAFERS i O X mE i

SaaS AR H AKINE R E R A BRI H AR S8 5%ERE RKIg X By 1P #itlk, &A%+
FRER IP ISR, RS E HIXKINAY IP ik, FERMNE) SaaS MARFRITTIFTIRF.
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Egress regions for SaaS applications X

Select the egress regions for your SaaS apps. Choose regions where your SaaS
applications are hosted or closest to them.

© Add the selected |P addresses to the ingress allow list of your SaaS apps to allow
access through Secure Private Access and managed CEP profiles.

Q Search by name or IP

Available regions (24) Selected regions (10 of maximum 10) = (] Show selected only
Region | 1IPs

africa-southl --

asia-eastl -
asia-south 35 , 34 D
asia-south?2 --
asia-southeastl 35.: , 34, D

europe-central2 --
europe-northl -
europe-southwest1 -
europe-westl -
europe-west2 34 , 34 D

Showing 1-10 of 24 items Page 1 of3 B> 10 rows v

IP VR SRR, REFENFHF A Google ST EREBEY AIAB. ERRETTRZAT, FEFRAIX
AR BREM P thit, MEBEFE/LDHH, EEANEITESEFRAR.
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R X

EFRITE SaaS NARFHIXKEHECRENKE, ABREXEFEHHRENTSR, BEDERE
MK, ERZELUEE 10 T,

£ Google EREiEE XigH H X BXHY IP At S, FHXLE IP iR NE SaaS MBRERFHAOR
HFHFRA,
BUHEREX

HER KRR RE

/. \§%7ﬁ1§\0
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Egress regions for SaaS applications X

Select the egress regions for your SaaS apps. Choose regions where your SaaS
applications are hosted or closest to them.

©® Addthe selected IP addresses to the ingress allow list of your SaaS apps to allow
access through Secure Private Access and managed CEP profiles.

A Deselecting a region will de-allocate and release its currently reserved IP
addresses once you save. This may cause a brief service disruption for users
routing through the removed region. Update your SaaS app ingress IP allowlist
and remove said IP addresses before removing regions.

A Select at least 2 regions to continue.

Q Search by name or IP

Available regions (24) Selected regions (1 of maximum 10) Show selected only
Region | IPs
europe-west4 34 ,34. O

N 4

B FERFERLZ A EFIENSaaSH AIEFIFTIR. MREEFIOH, PiE BEERREF

NREREECEREHEINEER —XI, GooglexDEE—AHMAIL OIPHILE, XLIPHINLERE 5
AT ERRIARE, EIEpnIEN it E R IERSaaSN ATEF STIFFIR.
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A BB R stk aY AR 46 B SEEBR G

Google BREKRFAERF AN REEFT LI WIFAIBFHiEFMAL, B, XF Secure Private
Access XEFHER (1552 Active Directory (AD) # Microsoft Entra ID) , XHIERZERH. AD
# Microsoft Entra ID X SR A 8ERR BB FHEfAF AL, SHEHBFHiFILIER Google B R ERIE
FINER SIS (B30, @fabrikam.onmicrosoft.com) o

T B FHp L@ E E Secure Private Access 1 Google B R BB AIRINAT, R E AD/
Entra B:# B3 RIER Google BB FHR 4t AYLHIE E R Secure Private Access SRE&RISZ1F,
RS THEE B B IR R F 3R A BT ARtk 5k BB FHp A itk B B R E IRV AR B RIS R
FRR ILER) 7,

SRS B9 TFIREE
+ EBIRH AD PR BT AR,
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no email group Properties ? X

General Members Member Of Managed By

% no email group

Group name (pre-Windows 2000): [

Description:

E-mail:

Group scope Group type
Domain local (@) Secunty
@ Global () Distribution

() Universal

Notes:

OK Cancel Apply

« b2H7E Google BERF &4, HEFHAIHABARI (5ES, BTFEFHFHUIARS

R, FEILERT ZE48) FLZI0UER Google 13 @groups.fabrikam.com &F. BHY

Google AFEBFHBHHIYE noemailgroup@groups.fabrikam.com TE/RERAPREFEE,
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= © Admin Q_ Search for users, groups, settings, or devices A R ® i 0

Groups > groupies
~ & Directory

Users

; v
noemallgroup Group information
Groups ) fabrik
noemailgroup@groups.fabrikam.com Group email Description Group labels
Organizational units noemailgroup@groups.fabrikam.com Add a group description Mailing

Directory settings RENAME GROUP

Directory sync  BETA ADD MEMBERS Members v
» & Chrome browser o BULK UPLOAD MEMBERS Direct members Owners Managers
o 5 0 ADD OWNERS 0
» L0 Devices ACCESS SETTINGS
» i Apps
PP INSPECT GROUP
Access settings v
» 4 Generative Al g
DELETE GROUP
Access type Access settings Allow members outside your organization
@ security
Custom Anyone can post content No
, Data Owners, managers, and members can view topics
Group labels
> 1l Reportin lembership settings | Who can join the group
® Reporting Access type: Custom  Mailing Membership settir Join the gr
» B silling
Admin roles and privileges
@ Account
@ No admin roles or privileges assigned. You can only assign roles and privileges to a security non-dynamic group.
Rul
& storag

[0 send feedback

© 2026 Google Inc.
Terms of service - Billing terms -

- BEERPIUNERE BFHiHHIAYZE AC B ISR AT

a. 7f Secure Private Access BIRHEZEFIEH, SME) MKB[IKE > EHIRS,
b. F @EZEE F X TR AT LR FRE B F ARt A9 R YRR ST,
c. 7f Google iF > i FE&H, A BIREIR (KHIHA groups.fabrikam.com ) o @B

INEMRA, EeIUERERREY, FEIE RN EE B FHPHFAYAMET )Y Google
5 EBFHE 4 ( groups. fabrikam.com )o

TR BLLATRESEY, WREEREE B FHR4MUIAIZE ( noemailgroup ), NISIBHEERRYIZR
SNEBE M — 1 EFHRE#t, HH noemailgroup@groups.fabrikam.com J¥ZEARIA, Lt
BRMETMENRRIZE, B XIFAER, 153RB IR iiE,
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) Step 2: Conditions
¥4 Ruledetails

Rule Scope
(2) Conditions ) )
Select the rule scope from the following options.
(38) Actions @ User.
Applicable to both HTTR/HTTPS and TCP/UDP apps
(O) Machine
e Summary Applicable to only TCP/UDF apps

o Only users and groups with a valid email address attribute in the directory
are available for selection. Use the Domain Mapping feature to allow X
groups without an email address.

User*

groups.fabrikam.com /' noemailgroup@ @ Q
groups fabrikam
com

{ Matches any of N l i * Ad NS l

iR stk Al
o MFREIE BT HBEHALYLA

o EBFHRMEAMERDERAER LT (cn) B NERAIET, HER TR FER,
o EBFHBFIEER S E A Google 13 (google-domain) B/ NERRAIE TS,
o IR (HFEZ Google HAY) IR —1MHAE5Z Google 13 X Bt, BIERATLUEERRE
FHR LI R
o WFERWKIEHFEBMA onmicrosoft.com S E fth B FH it AV :

o FEFERFAMERD ¢ BB FERAFAMER D LA ILA B FER A B A AR 7 BN B RRAIETE,
o HWiEE (HEFESZT Google #HY)  MIR—NMEAEZ Google 15k Bk, EIESAJLOEEFRE
FER L RIAR R I

BRI
HREIREREHOSTEETTR. BITS. THAMZENA,

HEREXHSH

Google B Ri&d B FHHHALRFETNAPKF . HIZRBIALRE A M Active Directory 5%
Microsoft Entra ID [E]% &) Google B REY, ERJLOUREFEMINRB MR AIZMIL, KZSEHBLBRETE
FHREHLE, WNTFRABTAFPEREFHEREENALR, FTUBRGNAR EA%F (UPN), EXA
UPN 2542777 F Active Directory A,
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Secure Private Access % JUERA B RED BEE it ERBEMREXRES AR, SNWEXTENA
F5H7E Google B R HIMKFITEZ, EEILIM Secure Private Access BIRHEFI SR ITERBX
HEMH TIHIREIZE S,

RERREMESEE
1. 7E Secure Private Access BIRZEHIEH, SME| NEIFLE > HEREXHFZH.
2. 7£ Google FAF ID 38, %£$F Secure Private Access FATiR% CEP RZLBFHEM

B 428! (/en-us/citrix-secure-private-access/media/spa-cep-attribute-type.png)

 HFHBH - Secure Private Access 1B & A F BB FERF RG], XZRIAE, 1B
U EMEERE,

« AP E&4FN - Secure Private Access @13 RZLRAFPBIAF KB (UPN) iRBI(,

3. B &7
4. 1Z &% Google AF ID & ? WIAEOH, EHHEEHREE B,

RERTFE, FETRHINER.

=3

« Google FIF ID HBLGEUEAT AP, Google AR BEHF A4, RILEASHR
SR, MRENEATIRE RPEEEFRMMUL, BEH EE BT RE P4
E/\Jiz” HEE‘:IO

- IRBNATFENMEF, ERENETAPEFEFRNS MR,

Open ID Connect & Citrix B35 R EE

& B LUEFSER T Citrix Cloud BY OpenlD Connect (OIDC) &5 50iFR 2R, 59 Chrome
Enterprise Premium (CEP) BB =& R (SS0O), OIDC & Citrix B BIEMIEHUTRE :

o IGEREIRSER | BT FHEERSIRSE 5 Google Chrome Enterprise Premium £, &R
B EMREYT BEIET Chrome JEERMNIAIRITR. WEMFAREBERAPBIHIEE
#) Google Chrome BCi&E X #1510 M 2R B TIR & IREHERE, BEERESRSATFIL
58, BITENEBEISEREAE,
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HIRERESRSEBNZEFHEIRIRT, HWERTEER.

BXRENRSRSNWESER, BEH RERSEL,

s Si—EREK . REEEILA Chrome EEEFI M AZHE NS MDIREZFH SSO, SHEERR
F Active Directory (AD) #1 Microsoft Entra (UAFIFR/I Azure AD) , {BIERILUEE A =FME
CEP 1R{IE£—HEREK,

#Bhah

OIDC R FfER Citrix B12{E/8 OIDC B R RIEREIEF#HTT SSO, OIDC A K aVAH a1 T EFR
R

Chrome

tond siser) ———» Google directory ——» Citrix Identity ——» Customer IdP ——» User Directory |

Google Chrome E8IZIEEEEX MY, BA =X I Google B R#HITHMKIE, fEB) OIDC,
Google BREEF_ER A Citrix BRHIERA (RP), Citrix H22— OIDC EHFRERER. &
I3k, Citrix B ZFUTINEE ¢

o IREIREINEE

« Chrome M =ZERBRAS—E RIALR.

TR

ZECiE OIDC HRIUIES Citrix R Zal, BHRRER U TAREM -

« 1&H8E Google EEZFISHERILIANIER,

- BEREBEHRITY BEREY., EXIEMER, EEIR ¥ Citrix BMHEENAEFERS Google
Cloud BF BRRE®¥,

- AR SMRMIZR (1dP) B Citrix Cloud SAMIAREEFIRENRE, IFUTHHRER
F:
o Active Directory (AD) - ¥R A3 Active Directory SE5%
o THOhER Active Directory - BT SHEEHGIIER AD £/
o Microsoft Entra ID - EF=H&MARSS (UUFI#RA Azure AD)
o BATTEE
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o SAML 2.0

A Citrix Cloud {E/3 OpenID Connect (OIDC) B3I IEZ HF2RFAY Chrome Enterprise
Premium (CEP) & R (SSO) MEZIFREF ML,

« B X Citrix Cloud HAMiFRIEENEZER, BEH FHMIHREE,

- BERIER LS NRUEFC—REEITHENANEBERITEMNINIE. B XNAEkER
[ESPWIERIRAE, EE ECE S DI,

« IXBE5Eh Secure Private Access F#IIRISEM A, B XIEHMEE, 1EEIH Secure Private
Access AMMIZE,

OIDC &R

E{# Google Chrome FEEFLEXHERETRECERN Citrix BRREIZFEM, H I Google OIDC
SSO EEBX M5 Citrix OIDC EF X Bk, ALk, BHRITUTHE !

1. 7£ Google BIEEZEHIEH, BEHMAREXHRITRAEFD SSO BREXH., EIMEALUISHE
AFERBZ, HXAIEBHM SSO BEEBEXHMETEMR URL HiFMESR, 152 612 Google
OIDC SSO A& 1%,

2. QI SSO EPENMHE, EFINIEEXHERMNETER URL,

3. 7£ Secure Private Access ZH|&H, BI% Citrix OIDC BEFIFFHIFEEM URL (3RE Google
SSO FEEXH) MMEE“EEM URL'FERH, B X B Citrix OIDC BFIHIVIFHAER, 155
BlI% Citrix OIDC & i,

4. B OIDC BF %S, 12T Secure Private Access 24| 8 B RN Fi% ID. &P IR
%% URL,

5. 1X[B] Google EIEHEHIE, FHEMA Secure Private Access ZHEIETHE L ID. B HERAM
%% URL 8% SSO ELEX 14,

6. £“EE SSO EEENMHSOEF, HFEEEER Google SSO BLEN USRS M.

Bl OIDC B HfE, EBILATE Secure Private Access 4B PR E FinEREA, HE
Google BIRZEH|EHEH SSO EEEXH-

TE%BET OIDC EX T E -
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Admin Google Admin console SPA Console
|First time SEtUE/I |First time setug) First time setuB)
' \
| Integrate Citrix Workspace with CEP |
j Create SSO profile |
[ Copy redirect URL
R S—

| Create OIDC Client

[ Copy Client id and secret |

Y i
: update profile with Client id and secret |
finished |
Rotate client secret) [Rotate client secret/ Rotate client secret/
| Rotate client secret |
Y

.f-
| Update client secrelj

¥

./- .\.
| Update S50 profile with new secret
\ }

| Finished J

2132 Google OIDC SSO FEEX

RE'RE > BRWIE > EAE=7 IdP #1T SSO”, A

ID MEFFPHBADE—TELE, HEFHEE, XEF

£ f&HE URL #, %A https://accounts.cloud.com/core o

£ Google EEZFIEFHITUTIE,
1.

2. NECEXMHRHE—1 BT,

3. AEFiH

4,

5. B &7

EIEFRIN oIDC ER@>T,

BME=ERH,
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X Add 0IDC profile

0I1DC SSO profile

580 profile name
Memorable name

0IDC details

Client ID
abDummyld

147740

QAuth Client 1D used to identify the client with the authorization server,

Glient secret
aDummyPassword

GAuth Client Secrel used Lo authenticate the client to the aulhorizalion server.

ssuer URL
https://accounts.cloud .commord

Base URL of the OAuth authorization server

Change password URL

Must be a valid URL (for example, Mtips://domain.com). This is the URL users are
redirected to when they attempt to change their Google account password

BIRECEX MG, BHELERIEEM URI, ) OIDC EFIHHEZELL URI,

OIDC SSO profile A
Name Memorable name
Redirect URI
https://accounts.google.com/oiderp/00ab0kj0000abed/cb ||_:|
0IDC details Client ID
aDummyld
Client secret
ik
Issuer URL
https://accounts fcore
Change password URL
Add
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BIE Ciwix OIDC ZF 5

1£ Secure Private Access BIEZEHIEFHITUTEE :

=

. ESMENRT, BE WE2FIEE > Open ID Connect (OIDC).

HMESGE KA Open ID Connect (OIDC) EN E TR & AT I2E B Ao

2. 7T FRAEBTHMG P, WMARPWETFHEME ID #ilk, X OIDC BFIHETAIHN, FELBF
R ID IR A X ER,

3. £ EEM URL #, HIATE Google Admin &5 H 82 Google OIDC SSO Bt iE X 4B 4 R RY
EEM URI, BRRMHEERFERILL URL MNAER &1 REIEEK.

4. EEEEINERRENSNIRERERF.
5. B gIE.

H Secure Private Access > Browser Settings > Open ID Connect (OIDC)

Open ID Connect (OIDC) client

An OIDC client is required to allow your end users to authenticate using Chrome Enterprise Premium (CEP). To connect, you must create an OIDC profile in Google Admin console if you haven't already. Learn
more.

Owner email *

admin@company.com

Redirect URL ® *

https:/accounts.google.com/oiderp/020ltnbb3viGyy0/ch

Identity providers @ *

l bkta Oktapod Y4

Active Directory

‘ Active Directory with Token
Microsoft Entra ID: Citrix Test
Okta: Oktapod

Okta: OktaSecond

RRINEIE OIDC BEFiR/E, FEE—TEOETREF I ID. FRmAHAMMAE URL, EHIN
FXEFAE R 8 HIEERY Google EERIZFIRECET. EAILLBIUTHEAZ—ORFE !

- BEEMBEEOEIE
s FHERER THA CSV XHUHITR 277 #

EERTR

A IREZRANELRIKRES BRI N, EOTE X FREEORSR T T RS
Fin#EiH. BEOXAE, EFRRERFTEABRES, BOIRERLEREGE A,
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6. B XM,

OIDC SSO BN 45 Ed

Bl OIDC BEFmFHFERE Fin ID FZBFAEH Google OIDC SSO BN A/, W7UfF OIDC SSO
BB ERARF A, SSO FREE.
1. 7£ Google BIREZEHIad, #3 22t > BHWIE > FAE=% IdP B SSO,

2. £ BE SsSOo IMEXHoE +, B2F B,
3. EEMSMERS, EFIBAL LN (OU) MER SSO BREX S, NEALHFrEREFRER
SSO, TH#E, EEILLE SSO EREX M ECLR 4 E ISR OU,

SET Citrix OIDC ZF i

Citrix OIDC B inZANERIAE IR E, ErblEdRIRE FinRARER OIDC 22, &
MABENREEN. BRHRRARRE—MXBNREIEHR, YAENEEANERIANEER
FRNREEIFN—BONIT. BRRREFHERN, BRER—1HEH. BRPEERREDE
BEAZHIMAER, UHFRFRITEMAREN SSO BRIIETRT, BSHESRRIRERIRER
FEPIHEIEEHIED Google EREHISEE,

PAITU T BRIRE P imE A
1. BB ED, B i&E > Open ID Connect (OIDC) & T,

2. i EEEF MBS UERER. FHRBIAER.
3. ERUMAXUREHINER, AERE sk,

=r .

AR

o |IBEFPIHERETEEITIAZAINART N XEZEBERPIHEMAINIERER TER
Google Workspace,

- MRETFRELENEHELEEESH, ERE A,
« B ID I REPERERE,

4. =i xXHl.
5. ZBITEIEAY Google Workspace ER&HFEFHFHZ .
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55in18) i8],
- BIERCIE P iR, MUHERERNETIR XL AR S 0 IIERS R E S,
« BT Google OIDC SSO FEEXHRIE A, BINEEIRERIH,

o IRANTEIHE AT HAZ FITE Google OIDC SSO FeBEXHECEREFFNE FimEH, XU
REFAEIETEY OIDC &AL, REERFNEHERZPEIMIVIE, HrAIESEAFP AR

E] Secure Private Access ' Browser Settings * Open ID Connect (OIDC)

Open ID Connect (OIDC) client

Client ID
Nw2

Owner email
me@comapny.gr

Redirect URL
https://accounts.google.com/t

Identity provider

Active Directory

New client secret expires on Jul 15, 2027

( Rotate client secrat )

Old client secret %x pires on Jul 14, 2027

Expire now

HiER oIDC FF %

ZPIREZ AT R T AR R, MREFFIHEATRRZINIH, EREATYE. EXMERT, &
DIMIFRIIE B P inFHEIE— & A i,
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1£ Secure Private Admin ZHIEHHITUTEE,

1. 7£ Open ID Connect (OIDC) BEF iR ES, B4
2. BEMRREFR

HEREINER.
3. FHIHRFF X BRI, ARBEEMEREF

REAP &L

BRI LLEE T A 7A@ Secure Private Access AN FBI2F. SMiin)A i RERENAF
A50, AL LURIEEIREM AP AR ERBARREEN S E.

« Citrix Workspace FRTEFF - AN KREN AR, RERETE. WEKRFEENIHRAR, BF
SRV SRR SUMEAN B2 s B R INEE

« 7£ Web RH 2P 7EfE URL - BB AT LATE Web XIS 28 R THERE/E ¢

o 3F Chrome %328 (f5/30 Firefox. Safari 3¢ Edge)

- BFEIFRERBEXMHR Chrome (RBILEREEEI ™A Chrome X %i23)

- BEERERENHEM Chrome (B Chrome Enterprise Premium SREEHIBIVEE Chrome
W LE2R)

* Chrome HEEREXH - B @I ERBENE Chrome HEEEX Faytuti= R FaNRA LA
2 URL REEH RN AERF.

TREETERSMA AN PNAEFNNRLRAF AR

[EE;3 £ WEB S 2_P7EE CITRIX
URL WORKSPACE NF&
=2
JE Chrome ¥ %128 SaaS N ERFIAE NEBREFRERFRE REH
#HIEE (fRi& SaasS R,
NARRFEREEH
8 1P itk S8 155
=) o
WENAEFRTEL N 2 TEMEN B
1S Chrome EEEEX
HHRER,
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Chrome (GEHEEMRC
B3 1H)

Chrome (FEEMCE
X14)

Citrix Workspace [
BiER

SaaS N EFIAE
HiEL# (fRi& SaaS
NAERFBEEETE
RZAY 1P sthsit 5351

=) o

BN AREFITER
1ao

N BRI FIFRIE
#BURT Secure
Private Access Bt
Bo

ER

£ WEB HI K BR7F(E
URL

A0SR A R B AR BY
REREXM, Nz
[BEIECE X (e R

=]
~to

N AR EMEN AT
Chrome £ BECENX
HHER,

A0SR A R B AR BY
REREXM, Nz
[BEIECE X (UM

=]
~to

WA AR TE#T
T REE.

CITRIX
WORKSPACE [WFE
F

NAREFERFRE
S,

N i TEMEN AT
Chrome £ EECENX
HHER,

SNSR A R B AR BY
REREXM, Nz
[BEECE X (UM

=]
~to
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;& T Chrome Enterprise Premium BY Citrix Secure Access #~
BEF

i&FATF Chrome Enterprise Premium (CEP) 4 Citrix Secure Access ¥ B2 A E#M Chrome
RARTEM TR P imihRNERFNER R BiZF. ©4S T Citrix Secure Private Access #1 Chrome
Enterprise Thag, mligftlkZel. FEMEHR. LT SEEHIFRMAR &%,

PLARTUER LY BIZFIRMY SaaS AR AES Web WAERF. SSH ARS52:#] RDP R4EHY
Z2ihiA, FMEXEEHEHE VPN AT iRg .

WITRF Secure Private Access 5 Chrome Enterprise Premium £/8F, Secure Access %5254 R
BFESERE, GXI&BUA, 15217 1&E Google Chrome £/, ZiEfG, EAIMUM Chrome
A esh _EANERFIRZT BiEF.

cilrx
il’ Secure Access

Tools

®

S5H Client Remote Deskiop

‘ ‘

Secure Access I BREFBE

Secure Access N2 BEFAEN FHRAMBEHIFREXEE, RKXAFRTUEEMTEHH
&, WEEHIREEN5EE RIS IFHEARE,

EEEYTHAEL
1. ARBENNSET BEFE.

- BEHUERAEUEERRT.
- BHFHATUTHEE.

Citrix Secure Acoess

Inspect Logs

Export Logs

Manage exftension

View web penmissons

© 1997-2026 Citrix Systems, Inc. All rights reserved. 84



Citrix Secure Private Access™

& F Chrome Enterprise BY Citrix Secure Access {4

Citrix Secure Private Access Z3FH3&FHF Google Chrome Enterprise Premium (CEP) B9 Citrix
Secure Access ¥ BERRMHREFIHITHEZ 2K, BX1FHAER, FER %S

=B LAM Secure Private Access BIEIT4 S HE X L FRER,

1. Goto REg > FLIHRRM, G~ T EIENKIRERES,
2. EFREE, ARREER.

D

Secure Private Access > Policies > Browser Policies

Browser Policies

Configure security policies for browser-based access to web applications and virtual desktops.

Platform support varies by policy. See supported platforms

Anti-keylogging

Protect against keylogger attacks by preventing unauthorized keystroke
capture in web applications.

Status:  Disabled

Clipboard container
Control clipboard data transfer between web applications and virtual desktops.

Status:  Disabled

Session recording

Records supported browser sessions for auditing and investigation purposes.

Status:  Disabled

SSH connections

Make SSH connections available to users in the Citrix Secure Access
extension. Users matching the rule conditions will see SSH as an available tool

in the extension.

Status:  Disabled

3. JIRBEANANAI

Each policy can be enabled independently and configured with specific conditions.

Search policies by name, description, or status

a

Browser session reauthentication

Control how often end users must reauthenticate their Chrome browser
session. Configure the reauthentication interval and warning banner period so
end users have time to save their work before they're signed out of their
Chrome profile and prompted to log back in.

Status:  Disabled

DNS suffix

Configure DNS suffix for hostname resolution within the browser environment.

Status:  Disabled

Remote Desktop (RDP)

Make Remote Desktop (RDP) available to users in the Citrix Secure Access
extension. Users matching the rule conditions will see RDP as an available tool

in the extension.

Status:  Disabled
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Anti-keylogging

Enable Anti-keylogging

top to bottom.

| Search rules by name

Ql

Cancel

Priority Order | Rule Name
1 AntiKeylog_contractors

Showing 1-1 of 1 items

Protect against keylogger attacks by preventing unauthorized keystroke capture in web applications. This policy requires Device Posture Service to be
configured. Learn how to install Citrix Workspace App and Endpoint Analysis

a

e Policy behavior: When a user matches multiple rules, only the first matching rule applies. Rules are evaluated in priority order from

Add Rule

| Conditions | Status | Actions

1 @

Page 1 of1 20 rows v

4. AINARIRTIVRM, PSS EAREENRBHERIET. XTI aRRE, ZEEE HNKEEE.

B XIBERIANESER, BERETHIRIAI RS L5k,

5. EERAITITERIEBISRM

Edit Rule

Q Rule details
(2) Conditions

C3> Actions

@ Summary

Step 2: Conditions

Conditions ®

User:

Matches any of

v]‘w

~ |

aaa.local N ’

{ Enter name, user ID, or email address

Q|

Vv Selected users/groups (1)

’ Filter by name

| Users/Groups

gwaasdevuser1

Email: gwaasdevuseri@ com IdP type: Ad

OID: 4e337f9a- 57ed164e

@ Add condition

C W Remove selected (1) )

| | Action

o W
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_[-=r .

b= W

EEAF AN, BEERAMUIEFMmERF BRPHNEZERETES Google Directory [E]%
FHIEMACE, Secure Private Access REVIEFERRFT AR AN FEER TG, &
MU) jﬁE%tHI)b= [=Ne) ﬁ;&'ﬁééﬁﬁn IEN ) ﬁ%|ﬁ|5ﬁﬁE H Déﬂﬂ:o

BEXFHEET R, H2RE MEHFIIXE.

TRFRIEE
Citrix 3@1¥ Secure Private Access # Chrome Enterprise Premium £ 15U T2 251001284 ¢

e Thie

PHEERIER AL UM RS R ERIC RS R
IR P B A

B NER A 25 s P el TR S22t B2 p <z 8] 8
HFFENEI R R o

DNS 54 B NES URL (B0“wiki/”) #hE5EEE it
ik,

VRS IERA N BB EEILHITE TSR
=,

N BRRIEEHE S EER BB EMRE, SEEIXH A RIEHT
EREHF BRI,

SSH & R P BB 2RI -E I SSH &

B, MEFLIREF i,

T2 E (RDP) RIFRPEHEEN ST R ETiERE
2iE, MEFE RDP B i,

SRESHEI A P MIA
NFESRET B X AP ANESER

BRAPNA

EERNAPNAREREMERR, MRFNE—THERUTEMFAER, WEERILUEEN
XOAREE. MESRRMER (1dP) FRE%LBF A :
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o« ¥ - AP EARNERB.

o BFHH - 5510 X BXBY BB FER(F i,

« IDP 28! — S191R{t7, a0 Azure AD. Active Directory. Okta B Google,
* OID — SN R ID HE2ITIRFo

o 35 - P AR

BRI LU AN mERA, MIFRENT, WEEREZS B FHERBBRAmES E—ERBR.

ERRSHAFMNA

EEFERAFP AN, EEATURIEFMERF BRPHNEZEREES Google Directory [E% H1EH
A&, Secure Private Access REXTEFERT AR MANFeEIEA T L, TN, vTgE=HITN

A -
=R -

o RO IBR,
#BUERE © 17E Google Admin console #, ¥ Users > Read #1 Groups > Read R Eis4 7
PRSP, SPA ZFEXEAPRRIIEAFHAREFE.

- BPEARE,
WPUERE . ERFETENAFHARSE Google Directory [B%5, EERABREEZH, HHE
5 Google Directory F% &] SPA ZEE&,

- ABAgEFRR.

WIIEHE 7 Google BIREZGIAT, TAPMEANIFNLE, HHRGTUEERR EDE
BT AR %D,

L IHBEIRFE Google Chrome SRR IN5ERLE R o

Bh R ID RIZH

MLILFED FERATSERE (FIINRRICRE) GERERER, AIER. ERAFSHNELRR
1o

iEFTF Chrome Enterprise Premium (CEP) # Citrix Secure Access X 528 B 15 EEICHE,
BB RIPIZVEIRE, LLTHRERIELTH, XiF, NRTEEFZRABRBANBA, ERRIER
REENFR, MEMXARREME XTI TIENBRER.
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FIFAYEEE © Citrix Secure Private Access IREFIESE,

FIFNTFES . Windows 11 XEERRA,

PrBEIC R A AN RDP =&,

e RE M
EEARBERICFEZE, BRERACU T RSEE
+ CWA 2603 MNESRANBERE,

« Citrix Secure Access 5 Chrome Enterprise Premium (CEP) 28|85 % B 5o

ECEfREICRER

1. &R Secure Private Access BIEEZEHI &,

2. FLRISRBE > NLIAREREE, FA/S S E RN SAREREL.

3. EEPREICR, ARRLEE,

4. | AR 9 R8P ARIIFLN LA FE A S A 12 R TN EE.

a. MARMNZYR, AERE FT—F,
b. RIBEMNERIZFERMY, FIIBAFRZE, EEATLURNED HEBAE. MEAE 1 &&K
BEE F& M4,
C. /'|£\\EE -F_jjo
5. R fFffF.

AP REICRRBECERMNEE BT NEERRE > PHIRBICR ETFH,

BNt A ax 1l

fEF Chrome #1T Web 5 10)F1fEA VDI #1TANL AFEFRYERE vl LUEF B Mtk B 28 ThBE R 1224
N2 VDI I EIMNEEERE S, HMEREGETE Citrix RIEZEIEEEH, MASEARMIES
BEEtR. XS TZEM, BNDARFPRETBERNIFELENRE,

SHFBIEBE : Secure Private Access IREZFIESIE,

FHEFHFES . Windows,
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FoREH
MRAEEU T IREM -
« Citrix Secure Access #1 Chrome Enterprise Premium (CEP) Z BRI B 5o

« Citrix Workspace N2 2603.10 ¢ E mhR AN

* 3517 2607 LTSR T E S hrZAHY Windows VDA (Clipboard Sharing Scope BJ GA hkA&) - B X
FEER, EBIH Clipboard Sharing Scopes

* 5517 2507 LTSR BJ Windows VDA (Clipboard Sharing Scope B ARA) , EEAMUTIY
BE

o 5 DaaS XX HMRAIRINEE. B XIFAER, HBH 5 DaasS XX Itk A2, ILIIRE
RITE DaaS FIEAFN R ARIEH o

o BIMIRHEEBREIIMER. BEXFARER, BEH BRAEMREEEEEME.

B P NEAR 2 R 422

1. BREF| Secure Private Access EIEZHI &,

2. ¥3) SRBE > YIEREREE, SRS SR KRR,

3. EEHMRAR, AEREEE,

4. REEAMFM, F9VDAFIRN 2R Z BT AR Z AR INFE N,

a. WAMN R, ARRE T,

b. HRIEEHNERIEESRM, ANAFSE, EERTLURINEMIE. MEVBNIRERSRE
FxMo

C. /Fina-:l-F_@:o
d. EXRFHEMEREZNURLFISecure Private AccessM FTEF -

e. ﬁ%%%%o
- MATFEMNKESE — 2K EEEEREXHHIIPAE S LRER.
- MATFRENAERFFIURL — ZHRIRXRTIEE RN ARERMHARNURLAEIRT,

o EENBERF — FRNRREFRIERSARNENEARNBER.
o URLEIE - WASENFEEFIURLEE,
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Edit Rule

@ Conditions

(3) Actions

(4) Summary

& Rule details

Step 3: Actions

STORE

cepspastagingdemo.cloudburrito.com

cepspastagingdemo2 cloudburrito.com
.
Policy scope
() Apply to entire browser

(@) Apply to specific applications and URLs
Applications

Select application Q|

Select
applicaticn

URL or Domain

*.chn.com’™

A

Copy from Virtual Apps & Desktops to Web Apps

Enable users to copy content from virtual apps and paste into web browsers or Saas
applications.

Policy scope

() Apply to entire browser

(@) Apply to specific applications and URLs
Applications

Enabled

Select application Q|

Select
applicaticn

URL or Domain

hitps:dwww w3schools.com™®

= «=»

5. mHEfRTF

FEINEAR A 2R SRR EC BRIV N 2 B RTEN AR 5REE > BINGR A 8T+,

BREMIREESEE
EFTF VDA kA 2607 :

BEEHTIERIE,

EFTF VDA k4 2507 :

2 HIlL>EMFRIN Clipboard Sharing Scope.
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1. f#H regedit.exe $TFF Windows JF &R ImiE2R.

2. Sfn% HKEY_LOCAL_MACHINE\Software\Citrix\Clipboard\o

3. BIEZ—"P%A clipboardSharingScope HJ REG _DWORD f{&,

B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Clipboard

v

HE

Citrix

Citrix Virtual Desk
CitrixUpgradeAge
Clipboard
CtxExceptionHan
CtxHook
Director
FileTransfer
Graphics
GroupPolicy
HDX-Direct
HDXMediaStrearr
lca

IcaConfigTool
Icalme

Icak2m
ImageAnalysis
Install
InstalledProducts

o)

Name Data
ab) (Default) (value not set)
000002 2

ClipboardsharingScope B2 VDA SIMSARAUE A L[N, 7557 DDC SBSET AR A,

I LA L E RIS E 1R B

SHFE

FEBRH!

1 VDA

X CEP

VDA #] CEP

=

s

BINEARBUER & HIB B P imR
FZENEtR, FEAIUAZF
i%. VDA F1 CEP 158,

BIMEAREHEY VDA B 318,
B FIRRFAT MR CEP I
AR FEIEARA R

FIMEAREHEIN CEP BIiA1E,
P IRRSEE IR VDA T
EIR R FEMERA R

EINEMRERHE VDA #1 CEP 58]
iRl &P UHRSR T MR T E
R MERA S,
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Il
Fjle Edit View Favorites Help
Clomputer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Clipboard
v Citrix A || Name Type Data
: Ef"f":""‘“’ji“‘ a8 (Default) REG_SZ (value not set)
itrixUpgradeAgt || @@ ClipboardSharingScope REG_DWORD 0x00000002 (2)
Clipboard
CtxExceptionHan
CtxHook
Director Edit DWORD (32-bit) Value X
FileTransfer _
Graphics Va.luenane, -
GroupPolicy [CipboardSharingScope |
HDX-Direct Value data: Base
Medasiea @ ] ©Headeom
Ica
Decimal
IcaCenfigTool o
Icalme
lcak2m Cancel
ImageAnalysis
Install
InstalledProducts

« {X CEP (2) #1 VDA #1 CEP (3) &RNE1E 5 CEP ¥ BHRR I Itk B Ihaeic S A,
- ERELRARREE, REEEREERN URL FEe5 VDI R NEAREIE.

>- Content copied from the approved web applications can be pasted into
the VDI.

>- Content copied from the VDI can be pasted only into administrator-
configured, paste-allowed URLsS.

>- If a user attempts to paste VDI clipboard content into a website that
is not included in the policy, the paste operation is blocked and an error
message appears.

Web N T2 BUIRIEER

TERAPENGEPRAGRENNEENS (FIE0 sw 3 serverool ) WIHEF, HEEESE
chBffl DNS a4k, FHFHEZMNTERER S (FQDN), EANKIREIER DNS [FRHREE, A
EIRFURFRSIRY DNS [FRECE.

DNS [5&IhRES2#F Windows #1 macOS F &, HIBZSEATE IR URL AR, 2FE .

° sw
e http://sw

e https://sw/
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e sw/
e http://sw/

e https://sw/
ZHRFRIEEE © Secure Private Access FREFIES B,

FETFES . Windows Fl macOS.

FoRE M
{REEZE Citrix Secure Access 5 Chrome Enterprise IR, B X FMER, 55 5 Google

Chrome Enterprise Premium %o

A DNS B &
1. &%) Secure Private Access BEIEHE|S,

2. a %R 5RBE > NKARREE, AERET QUENLRERR.

3. 1%&#Z DNS B4R, AR%RE BE,
4. $E %ﬂﬂfmm, ?UENJJJ[I IJ URL E,Jij./d\}]n*)bmjo

a. AR, AFEE T—F

b. RIFEEMER (PIIAFPSAE) EEFERMG. XL BB, WEUE M 9&RE
wE FxMt.

C. $$ -F_go
d. EXEMLGHTTIREREH,

Add Rule X
@ Rule details Step 3: Actions
DNS suffix ™
& Conditions
test com
@ Actions Specify the DNS suffix to append to hostnames for name resolution. This helps resolve internal resources
without fully qualified domain names. Enter the suffix without a leading dot (e.g., "corp.example.com”).
(4) Summary

5. B RE

79 DNS ERRISEC BN E ER7E XN H3ZHEE > DNS B EH £,
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RIERHI
KERHITIER. BENEURIE, UERRNER,
RERBIRBUTEBMRS -

- RERERVRES, FTEMMRANAREFMNEERIERIRE
o 1T ARBEBEENRERFER, FHFREMERUKRIEANENENZ 2512,
« BT ANIRIEEIR B 4852 AR BT B KD BI R S o

BEXBFAGER, BEAMNE.

rREN
DERBIFERSEHE=TFH :

o GAEHEE Chrome EEES . Citrix Secure Access ¥ BIIE B Fin s SIERHIIENE S,
« Citrix Cloud %@, EFEE Secure Private Access HIRIERFI RS

- EPFEENRBRME, S NetScaler Gateway. STA R85, SIERHIIRSZB|BREBIEENR
GEE

Endpoint
. Chrome Enterprise Citrix Workspace
Chrome (HTTPS) Premium (managed profile) app
B e EE—
N\
User ‘t’ CSA Browser Extension Session Recording Agent for endpoint
Enablement - recording policies Recording (SOCKS5)
Citrix Cloud Customer Managed Resource Location
Session Recording & SPA cloud services { NetScaler Gateway
v ¥
Register / entitlement (= =) Session Recording Server STA Server
@ SPA Cloud Service Iul Session Recording —> [=3]
9 Browser policy - toggle Cloud Service
v v
SR Datab: R ding St
N

WG
 SEFTF Windows B Citrix Workspace N A2 2603.10 E{E = Ak A
o IS (EPA) hRA : 26.5.1.7 REShRA
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RGTER

« Citrix Secure Private Access, UIRZBEXFESIENIBE, HLES Chrome Enterprise
Premium (FHEEEENXH) o

- RERFIRRS, FASIERGIRSEE 2511 AEERE. BXFAGER, BSHRAM

« BEENTAHB Windows 64 (i8¢ 32 fiilm= :

- Citrix Endpoint Analysis (EPA) #&ff 26.5.1.7 L& &R

o 3&FTF Windows B Citrix Workspace N R, hiiA 2603.10 ERhRA, HEET=iE
RHlm IR

IREHIE
FERUA T B S FAMILIE Chrome Enterprise &i&HH =R,

IERIERFIE R
BIREC B s = R HIREE IS RIS BH TR,

=L .

AR

in S RHIFEE NetScaler Gateway, TIET Secure Private Access BRE B FPERET STA
HREARERBISIERFIIRSSER. EMEEEA Secure Private Access fRSS (ELH NetScaler
AEERPINBRERNIER) NERT, BHsBARERERMEN X URL,

7E Secure Private Access FECEBSIE R B3R

1. B Secure Private Access BIEZHIE,

2. ¥R HHE > NKIRWAR, AFRE RUENISIaEHRER,

3. F RIERH, AERE TE

4. BBE AN, WmAMNLI, AREE T—%.

5. ERH (AFPMA) . (FNHE) &0 HEBAE. MEGUE 7 IgSRSHE, AFRE T—4%

o

6. B R MNHHERE NRIRREE > RTERF] ETF L

NiEmREHSIERERIEMN Workspace N BER
BRB SERFIMINAG X PiERISBI2 1,

[ERRFINEIE
REABRAIERERFIEG EHEE,
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« SAF® Chrome TRECEN fF X BXRIFTE & Q&R &R Hlo

s B—1MEZ T ERENZS T EOESRERS.

« RENEOZEEMNBREFEENE NN TERS.

- R/ MEBEOURERT PiRSHRNE QR R E 2R R ERER.

BR{ELRE

« RE—2RE, FRENEREEARFEAHIZIREE, FREHEST]
HEEC B R,

o KT, HRIEFRHITRS URL. =B P IGHEHEEER— Citrix Cloud XigH, LUBGIE
IR BRI R R,

- MREFE. 27 Web/SaaS REIFJeES HBAAEFMZEE, HENMMIFAERSESS. RIERHIEUE
EMRHTFERIAR), FHBEYEIEFMEERE,

o BFRIFISINFIAT, Citrix DaaS 1 Citrix Secure Private Access 1N ESMEL MR E
WHERE,. EERERZA, BRINEFEENEINEFIER, FEESEFMENEIEAG,

X B IEEFR IR IIEZES

Citrix Secure Private Access S IFEI2EG ¥t Chrome Enterprise Premium (CEP) %S 882 iELHES
EENER, AFREETRENRIERENEEEFRTHITEMEIE, TICH KERETINfE, X858
T #d Google Chrome L{EECE X HihRIHIN AR HSEEIHIES],

RRAHEMIE R

At

¢

REIHE, ARYERELFEIENZESMHEIE (MFA) EFTEITEMIIE. EFFHIIEMT)
&, MIKE ] LREN T EHEFRE IR IEITITER.

SRFAVEBE . Secure Private Access IRSTIESERE,
FEFMTA . Windows. macOS. Linux. ChromeOS,
e RE M
HRERFEEUTRREY .
« Citrix Secure Access #1 Chrome Enterprise Premium (CEP) Zi8]FE&ER B 5Tilo
BN SAE B SRS
1. &R Secure Private Access EIEEIA,

2. RBREE > NHRHRI, ASRTEIEN KIRERES,
3. EENRBRIFEMIMIIE, AREHEE.
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4. BEHZMFMLERINF S AR R EEH S I,

a. AR FR,

REEET—5.

b. RIFBEMERIEZERM, FINAFEAE, EEETLURINIEMIEAE,. MBI BN IRESS

BEERM
c. R T—%,
d. BEEBUTRA :

- EMEMRILER | AR FEEFMHTEMHEIEZAN NERIFNRFENE, BRTNLE
75 OB 14 X, FUDH. N RABEUHITEE,

« BRESHIEEE

EJIJ RErIEI A AIRAF 2RA X AE SRR, ZEAUETH

A1 5 F) 60 D ENRE, HFIR 2 0, KHNE-_NESERE ; JTELERE, FHH

RETHIENE.
- BRRHMUERSE

B M RHEIEFIELRERS (FQDN), MESHRERT. EAX

1EE 18 25 M, £ IdP TNE LS BB ELLEENE, UHEREHIRIERERS
#r, HRIETHARY, XA Cookie FHIEMR, UMRIBRIETEBR. ZFHEEFT ()

70, *.authO.com)

o

Add Rule

Q Rule details
Q Conditions

@ Actions

@ Summary

| Cancel ’

Step 3: Actions

Configure the reauthentication interval, when warning banners appear before session expiry, and which identity provider
domains should be excluded from session expiry overlays.

Reauthentication interval

How long a browser session lasts before the end user is required to log back in (minimum 5 minutes, maximum 14 days).

24 hours N/

First warning banner time

A dismissible information banner shown to the end user before their browser session expires (minimum 5 minutes, maximum 60
minutes). A final warning banner appears at 2 minutes remaining (also dismissible), followed by the browser session expired
overlay when the session ends.

minutes before logout

Identity provider domains

Enter the fully qualified domain names (FQDNs) of your identity providers as comma-separated values (minimum 1domain,
maximum 25 domains). IDP pages never show session banners or blocking overlays, even during session expiry. This ensures the
authentication flow remains accessible. Cookies for these domains will also be cleared so the old session is fully removed.
Wildcards are supported (such as *.authO.com).

*.auth0.com
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5. R F—¥, ARt FF.

F BN A 23 RIS EC BRI AN E BR7E MR ERERER > MR BRIFEREHRIE ETFH.

SSH i)

Citrix Secure Private Access 5 Chrome Enterprise Premium &5, USEIITER SEsAEZEH
£M SSH =iF, XTMEMIBRT T2, HEt T EERMBFIAE,

PAFTEWNET SSH MRFAHITRENITEEE, FRMI SSH ZRENERL BT RIHRRE
BAIFREWRMERNL, HERZEBANWEIEZR (DLP) BHHTT, EEMMESESHK
fi o

SSH RIEMFETE Chrome FK2EFEE), MARERMIIAY SSH BRI, XD T HAMEZ R
&#i, HiRET aME.

_[-=x .

ZR

o thINRESERTEER T Chrome Enterprise Premium B9 Secure Private Access & &, TR
EM=EE, EXFMAGERE, BESEUTER :

o IWNTIREEIRRANEF EEZE Secure Private Access 1 Chrome Enterprise Premium 58
B

o FXFHEEET] FreeBSD ARS5 85,

|

SRR
HEERIRMU T ERME

- BRELM | JHRRT XMIEEE SSH B IRIIKE, BETRENK,

o EB{LiARE : RERERRERR], TERNLER G

- BFME ¢ BTN ERRGIMITE DLP K&, BEITFRREMENR,
SEYE . RET SR EENEFIRIERE XA T FH.

Rl
EIhRESZ AR AR, BN -

- ETEBIRS A | TRLEAMFFmEIA KL 2RI SSH 18], AFIREHRESHR.

o ITER ! RIFEERNSEIERN Chrome J B2 ZEMIAR Linux IRS38, FHaRHIHIT DLP %
B&o
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- AI@WIAHR ¢ AE=FHENERMIRES SSH AR, MARMEBARNTLETHE

RHEER
HERENIFEREATENR :
« B#THRAHY Chrome Enterprise Premium,

« Citrix Secure Private Access BEAEB N ERK.

« WAJNTE Secure Private Access BIRZEHI G HEIEDIF SSH RERTIA N K,

FoRGMH
RER AT IREM, UERAYN SSH MARRFNEEAN !

« Citrix Secure Private Access EECE Google Chrome Enterprise Premium £R%. B X i¥4E
B, i&8# 5 Google Chrome Enterprise Premium &Ko
- RAAFERERHRAM Google Chrome NS 83A K Citrix Secure Access %28 o
- BXEEBRENTRES, BSRUTER :
o =ERZE - Citrix Secure Private Access Al']

o BEEPE - RAUBRMMERM

IEBZRZ 2T ABHIRLIH{T SSH ihin
1. BFF) Citrix Cloud, AERERZLSERIAIE.
2. EEIEEHEH, RENAERF > NARFEE, AERERMNARER.
3. ERETAIARIPE SSH N AIEFEEN TCP/UDP NBER.
- ZNAEFAUEFRS SR 1P #utsSEE. FQDN ¢ EH %,
o STHEnEEBIAROFMIEBRIAIGOER SSH.
4. FHRRPR D LA HE X AP 4H,
B Xt TCP/UDP NAREFHIFMER, BBRUTER,
o =ERE - ¥ TCP/UDP N BIZEFMIZ
s SBEERE - ¥ TCP/UDP N AR

foiE SSH Eg
1. BRINEZETHIFNEEZERR,
2. %R > NKIRHE, AERELEIEN KIS,
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3. EESSH, ARBEHEE,
4. S ARONFN J9 8P ANFN AR B SSH.
5. WMAMNETR, ARE=ET FT—F,

6. RIFENEREZFRM, FIINAFEA, 1. EERILURNEY, Fa0 tIBArE. MBMUE M i€
BESHE,

7. ﬁi\\fﬁ -F_}ﬁo

8. mit R
A HERIDRRREBAMNEE BRT7E NEERHEE > SSH E £,

TLAE SR 2

Citrix Secure Private Access 5 Chrome Enterprise Premium £/, BIENIS ST EEERLZEN
RDP &%, Lt&EMIERT EERNAFRNRZ2MEHEL TR,

REREIZREPLEB R T AN RDP BP0, XEFFImEERZE T 5258 DLP 52H#
7o XMRFEIBMEZ XL, LEREIFEERRF, FESGHMEEEGHRME. ARFE—
e, EMERLRNZIZYRARR TS FERMRX L8],

LEEE PR B TR R AE MR BT TR WL AR DLP #24!, FIanEs MhikiZHIH R R 8 E k.

J3-=x

AR

o« WINREERT RS EBER Chrome Enterprise Premium 55§ Secure Private Access i&
B, BXIFAGEER, BBRMUTER

o IWNTIRE EIRANEF HEEZE Secure Private Access 1 Chrome Enterprise Premium 58
B

. J

AFFRITHEE

A EHUTINAE
o BIMLEIRHEE
o EHRIMBIRIRK/EEEE/USB EEM
o WEXFEYHRS B PIIE
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LSRRI
HEMRHEUT EEZMRSE :

- B EIREIHITIER DLP g, [hLERERIEHREMHBIEME,

- GFME L BERRANREER, TR EBRIMERAMER.

- B TELTEPIM RDOP B, &7 AALRMERE,.

« RIEM | XIFMFEER Chrome RX g% 2717 RDP, RIE—HBREHFL,

Al
ItbIhee Fr & AR, g

- IVEREE | AEZAREBRERTENTERESLE, ENTRERESLT 2T,
« BIFAR | RTFEESERNBEBIRSKIRHHZE T FibZ 23518 Windows %4,
o IT 3285 1 00F IT ARWIZEREEITRESR, MERTREIMNBIE .

RAER
BREHIFRHREUTER

« B#HhRAH Chrome Enterprise Premium,
« Citrix Secure Private Access BB E &K,
« WAZNTE Secure Private Access BIRZEHI G HEIEDIF RDP REMIHIRIZREE,

SR
WERFHEUTIORES, UEBAX RDP AEFNEZ SIS !
« Citrix Secure Private Access EAZi& Google Chrome Enterprise Premium £%. B X415
B, 158# & Google Chrome Enterprise Premium £ o
- REBFBERETAE Citrix Secure Access N 523 EBRIRHT Google Chrome |51 23
« BXMEFENTREY, ESHUTERR :
o =BRE - Citrix Secure Private Access Al']

°© /J:bI:IEIB% —"F—kéﬁgﬁ*ﬂ?ﬁ/%x#

BCi& Secure Private Access LU#{T RDP /i)
1. &R Citrix Cloud, fA/58 & Secure Private Access,

2. HEEEY e, 5L MAERF > NAEFERE, ARRE FINAER.
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3. ¥ RDP N FTEFEE S Secure Private Access FHJ TCP/UDP N FBT1EF.

- ZNAREFAUERRS RGN IP titsEE. FQDN HEN %,
« RDP X3 INmOMIEERR NG o

4. FHAIRIR D LA R X BIFR P 4,
B X t/E TCP/UDP MAREFHIFMER, BBRMUTER,

o =EPE - £ TCP/UDP N FEF
- JBEAERE - ¥F TCP/UDP N FTER

FCERE R E R

1. B F% Secure Private Access BIEEHIE,

2. ¥R HRHR > NWIBRAR, ATRE GUENITARHRER,
3. iiF mERE, ARRE T,

4. B ANNFN J9 AP ARG BiTi2 R E.

5. WAMNBH, ARREE T

6. IRIBEMEREESRMG, AIINARRAH, 1. BETLURMSEYE, Fla0 tIBArE. MKEAE A
IREESHRE,

7. %a-:l -F_’jo
8. BE R1E.

APREICRRBECENMN K E R RE NRELRERE > MRELE £ FH,

BEEE CEP £} A

ASGRMET —MIESR TER, EMRESEM Chrome Enterprise Premium (CEP) 5 Citrix Secure
Private Access SR BT AN AREFNEFEER,

BEXRIL

« TP EERABSTME Google Directory IERED,
« P BTE Secure Private Access HIN5ERL Chrome Enterprise Alflo

o NATREFEMIFRFERREE Secure Private Access BIRE4ISHEE, URTFRAFAXAFAFAEN
¢HipiRIAE X N R

- APERERBHANE.
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- MR EEEERMER,

ﬁ;ggzﬂnu;smz Sign-in with correct
correct chrome profile, ~ Not Signed in to profile
& ‘ ; correct profile § )
Profile is Correct Issue Persists.
Y
—
Check Secure ‘
Enterprise Browser n P
Extension installed ‘
\

Extension Not Present

Extensioninstall and extension > Conflicting Extension —still Failng—]

- S
Check Conflict Warning Troubleshoot
ForcelList policy in conflicting policy Install List Policies
. J \

Policy Missing s 2
or Extension missing Check SEB Extension
from policy oolicy Policy looks OK
-
Policy Missing
or Extension Missing
from Policy -
or Conflict
orurong Tenantd Chickwfﬁiu;esdare
eing fetche
¢ Successful
Routes
Response
403 in Routes Response
A
—— ——
Troubleshoot Multiple Integrating Check User Extension
Citrix Tenant  <—Multiple Citrix- Configuration within DN;)%"W
Integration Tenants Google Admin Console Timeout Vs S
J - )
‘ Confirm Application Application
Configuration missing inclusion in routes in Routes.
or incorrect
i Troubleshoot Google

Validate CEP

Secure Gatewa) Only
integration in SPA Reachabilty Y telemelry netscalernet Application
admin console \ n routes not
in Routes
CEP Integration configuration
Correct and in Complete state
Ensure IDPand | Ensure App | Troubleshoot App
Google Directory configuration in SPA (e i R
alignment. Admin Console 9
Ensure Group \ ~ k /
Membership
(" Check Access

settings for the group
in google admin
Console

AT CEP BEHBRIVIZER A&
HTBCBE, BERRESRAZIREN FLIES, HESRIBRAM L,

1. §H Chrome B,

a. ¥TF Chrome #HEM1E] chrome://policy/s
b. REESIEREF, ARFIEIEFHII ISON,
c. R HBIXHMIMBIEIZIFRH,

2. B8 Secure Enterprise Browser ¥ BIEFIFHAREICF.

a. B Secure Enterprise Browser i B2 =10 E BB S E1F.
b. BRI, RSN BERA I&EN B,
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c. XHIHEHFHITH Chrome,
d. REY BEREN (BRSEMR) , REET TEHEHE.

3. W& BiEFBE.

a. XAFHEHFFTH Chrome,
b. EEFE 2 LA §BER &0, ARREE THAS.
c. FFTFHBISHMIINEIRBZHFRH,

4. FHIRME A,

a. 7£ Chrome 1, S1%) chrome://net-export/, SAfGE T FHAICRBIBE (BIAXEEH
chrome-net-export-log.json) o

b. hiE—LE SaaS 1 Web 2R, FAER[E chrome://net-export/ FE & FI1EIER.
c. A REYSTHMIINE)EBYZ 26,

HBIANAFP BERBEMAE Chrome BB

YMAIRE | 7 Chrome R 2RHIE LA, BHTAZREN. EAMEREHTEEIHBRINARE
FrBYECIE S+ RYIER A P A IERA

59, BFHREEXHRETNBEF N BREURR . NRET, WAREFHITHMIIE.

- EEXHERABCETBHRIIE : A4 ITI0ZE Secure Enterprise Browser I B2 B B &%,

- EBXHFERIREIFHRIE . FREBNREEXHERIEFHITEMRIE. BERARF
BFHRERIIEIE 5 %3 T Secure Private Access By Google B2 Gk P BIIH—2,

F&EE Secure Enterprise Browser i BB B &%
WMATHEE : 7£ Chrome NEERHAE LA, HBAHE—1E Secure Enterprise Browser i B3 N HY4E
BERE. ErEFEREHEERNT EERIFRET B.

- F'BREFEE | #4817 E Secure Enterprise Browser B &R,

- FEREFAEE | #REHITHE ExtensioninstallForcelist 5

& ExtensionInstallForcelist F5B&

IMERE . S#ZE chrome://policy, SAIETE“Chrome HEB&" T& %7 ExtensioninstallForcelist
KRR, BEANITREN BRES UEERBIIMAEE,
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EikEREIFRT, FNIZEER—ID A ekajlcmdfcigmdbphhifahdfjbkciflj B BIZF.
XX F Secure Enterprise Browser ¥ RBo

AR BB, RREER RN,

o HMREENAREIEDNT BIER | BERITHE DRI BREFRZRTIRER,

o R | RIRSTEFRARIBEA P REE AERA Secure Enterprise Browser, &R0 E
Google BIEZHISFHNERYT BREFEE,

- SRERPRDY BERF | HENITIOE Google BIEEZERIGHMARYT BREFEE,

&R BIEF TSR KR
HZERRIER—E R CEP 5 Secure Private Access HIfERS, B2, B RIENIaEIZEL
T=ENE

o ZeINYER ( ekajlemdfcigmdbphhifahdfibkciflj )

« Citrix Z%517 ( loifegnemklkgbmonigcdkmniboielgl )

o IR IOIF ( callobklhchilhphinckomhgkigmfocg )

E /R Secure Private Access B3 BRHRB&/HZE, JFIEHE Chrome Policy Hierarchy Guide Ef&LL T
F&,

1. JR%AHZE : FfnE] chrome://policy . #F] ExtensioninstallForcelist #1107 Status 0
Source,
2. DR 1E5EE, VISR (GPO) BE 2 T/AFHKEKRK,

3. A . MEARSHNAENERRIESFHAEZTUENYT B ID WRIEEMYT E, RGN
;) , }E, MR BIEMEESXEBE—" Google Workspace A4AEIE, MR ERERRKRE
FIngE,

4. I8 : B Reload policies, “Applies to"fl“Level’Z| A MBEIAFREHIY B2 Mandatory B
EERLARFEDRE.

MREBIET BLRETIRREFRGNAEE, 1B4EH1T Check Secure Enterprise Browser
Extension policy.

¥2E Secure Enterprise Browser } RHE&

WMITHEE © SMF chrome://policy F7E Secure Enterprise Browser T &K &7
securityGateway K&, 2 Show More U E RTBERKREE, HENEBUTER !

© 1997-2026 Citrix Systems, Inc. All rights reserved. 106


https://support.google.com/chrome/a/answer/9037717?hl=en
chrome://policy/

Citrix Secure Private Access™

"authentication": {3},

"context": {

characters>"

iy

"externalHelper": {

"metadata": {

"action": "device/metadata",

"input": [

"key": "tenantId",

"stringvalue": "<tenant_id>"

iy

"resource": "projects/project-<tenant_id>-<random-hex-characters>/
locations/global/securityGateways/securitygateway-<tenant_id>-<random-hex-

"id": "com.citrix.device_posture_context_provider",

1R tenant_id FERRIELSIEHY Citrix Cloud F2P ID MM, MNRILERE, NelaEREEETHEZ

MEFUE L Google K P & R%o
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o SFERERICT NZE | RERSTLERAFREA Secure Enterprise Browser i B {XH Secure Private
Access BiciE, MBMHBEFEE, HERFEEMNARIHFoIEEPRERY BINERE, B

70 Check user extension configuration within Google Admin Console,

o FEIRFTT /XM Citrix P ID | MIRFBREEFEESTAART, WEF ID REHEEHET

HZER R, 4¥4EH1T Check user extension configuration within Google Admin Console,

- REEEERER | BREKNERERS ETREL

K& Google EEZFISFHNAFY BECE

ke © SME https://admin.google.com, 7ELLAL, #E Chrome F¥E2E > AT BREF.
FELME A, Sk EIFrE EEN ARRISELE,

BHEEIRIETE (GNR7FE) FHi%kiR Secure Enterprise Browser N 2F, EAEM, “RESE
B8 TR TE \&lt;primary domain\> HEgHIREHEE", HA \&lt;primary domain\> 335z F
1589 Google EIEEHI B BTN LALR B4,

BHEUEET BREFBEREN, TV BEFRIRIE. X#MN510E Secure Enterprise
Browser " BHR I D HRETHINE —HK.

- EREREBNE—RIE (R OU WREEIERIER, EXIRERIEEENXNARETE
XK, FEEF OU AERHZREHMECERIREEEX OU FREE, MNRMREREHINMER
RUBPATEE, 1BEXR Citrix 328F,

o TRBRIERSE . REKELERLFRAALL Google Mk REZE HFEFHE Secure Enterprise Browser, #FH
BWARTE Secure Private Access BIRIZEH| & I0IE CEP £/l

o ZNER - 24 Citrix P @ INRIEEZ Secure Enterprise Browser I BRNZNECE, NIXA
HEE X BERERECE R EMMRER, 21 Citrix Bk X BXRIE— Google tk P FHIERELE, {BF]
ERSRERTELER TF

« ZEEE - B Citrix P ¢ SIRERER T — Citrix A, MBS RARPREHMER
RIMEERIREIE R ELLY B, MNREMESBHEMA NI BIRMRIRECE, eI ALSEMPRAR
L 5 @i Secure Private Access BIEHEFI S8R Citrix TP R NHIZRERACE.

INRIEMPR T Z2ROY RECE, FEEEMEINRSEENATENRNENNAER, BEKR
Citrix 3%

RERRESIEERE

IMEE . SM1ZE chrome://extensions/?options=ekajlcmdfcigmdbphhifahdfjbkciflj B A& &
Secure Enterprise Browser i B FHiEF %",
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MBEEERFIZENALLHELZSHOW LOG", BEETRE, XANKEHES ILIZLEEIEER
H. XAJWREEORENEDFRPIENTEAES,

ZEEHR, BRUSUTRENEET !
Calling 'https://api.prod.securegateway.goog/api/vil/routes'’
Z B E W e

[260220 17:07:51.64] [SG.ApiClient] [DEBUG] Response: {expirationTime:

'2026-02-20T15:37:51Z2"', proxyUrl: 'https://api.prod.securegateway.goog', ...

o FTFXRATEAEPER 403 IREAKED ¢ 1tk 403 $£IRBJAEH Zscaler. Umbrella S5 8Bh M1E
(5],
o EXMIBRT, BWRIIFAIE Google ZEM X HIRE, WEMARRS RIINE MR
o
o INRAZ, NrlgeRBAFREEXHFEESMRIERE, HHERIREEKE Secure Private
Access 5 CEP HIERARTE, 1B4LEMITIE Secure Private Access BEIRZEH & HILIE
CEP &5/,
o FTFXiEHEREEE. DNS $HiRT 503 $Hix - BHENITHEE Google Z2 W % BIK M A,
o FTFXHAERMII (200 OK) : BEHEEHRITHINRAT I SN BER.

1E Secure Private Access ‘BIBIZ&I&LETF CEP S£5%
i} Citrix Cloud 1ZE45 B Secure Private Access BN MG B LS

TEUERDH, WIELTRA :

 Google Chrome ERRE LN B R NTEMR. MREZIMEM, BHRSIRBXILTER CEP £
NpESE, AEER. MRENIATFE, FEKR Citrix 2H.

- EF ID ¥ MEBEMIETEEMM Google tKFHEXTNAYE, ERILE Google EIRFEHIERIHKF
> K PIRE T HRENZE,

SR EFRBEERIER, {BIERY Chrome RRERARRFEMNYT BIEFECE, BB Citrix 32
o
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HEE Google £ X Al ik o] &R

INAHE ¢ %) URL https://api.prod.securegateway.goog/api/vi/routes F7E|5agith
A=A SHMEILL URL, BRABULE] HTTP 401 (iR, XEFHATTA, RRAIMUMINEILS
Google Z&M x BIMLEEE

 DNS fRAFERIR | XRPEW AT CTREFEE— LRSI DNS f#FACiE, PHIEEX Google 22
X B FQDN, 2R, XEFERALINEENTREM, FHEMEMNE FQDN &7 0] f2HfT,

o JEREENBRENEIRITE | X5RZUKRN KM BB BRI AEEEEF LT Google
ZEMXBRE. 1BIEME (/zh-cn/citrix-secure-private-access/service/prerequisites-for-cep-spa-

integration.html) 89, ARG LR RNERN B EXMALIE,

IR B R EMRIEEE, 1BER Citrix 325,

WA EEFE S ERERET
R IhBY B BRI a13E 5 188 Secure Private Access ‘IR G AR ERIN AT AR A FQDN, fian :

[260318 06:42:38.99] [SG.ApiClient] [DEBUG] Response: {expirationTime:
'2026-03-18T14:15:05Z"', proxyUrl: 'https://via.prod.securegateway.goog',
endpointMatchers: [{hostname: 'telemetry.netscalergateway.net'},
{hostname: 'www.workday.com'}, {hostname: '*.workday.com'}, {hostname:
'jira.internal.corp'}, {hostname: '*.jira.internal.corp'}]}.

ITREE B IHANNBERF ?
o AN ETERNNMBRER | EH#E5H (#troubleshoot-routed-application-access)
HEY,

- BAMMNPNES telemetry.netscalergateway.net : ZiXfiBEEMNARFNLREN BE
P&, MREMATREPERIE, XRIIKPLARZEFEEM, HE Citrix PEER
IdP & Google Directory ZBIFVLAR—E, BHLEEER (#ensure-idp-and-google-directory-
alignment) ##9,

- BEMNPFRLZTEBRNNNABRER | XKRANAERF R Secure Private Access ‘B IR
BFEREE. WIINAREREEFEH XK TR (RIFsIELIAR) . IREHENAER
BEEEMRD ERERE, EEKR Citrix 2H7.

BFE R B N TR iR Rl

SRIFEENNAREF (ZNAREFRLERERBIIERT) B, ARIINTHARHA?

o PB4 RTEEIR (ERR_NAME_NOT_FOUND)
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XIR A aeREAN A2 FECE T IE SR IER U T X,
« BRIFRRIEL " HKE B TE

XA Secure Private Access #ZHI& R KRISEBERIGE N DS LA A .
« — BT ! HET, "HKEGRE
RTS8 NN AR E#ER AR B BRERF. EXMIERT, ERE Citrix X3t
EEHERR IR B FAFE R B0 IR R THUEHERR . & IR a4 -
o IR DNS aJ3&%
o JainARSS B X i
o BAASERLI
« —MAXRLEBFHFERBRSFAAIA"NEERE
XATRER— N E N EIR, HERREE/LAHERITRR,
SNRIBBATFIE, EBER Citrix 2.
- HBRY
o B4, MEEE Chrome B2 A via.prod.securegateway.goog RWIFHEET

Ko IERTURE] 401 PARZ, SNREBRY, MIFRTFEPIAEEAEERELESE, @R
iR BE IR A2 o

o NAERFBRNES—NEBEERRIZSAMSEIET HEEBEM (F5)2 Google ZEM %) B9
nE. XEXEFEZEENREFIFRERMIZ=PFEE L. Secure Private Access 5
Chrome Enterprise Premium B R AR 2 IR IRERE,

« EPHEIR

N REFFRIREIERERTLE CAIES, RULNKEAIESNE AR EECIERER,. B

Chrome Enterprise Premium E2&, B AILUREZEERNIRE CA HEIXEN KR, B X1F4AE

B, #&ZAER Chrome Enterprise Premium BIEiRIFPAE,

HfR 1dP #] Google Directory 7%

T Secure Private Access 5 Chrome Enterprise Premium BI5ERY, EHIBR5 Google Directory
HNES HALETE—LEME, XEMCEEM RS ZHNFRAZGPERNA

MERAFRMAFABTFHGERESRERPEENAST I, BHLEHNITINE Google Admin
Console FLAMIH IR IE,
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2ZE Google Admin Console FLHRYIRIIZE

7 Google Admin Console #, S#iF) Directory > Groups, AGEFREEEE IR RIREN AR
R INERIE,

7ELEAL, 3E3E Access settings F 1R Who can view members T2 /S Group Members %
W, IECEMIN AT EFEE Secure Private Access H 8l RIEAIFRA £H,

NRILEMERE A, 15ER Citrix 325,

CEP SRR B AR

Secure Private Access 5 Chrome Enterprise Premium £ Z7ELA T 24087,

Secure Private Access FH P 5% M

- B ERBECEBMI TR NI MERSES, REF=ZNREATR. XRH T R
BIERIR A,

BRRTGE . QIR RIMAIRIERE ; — PN AWM MRBIEMS, Z—TERBESRIREMS .

« A& : TCP/UDP fR532:%% P infic BT IFEFTE T PRV BECE Ul FERRT A, XHR
#l7 EX PRS2 EE P imRETT BRI

BiEMN RS R
« R SRR Okta 4ARY, IAISEEOIRAI, LIMBREM Okta B RPIFIERA,

fRARTGE | EOILU Okta BIEEMIRMERER, EFREBEER. EfF Okta BIE IdP, &M
BiEAM AD 5 Okta E£ik. B X FHELR, 1B5EIR [ Okta {EA B MR EIZEF1ERES Citrix
Cloud,

Google Chrome X333

o A . W0R Google BEEXHiEZFFHRE, HERF =AM CWA ZJE Chrome I 433
BN AiER, ML RENEEREXH, AL AEXXHeIEIER.

mRTG®E  XAEBEXHEESHENRINAER.

o A& : EAAE Chrome BEEEXHER CWA HEHNARERFGE, ARAIWHEIREHEIZ
[ERVRIENER N A2 URL.

mRGE  EBEXMHEIRE, ENENAER.
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o 0@ : M Google BIEIEHIGRIF AN, AFNAFRARBoIRES. ERPIER,
whoCanViewGroupMembership IKE#MIAAZEE/Y ALL_MANAGERS_CAN_VIEW ., FHIt, =R
EIPARES =5 : 108

BRI | 7E Google EIRZEHIBEET APl FaIEHT Google AR, B XIFHER, BHEM

<https://developers.google.com/workspace/admin/groups-settings/manage> o
« B . AF@EEHEE Chrome BEBEXHHFIRIE & HRY SaaS/Web NAEFIY, RAREIAE
HMHEORTAPERARRNEEHTENEIE. XBEREE—KRNERNEZE !
RRA :
- RIETHEATR, ERESHIREREEIH,
o HFERVIIAL, SEB ¥ BEEEFHIA.

BRTTE ¢ EREOFREHRZE Chrome R,

o A& . BF@EIHEE Chrome ERBEXHEX Citrix Workspace N BIERF A0SR SaaS M AEF
B, AJRERIBREIENM RS AR A IR, iR HT Google Ehti&HE R RRHY im0
BT,

R . BER Google FIPAF3RZ 35,

Fi &3 %# (0IDC)
& . YEF5E— Azure AR EZ Microsoft Entra ID iE##8, £ OIDC B iHBCEHRBI LA
B]SEIX 53 Entra ID 1P, LEIRIE(X M IdP i&ZFI B 5%, OIDC B iRt EM B AT AR

oMo
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bafEA Ciwix Z2AF 1A

AN EERITUFE R A BB ANIRE SaaS NAEFRN, AXEEBNAEFEER,

RFER

- BIERYZIF  Citrix Workspace NI 4F ¢

o Windows 7. 8. 10 # 11 #&1FR%
> macOS - 10.11 BESARA
- MEERZHF | BT =AEE URL ERARFTHRAH Edge. Chrome. Firefox 3§ Safari 355 F#2
o

« Citrix Workspace™ NMARRFEZF | FAEATEAEEFESE (Windows. Mac) B Citrix
Workspace W B2 i5RIEE,

- NRAFER BEX URL iFRERERE, WAMISRERNTREMRE :

o 3&FATF Windows R Citrix Workspace N AT : 2503.10 HE ShRA
o 3&ATF Mac B Citrix Workspace R T2 © 2505.10 S 8B ShRA
o 3&ATF Mac B Citrix Secure Access NATER : 26.04.1.1 REShRA

o EFATF i0S B Citrix Secure Access N ATER . 26.04.1 RESRA

TIERE

Citrix Secure Private Access #8) IT fl1Z e EIEABEENNRABF W ER SaasS it HEE
Web NARIEFIIAIE. BFRSMMEMRATHRELRRIR, 15026 SRR E NI TIREFr BN
fRo AFEEEMRIIEE, THREERIHEAGE HRF iR U R 5% B F &8 X BRIV 1F 121,

Citrix Secure Private Access £58 T £ Citrix Cloud™ REMTE, NEZXAFNSIERIEHER
A5,

Thee REATHRER BRSSIA S

RN BREFN—AFRRE StoreFront =
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ThkE RETNRER BRSSIAM
3f SaaS 1 Web M BIEFHI SSO Citrix Gateway BRZS 15 A4EhR
Web Z g2 Web TSRS

X SaaS HIBRL £ HRER =N A2 R 1l
TN K AN S ARl = AR SS

MR A KL T By AT A1 Citrix 734

FHa{ER Citrix Secure Private Access JR5%

1. 3¥AA Citrix Cloud,

2. &K Secure Private Access RS2,
3. BFENE, MAEBKFFIEC Secure Private Access RS,
4. if18] Secure Private Access IREZEIE Ul

5. BiiB R B P AT & StoreFront Cloud PEENESNEN BREFENEE,

= citnx ],;VI\ ®  +*Citrix Aidrien
Good afternoon 8 Submit feedback
’
E DaaS Monitor NetScaler Console Secure Private Access

DaaS quick links v

Search hil and i Machir L Delivery groups Applications

Recent activity

Alladmins v All services v Show more activity

Secure Private Access
* Updated adaptive access policy

31 minutes ago Mar 6, 2026 07:36:34 UTC

Secure Private Access
* Updated adaptive access policy

32 minutes ago Mar 6, 2026 07:35:44 UTC

Secure Private Access

* Updated adaptive access policy

36 minutes ago Mar 6, 2026 07:32:21 UTC

AE

- RERAFPERFERBEEHIFRNARRE, S TEFHER Citrix Workspace NTZRF, EMNE
Web |8 234THEE URL, EAMERBIEFRLZHF—LE SaaS WAIERFRFEEMIR Citrix Secure
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Private Access ARG, BN TH TE Workspace N AIEF., TEEHRTEHIIKF, ®EHF
Citrix Workspace N B2

« WREECE T B AIE, BRERTIFILIE T,

o *cloud.com
o * nssvc.net

o * netscalergateway.net

FEZFHERI1EEIR Cloud Connector (CIEFIFASEECE # Internet EHEEK,

Secure Private Access [RZZERE

Secure Private Access IR HE P 1R R FHEEH%EIR

- BEIRSEN : RERSEMAIFEERAM StoreFront A1 NetScaler Gateway A1, Ha{RAT
ERPREFEENZESZ T s, WREERAHR Citrix EENEE,. BX¥AER, B8
FRSEE,.

- TRERSENE | SRERSENR—MERMAH ZTNABRAER, B8 1T #ENN BEFR
HEEMNIAR, TIeXENEEFRRHEEAMER Y, EXIFMER, 1EEH Citrix Secure

Private Access.
TRAE] UM Secure Private Access ARSS B IRFEH] & I IRX LRI,

1. &S Citrix Cloud™, #AJGE8 & Secure Private Access,

2. RIFEENEREFEGRENTIRE,
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Secure Private Access

Welcome to
Secure Private Access

Empower your hybrid workforce with secure, reliable access to all applications without the complexity of a VPN. Citrix Secure

Private Access enforces a zero-trust model, ensuring every connection is verified and your data is protected, wherever your users

are.

View documentation

Hybrid

Secure access to apps anywhere, with on-premises data control.

Browser support

Supports Chrome Enterprise Premium (CEP) integration, as well as your existing browsers while using Citrix Secure Access
(csA)

Traffic flow

Traffic routes through your on-premises Netscaler Gateway.

Data control

You maintain full control over the data path.

Management

Management is handled through Citrix Cloud.

On-premises components

Requires on-premises StoreFront, NetScaler Gateway and Cloud Connectors.
Use case

Ideal for meeting strict data governance and compliance.

Cloud

Cloud-delivered zero-trust network access for all your applications.

Set up for cloud

Browser support

Supports Chrome Enterprise Premium (CEP) integration, as well as your existing browsers while using Citrix Secure Access
(CSA).

Traffic flow

Traffic routes through a Citrix-managed cloud Point of Presence (PoP).
Data control

The data path is managed by Citrix in the cloud.

Management

Management is handled through Citrix Cloud.

On-premises components

Uses an on-premises Citrix Connector Appliance.

Use case

A cloud-delivered ZTNA solution for cloud-first environments.

Connection type Connection type

lat Provides a modern, VPN-less connection from anywhere.

Leverages on-p gateway for |

Security model Security model

Leverages existing on-premises security infrastructure. Enhances security with cloud-native features and a global network.

Scalability Scalability

Scalability limited by your on-premises NetScaler Gateway and Cloud Connectors capacity. Provides high, cloud-native scalability for many remote users.

KEY CAPABILITIES

Secure network access Data loss protection Better user experience

Get secure remote access to your organization's applications, data, and services Take advantage of granular security controls like watermarking, clipboard access, Citrix Secure Private Access provides the best user experience, eliminating traffic
backhauling and privacy concerns with employee personal data going through the

corporate network.

based on defined access control policies. printer restrictions,and other security features to protect your data and applications.

Citrix Secure Private Access™ JRZTFIER (PoP) fi[i&

Citrix IETE2EEERIEINES PoP, LIFA{RA Citrix Secure Private Access 2 P izl 44
RERRSS -

Secure Private Access ‘= IEEA 52

LU 2 Secure Private Access BIE PoP fiiE%3R,

POP &#1 X1z X

Azure FNFEERE IR Azure FEEX far=

Azure FIEESEIE Azure FENE by

REPEIE Azure EEFRER FEEI

Azure 3E
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ZE2MENEEEEAR

LU 2 Secure Private Access 23 PoP fii B33,

POP &¥5

Azure EEFRER

az-EZEFEEE

az-EEEH

BRARFILRH

99 Bl =

BUMPEED

BARER

ErEREaR

az-ZRmil

az-FEXELER

az-EEEES

az-IME®E

az-FaILRR

ATAX

Azure EEFRER

Azure EEFEER

Azure EEHEIER

Azure BARFITRE

Azure R

Azure FHER

Azure BAKRER

Azure BFEFEER

Azure gl

Azure PaIEXEILER

Azure ENEREER

Azure R

Azure PRI &R ER

X

BRI

e =

e i

HTE /R M

s

AR, #HE

ERZ M

HTANR

B

R

BA

il
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Secure Private Access A MHI1&E

Secure Private Access™ EIRILHISFEEERREBHANEIRE SaaS. Web #1 TCP/UDP T2
F, HENXIEMHIHIERE, USERF TS5 XENBIEFRE,

Citrix Secure Private Access 5 Google Chrome Enterprise Premium £5%, 70FZF £ Google
Chrome Enterprise Premium fEAE PR 5282 £#i510FAE Web Hl SaaS NAEF.

ZZAFNIGE Secure Private Access B RF BT -

. EP# A Secure Private Access

=

2. £ Citrix® StoreFront Cloud FECEE URL

3. I&& Google Chrome %o

4. FRBEEEIRISE

5. RIEB PRI AR,

6. @I BRI FRAYISIR) SREER 3 BC L FAF2 2 1 1R AX R

1&ZE] LA Google Chrome IREAERIBIREER. B X IFHEER, BERUTE,

 J¥ Google Chrome & & ARl | 5 25

o YN AREIAEEEIN

AP E A Secure Private Access

BTN S BB E A Secure Private Access,

1. &R Citrix Cloud™, #AJGE i Secure Private Access,

2. 1%&$% Setup for cloud, FAJ5E & Continue,
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Secure Private Access

Welcome to
Secure Private Access

Empower your hybrid workforce with secure, reliable access to all applications without the complexity of a VPN. Citrix Secure
Private Access enforces a zero-trust model, ensuring every connection is verified and your data s protected, wherever your users

are.

iew documentation

Hybrid

Secure access to apps anywhere, with on-premises data control.

Browser support

Supports Chrome Enterprise Premium (CEP) integration, as well as your existing browsers while using Citrix Secure Access
(CsA)

Traffic flow
Traffic routes through your on-premises Netscaler Gateway.

Data control

You maintain full control over the data path.

Management

Management is handled through Citrix Cloud.

On-premises components

Requires on-premises StoreFront, NetScaler Gateway and Cloud Connectors.
Use case

Ideal for meeting strict data governance and compliance.

Connection type

Leverages on-pi gateway for |
Security model
Leverages existing on-premises security infrastructure.

Scalability

Scalability limited by your on-premises NetScaler Gateway and Cloud Connectors capacity.

Secure network access Data loss protection

Get secure remote access to your organization's applications, data, and services
based on defined access control policies.

Take advantage of granular security controls like watermarking, clipboard access,
printer restrictions,and other security features to protect your data and applications.

Cloud

Cloud-delivered zero-trust network access for all your applications.

Set up for cloud

Browser support

Supports Chrome Enterprise Premium (CEP) integration, as well as your existing browsers while using Citrix Secure Access
(CSA).

Traffic flow

Traffic routes through a Citrix-managed cloud Point of Presence (PoP).
Data control

The data path is managed by Citrix in the cloud.

Management

Management is handled through Citrix Cloud.

On-premises components

Uses an on-premises Citrix Connector Appliance.

Use case

A cloud-delivered ZTNA solution for cloud-first environments.
Connection type

Provides a modern, VPN-less connection from anywhere.

Security model

Enhances security with cloud-native features and a global network.
Scalability

Provides high, cloud-native scalability for many remote users.

KEY CAPABILITIES

Better user experience

Citrix Secure Private Access provides the best user experience, eliminating traffic
backhauling and privacy concerns with employee personal data going through the
corporate network.

b
HHRYERE B,

&7 Secure Private Access =EREHERRAN, ERJLUEHEE)

HUBEERERED

System Configuration
Complete the setup steps below to configure your Secure Private Access environment.

Cloud Hybrid data path

Publish applications

! End users ! Public cloud
) [} i
: >
@ ©
Citrix Citrix Chrome @ Gateway @
Workspace Secure Access 3
Google Chrome H H Google CEP

Enterprise Premium security gateway

i Data Center

Google Chrome Enterprise Premium (Optional) &)
Status

@ Not configured

External Secure Private @ Firewall Connector @ Internal apps
SaaS apps Access 3 i appliance
Connectivity
Connector Appliance NetScaler Gateway

No connector appliance configured
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« WFHFHEP, £ Citrix Cloud ZH| & Hi%$F Secure Private Access IRESITHIRBERE, iF
f{" 1A Connector Appliance #1 CEP,

- EFZE Connector Appliance, I&1E Connector Appliance Configuration Ei&H 8 & Add
o BXIEFMER, 1BEEIH A& Connector Appliance,

- Egi& Google Chrome Enterprise Premium (CEP), 357f Google Chrome Enterprise

Premium BEiEHEE Set up HiIZRRER LRBAFHTIRE. BXIFHER, FBH IKE
Google Chrome &R

GERRE, EESARIFR, SR Citrix Cloud #E4I|E7F &8 & Secure Private Access BY,
SR EE MR Secure Private Access 247,

- WFUEER, RANE .
o EEINGETRM
o Chrome {2 &HARIRZS

Connector Appliance K& | RANERTEE T — 13 Z 1 Connector Appliance URE%
DETA, W ERBTEIER TR, BE Connector Appliance X3 F B IEZERI RSB
2% (Web. TCP/UDP) Z3&&IMM, Connector Appliance 3&3d 74| Citrix Secure Access
BPFImKI AR &R, ZHEPEENEAREEE

Chrome Enterprise Premium EZEB#ZE : Chrome Enterprise Premium B0 B EBENTEIER
BATE Citrix Secure Private Access 5 Chrome Enterprise Premium ZBIFVEREEEEA. It
ERATFRLRAFEE Chrome R SRR EMiFRIEL Web RAER, MAFAM Citrix

Secure Access B iiE

Google Chrome Enterprise Premium &&= AJi%EHY, ATUBkE,

{E Citrix StoreFront Cloud FPEIEEE URL

& B LU Secure Private Access IRS5 5 Citrix® StoreFront Cloud 5%, E AR RE—EE
URL, fB{TRILATE Web X 538888 Citrix Workspace™ W AIEFH$THiZ URL, ZEIENEBEERN
SaaS WAER. Web NARERF. EENBAEFMEMBERERRRER—IIEF KR,

HINERT, 26128 — URLA customerid.cloud.com HIFE[E. EeILAEEXUL URL, SN
BEWBEENX URL, #lal store.company.com . EEEREE, 152 BEENEERIGN,.
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B

Google Chrome $Ef¥

7£ Google Chrome £ TIEF, HITUATHE !

1. EFIEEMBIARS KA BT R, FHFERENEE Google EEZERIS HAVEN FEEH.

a.

b.

k.

£ Google BIEEZEHIGH, 73 EERAR,

ZEFE A Secure Private Access RS EIZIAE, HNARNBINR, B XNRIIEK, 15EH
EERAEMNR,

T EBER T, %F SERSK,.

KhME Citrix BRSSP ( tenant-sa-<random-string>.iam.gserviceaccount.com ), JA/S
EE AW AREiEE SEAa.

BEXABNEAESR, B8 X TEERAR,

£ Google BIEZEHIEH, SME BR > AR,

BF RNFRAR HEIE—1#BERF (%% : Citrix Service, ¥ : Account, FEE-FHf
% : caccount) . REFEIERF BB FHRA,

. FAPEIERE, ERZAPHRIAFFARGR. TEERAGNMERT, EEANILAR

DECHEBRIAE.
HERE > I MBUEES > AP 24, ASREEEEEEER.

ZAPI EFIE L, BEHRMEM, HERA Google Chrome £ TIEPIRMEMNMANEREER
Fi% 1D 1 OAuth SEEl,

¥ Google BIE#ZHIEHGoogle M iEEHRHEA Google F ID £ #%] Google
Chrome £ TTEFHIGoogle ZF IDFEX,

£ Google Chrome SEfTIET, EAZAICIERNAFNEFEAETTHF BFIREFE,

2. BFIE(T CEP RIEMIIEMH Google Workspace BRE, HIREEEEITHT Chrome
Enterprise Premium 55, SARBH#ET—5,

o NRIIBREIKMEHRES, BRI FMEIERMFNES LUFKEKELRRTER.
« CEP I0IERRINfE, Secure Private Access ARSI INiE#E] Google ZF ID HEIEZZ £

Xo

- RMEIEZEMXfE, RAZETROELLTHMLL IP ik, EIERAILHER Chrome

Enterprise Premium AAF SaaS WA ARENHIEXE, X FMAER, ESRIE LS
X,
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« SRR SaaS AR, BRAZEERAZXE Saas £, Bk, AEBLE
ARG BN ERRNTEM X HITRE. LMXTHFEA, EFRERERXERNA
R Z B EE TR E MR,

Google Chrome Enterprise Premium X

> View Prerequisites

Step1

Assign Service Account
Service account is used to configure Google Chrome and SPA integration
1. Copy the service account address:
tenant-sa-j0jlréldom4e@verdant-bruin-438923-p6.iam.gserviceaccountcor ) Copy
2.In the Google Admin console, open Account > Admin Roles.
3. Create new role and select the recommended privileges.
4 In the new role, select Assign service accounts under Admins.
5. Paste the service account (tenant-sa-j0jlréldom4e@verdant-bruin-438923-p& iam.gserviceaccount.com) and click Add. Then click Assign Role.
6. 0pen Directory = Users, create a new user, and assign them this role.
7. Open Security = Access and data control = APl controls and click on Manage Domain Wide Delegation.

8. Select Add Mew, paste the Client ID and OAuth Scopes, then select Authorize.

115338481702461069857 [ Copy Client ID

https:/'www.googleapis.com/auth/admin.directory group.readonly, hitps://iw |D Copy OAuth Scopes

Step 2

Enter Google Integration Details

You can find your Customer ID in your Google Account Settings

Google Customer 1D @

l Eg. COM49fqnl l

User email @&

l Eg. svcaccount@fabrikam.com l

Step 3

Verify Google Chrome configuration

Verify that your configuration is ready for Chrome Enterprise Premium integration.

3. BERTE
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« ZFIA CEP 3, ZBERIUEHREMIFAREE. BXFAER, FEHAMNASER

Gooqgle EZ: é,él\o

s BRTFRERFPMBRAHN, EETUEMARRENR CEP ELER A FEER Google
Directory HER 81, B XF4MER, 5% /1 Google Directory AL ARE CEP,

« B % Secure Private Access 5 Google Chrome Enterprise Premium £ EZFMER, 1B
B[ 5 Google Chrome Enterprise Premium £

0 SaaS N FATERFHY 1P 3thiik

TERERPH A Secure Private Access #1 Chrome Enterprise Premium 5, SIS SaaS N
BEFER IP #ity|R, ESBEXNFREUTENEXEE .
- BPALAIE SaasS MARER, MARHILEREHERNEL TSR L,

« 3B Citrix Secure Private Access #1 Chrome Enterprise Premium BUREWIRFIASERE,
T%*&iﬁ%l_/[:\j?ﬁé@o

N FEA9ET Eikdr IR R BT E R ERENNAER, TRYMMER Citrix IP 21F
IE

ERISRA T RIBECIE

FAIGIRIAR RIS o] A PE LE &2 A F 18] Citrix ‘B2 Google Secure Gateway,

WMRITE GCP AL EFRIAE LI RER - Z R EXIFRILFREE, BLIE— A
Google Secure Gateway FIEKIGRIAFR R, EAILUMNFKIBIGE > NI TTEILE Secure
Gateway FRiRfT. B * BN REERIFMESE, 155 Google Cloud IAM - F &7 (a4 R RIS
o

HAGEH Google RELFMER

EFRINE A Chrome Enterprise Premium f&, Secure Private Access S0t HEMIF4E BT
HAEEE, XTEFHEF ID FXBITIRFF USSR X B ARIhEE,
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PITUTETBUESARERERIFHAER
1. 7 Secure Private Access BIEIEHIEH, FHRNHIBIZE > MK,
“X %5 28" TAE E 7~ Google Chrome &ERGIFAAE B

RELERETESLZEMX %H%E’\J.':H O 1P ik, BRAFZHELSER TG AEIARS (SaaS)
NARREFE, REHBEI T HEFINHFERSRR Google ZEM X #HITIREH, MASERERE
3 Saas WAREF. tMXINEHERIFMRE, BEMITZEREIIHEESR, HBERTSHR
WL 2EH,

i1 CIfTIX | Secure Private Access o) - v

Google Chrome
Your current browser selection is Google Chrome.

Integration @ Successful

Citrix service account: tenant-sa- i s S en.gserviceaccount.com

For more granular control over the permissions granted to this service account and the privileges assigned to the new role, refer to Service Account Permissions.

Google integration details V2

You can find your Customer D in your Google Account Settings

Customer ID

These user groups will be externally routed to your applications. Learn more

User groups
demopste@patrasl.cep-citrix-grcloud

Egress regions for Saa$ applications

Region: us-central
1Ps:

Region: us-west]
1Ps:

2. BRRBEGHEREZF ID EFHE, RELREH.
3. B 5B1T CEP WIE LUISIFIEM Google Workspace BRB RS B A& IF##1T Chrome Enterprise
Premium /%o

NREMFRERFERD, CEP WIERETRRNHESHR, HRIFTFAE DA ERE
AR, BX1ES, B2 BEMIERBMES,
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Google integration details

You can find your Customer ID in your Google Account Settings

Customer ID

COOrgrkmg

These user groups will be externally routed to your applications. Learn more

User groups
(O Allusers

@ Specific user groups

demopste@patrasl.cep-citrix-gr.cloud &

Check your Google Workspace configuration to confirm it's ready for Chrome
Enterprise Premium (CEP) integration.

Run CEP verification

Q Verification Successful: Service Account verified
successfully in Customer's Google Workspace

L 1=

Google integration details

You can find your Customer ID in your Google Account Settings

Customer ID

COOrgrkmgg

These user groups will be externally routed to your applications. Learn more

User groups
(O Allusers

@ Specific user groups

demopste@patrasl.cep-citrix-gr.cloud &

Check your Google Workspace configuration to confirm it's ready for Chrome
Enterprise Premium (CEP) integration.

Run CEP verification

o Verification Failed: Invalid or non-existent Google
Customer Id

73 Google Directory 43 BE(i/ACiE CEP

& T FRE R P # Google Directory FEFPHZ 9%, I&IZBI LA Chrome Enterprise Premium (CEP) Eg
BN FFiEER Google Directory AR5, FAFAMARRMUHIFEESF, IR NEERL

FEHNEE, ERAIURE—MUERALRUBEREFEAFAANEE, HETHERT Secure

Private Access LaPEMERERE,

EERVARBARBAD | ZEEEERTEARBUFHAFRNEFRE FHRSN, SEURLIE

AR FLAR B AL,

(ALR B[ 5 Google Directory AP AER—ERAPIEE. BITUTTE :

1. £ Chrome Enterprise Premium i&&+F £, 2 4518,
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B] secure Private Access > Setup > Onboarding

Google Chrome Enterprise Premium (Optional) ©
Status

@ Setup complete

Citrix service account address

tenant- serviceaccount.com

Client ID

OAuth Scopes
https://\ group.readonly,
https:// orgunit.readonly +9 more

Google Customer ID

User email

.citrix.com

Google Directory user groups

sitrix.com

Organizational Units

Sales, Development +2 more

Security Gateway ID

projects/project 's/securitygateway-v
m255elbfyOk-2d7b006e
D Copy

( Edit ) ( Delete ) ( View Google security gateway IPs )

Connectivity

Connector Appliance

Resource Location

My Resource Location

Add

Connector Appliance

paztnablr.n...

(&, 1E Secure Private Access BEIRZEHIGH, | XERGE > NEAE HE HRIEENR.

ZFHIH T SRNEERVHSR B

2. B AL URHR 8 EENF R ERZER Google Directory BXREEM,
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Google Chrome Enterprise Premium X

Step 3
Enter Google Directory user groups

These user groups and organizational units may have traffic externally routed to your applications, depending on their context and the access
policies. Learn more.

Enable conditional access for

All users

Specific user groups

engineering@my.company.com &

Organizational Units

Search organizational units... Q ]

v EMEA

> Departme

> cilities Departmer
4 E] North America

> [:] Sales Department

> Finance Department

o RALBEMNKRENPET. BEAFREAESH CEP £/, BEERFIERF

o EREERIZ(EA Citrix RS MIEM Google B RHiEEM, tNRIRSKAREHA
BT > EEMER, MEEMBEXEN, FEAMNMUBRSETEIR. AXFMAER, 15
2% Google EIE 7 A EMINER,

3. EFEEIERAR B,
ER—NMARBUBREREFARSM, FRUBTNBEFHRE, ENTERIRER. &
BNASFE, BRRREIERFENGE FAHR R

4. BHIET CEP R, ARREHREF. WRTEMINRIEEER T EE, BERFZABRETR
iE, BXPIEREVHENES, BEREMEIESENES,
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HEEFITAERE, NRBAURTEERENERE. £ Google B R EMFRAVALR BALKF
MER AR ERo

EREIFRENES

7E593F CEP B2&HRY, Secure Private Access RERIFEMECE ZBIFRIC IEEIZREIRF! HAYER
MBS ES,

FEBREFCE R, WINRRFAABIRFIAIEKE, A TRIRFIFHE & FIIERRE R R EHR
I :

HEHR

Google &F 1D 3B ARSS M ER 75 17)
Google Workspace IR,

\/\

AR5 A ER > 71E] Chrome 4 B B& IR,

WERZE MK PR R) B P 4ERY Chrome ¥ B SRES

BN R

WARSS MK R i718] Chrome & F imiE 3R B&AY
PR,

£ Google Workspace F & I ZE 3 FEBIFE
28 ID,

\/\

RRATHHFZFE

\/\

AR5 R B PRRF Chrome ¥ B2 7 HRBE LY
FAF4RE R 1L,

HR(E
I2IE Google &F ID @& 1EM,
MWRFTRENRE D ECA RS K. B X1F4E
B, B2 REERAEHR,

HRFIENRE D ECLLARSIKF . B XIFAE
&, BEAEERAENNIR,

\/\

\/\

XA e —MEEd R, AR EFTE,

MBI EER Google BFATFTEIA)RL,

INRIDFEZS D Google BFANIFLFE, 1BEE
% Citrix #%,

& Google B AL R EFEHEHIR.

7 Google EIRFEHI B HIIEZARTARE
&

HBRFTENRE D ECAIRSIKF . B XF4ARE
R, BFEREEGRABMNR,
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EEEIRFNNESHLMERAREE, BElFRBLEETMK. U TF7REDR T E R

snfaERRE(]

BSHR

Google &F ID BEERH

¥ MBESEH Google Directory FAF 4R

\/\

\/\

\/\

‘FRB AP A g FILsEE Ttk Google &

F 1D EftER

\/\

“FRB A P ATUERE D — 1 %St Google

EF ID NEF{EA

\/\

MBI E SR Google Directory R4 B 1if

I

=R V)4

R{F

1REYLALRH 2 Citrix Secure Private Access
AP {EAERA Google ZF ID i#1T Chrome
Enterprise Premium £/, 1HZERE, FH
EEM Google B¥H (BIEN—THZMHFIE
EFERAF") dRaBENmoES= T H M
Citrix P I BRI Chrome Enterprise
Premium i&i&,

KEREAM Citrix THF P ITLEE Google Bf4H
#Y Chrome Enterprise Premium &%

REA Citrix FAP AT HE X B Google
B¥£H1&E Chrome Enterprise Premium,

ME Citrix 187 PRIFRER IR E.,

MREEFEIREPHEIR, E/EER Citrix
AP EHNA Google BHHIRE,

AFAERPF” (1R Google AR ) BB
Chrome Enterprise Premium FJRER B &£
#8E) Google &/ ID BYEftt Secure Private
Access 1% i&,

{REEAth Citrix TP KRB EEERY, FE
RItIZE,

MRSB— Citrix MPEAFAERF (1R
Google H4R 5 fi[) EZET Chrome Enterprise
Premium, MEREEREZ AL Citrix A 1%
B Google B¥ZAEE RN,

WINEfh Citrix R RS EE FAE AP "MK
MRAHRE, HHZEFESNREDN Google
Bf4H,

353k Google EF ID BE— B BHEEE
kRO EahT, SREBRERHHENALBAL
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EEHR #{F

w EEERTHARPMNEME FAREAL
R EEEM Citrix TP L5 3 FRFIA LR R AIRY
Chrome Enterprise Premium &%

fRSZ MR EMYPRE  Services > Chrome HWIAE P EMENEIINE, WRESDES, BMIE
Management > Settings > Managed B BT Google BIEEHIE (BEE™>"1]
Browsers > Read %" ) #4HH Chrome Enterprise Core T

Chrome Enterprise Premium BYiT 5,

Z1 AP AR R KR
7E Secure Private Access FCE Chrome Enterprise £ (FE2 AERIBIZM 2RI E T1
@) , BENTULNAFP ARSI LAY, (EA—MERGE, EHRITUTIRE !

- ERTUSMEVTAENETABERREA,

- EEAHBERRBELRH,

- (IRERPHARRIMNEZEELR, FEERTIES Google WER,

[E5S R

BZ& Connector Appliance #1 Chrome Enterprise Premium &, &RIMAREFEEBENARFMSE
B

- EEENRARERF.
« ECE7iR)EREK,
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BUEX =1L

Citrix Secure Private Access FRBYEHERX 1L ThREEE 7 RENSIEIT 12 13 5 e FE X33 SR 2 bl LU Y
FREALE, FFAILUEREFMEESIRRIRE, EMSFEEIR. BUN (EV). ILAMX (APAC) M4t
(NA), FREFSEEBURESRBEFMEREA, BREFIBFEEHIERXSE,

MFEAARIARENEK, NARFREMREFMEXKESINAIE, FREMSEFIZMEXE, XER
FRRERF, TIEAFSEAL. BMERR NHRELKEM, STRAPNRE BT PTEXIEE
M, MAREEREMNEXE,

BRI C IR R A TS

- EINFAREZEREEFMEXKIEN, BREANBIEEEES,

- B NEESEUNERNEEMZ RS BIRREEFMERIRA, HERXINEE PoP ME
Bis_#tTEFEE, WREAREIEEEES,

- BIFAETHIEMENKE, BREANABREFNBFITRERREREEFMERKIEN, %K
RNARRESHEFEN PoP, TILAFSEMAL,

« BV IEMAMBIEENEK,

o BRI BER FHEE IR RIS SR IR E XL,

- XFEAEKEKREFTKNRELHKME, EXPEBEEMXATEHERRBNESRNZE
Iao

_-=x .

AR

MRRBEIEXE, BREEERNARFREIG™RIEIREEENEMENR, FENTEE
HERSBIENEFHEUE, NRXEXEEELR, EERERREIFHEEMTHER
5%, MBI E NPLHRFI TR 2R R T AR A,

XFFRIERE

tLIhREE A TFFRAE Citrix Secure Private Access 8f &, SIERSZERIESER, WFEFXITHK
BHE. SMMNYEERNALLHSEE,
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AdiE

WX E Secure Private Access RSB RSB EAMNREBIN—RMIRE. &KiEG, PFIEHIEE

MEREEMEXEA, WIEEHITHIREIER TERERE M,

1. BRF Citrix Cloud, $A/5E & Secure Private Access,

2. 1%&$% Setup for cloud I Hybrid, $A/5& & Continue

3. 7£ Select deployment region #1, EFRNNIFEEIEIXIE, 7T XIEEF &R Citrix Cloud
= X35,

4. B Continue,

Bl

OB LA — LRI -

- BRKECERTEA RENESREEN N AR RENAAPRER, R ORERR (5
B AR (HHIE) FTAEREIRTAAR L,

.+ FHEM RS IIEER Cirix Cloud BRESHEMAER, KRS TR BERNKAAR.

« RRAMMBENRIUEE, UEEAEL,

- WIHREERTFHES
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N AEFEENEE

Citrix Secure Private Access I 7 — AP RIF. EFXNFE, ATFEREMNEENESMYRAER
(SaaS/Web #1 TCP/UDP) BJifial, Secure Private Access 12| &@ i3 B BESIRHE—
EHISCRECEER, BERUEREBRSENRERENSMIIE. IEBNAER. EXAR
REELUERIRFIPR, HEMZ 2REIURIPBUREIR, PRA XL UER—MEHIEPTT.
Itt4}, Secure Private Access ZHixf Rl Web N BfZF#HITERIEILR, THELE VPN EF i,

BXIFAER, BEHAUTER :

o T Web N RTEF

- TRIEGRIEL Web N BER

o XEFRHERIARS N AERF

- ZIEPin-ARS BN AR

T IEARSS BRI P IR

Citrix Z215171% F i

Web 1 SaaS W AREFEENRELE
AR N RARERFLIR - 5A

ECE L web N FBTEFF

£/ Secure Private Access IR 3T Web N ETER, At ERNARERENET Web BIARSS
mAER{T. A Web RZFf2F E¥E SharePoint. Confluence. OneBug .

1A LS Secure Private Access RS55 Citrix® StoreFront Cloud £/%. P AT LLEE Web ¥ 45 25
g} Citrix Workspace™ N BRI ESEIE. ZEIENEERN SaasS NEER. AEELINA
EFNEMEMERIREHAE—E AR,

RHEEKR

FEESIEE - TEERIGE S Citrix Secure Private Access IREESEA, UXIFRAHIEDROH
A Web NEBIEFRITE VPN i5i8), B XiFAER, 15217 &B T Secure Private Access FYE#
LT,
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TIERE

Citrix Secure Private Access™ ARSZ{# B SBBE XA NEZSR T S MERT|AMBUEDR.O. MhERESS
RYUTRBEAMBDI Web NZFBFEFE S Citrix Secure Private Access RS ZBIHIFR, XLFERERS
AUSEAS RN, HERFEHINERE,

EEIRIEE S5 =M Citrix Secure Private Access BRSZ 21818 TLS EE A RIPKZERI RS A
N AER. Web N AR BIEBIEFERT VPN EZHITIHRMRT,

TE%BE T tNfE{ER StoreFront Cloud MELEEEIHIR] Web N ETER.

Web Server

b

L 1 1
S,

e -

— '*u
¥

_ Cloud Gateway

d Connectors “ —t
End user StoreFront Cloud = i
1 XYZ Corporation
[V 9]
Web Server
BCE web N FHTEFF

1. B Citrix Cloud Fi%&F REFB A,
2. BE NAER > NARE, AEEE RNKAER.
3. 7£ Choose a template Z¢537%, B Skip, HEIR{SGEARTF SaasS NMAEF.
4. T NAREFUBEBE ? b, £F EBRNLATMER,
o EE BRNATIRERE, SRTRETEALNIBABENEEMIGHER. TFHAEREEREE
BT N EB N E IR R R BEF.
o EF BRATIMENE (Google EHEER) | ERTHEEARLEMEELMISHENEBAILN
BiERF. #REi®id Google Cloud Connector B3 M F EHEEINERN BIEF

5. £ NAEFFARGE MAaRAUTEAGE, RAREE T—%.
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Add an app X

To add an app, complete the steps below.

Where is the application located? *
() Outside my corporate network (Google Connector)

@ Inside my corporate network

App type App icon
HTTP/HTTPS N | e Change icon Use default icon
App name "
() Donot display application icon in Workspace app
docs-portal

() Add application to favorites in Workspace app
App description

Allow user to remove from favorites

Do not allow user to remaove from favorites

App category @

Ex.: Category\SubCategory\SubCategory |

() Agentless Access
Enable direct browser-based access to internal web applications.

- NARFER - EENAREFEE,

3FF Chrome Enterprise Premium (CEP), {X3Z#f HTTPS 1Bl Web 1 SaaS N2
Fo A%Z#F HTTP Rk Web 1 SaaS NMAERF.

- RERFRRT - ZAEFNE.

- AEFEDE - ARFNEEED, MERNERAEERNEF,

- ARFER - RNEERBHNARFSIIEREE Ul RERNEFFMFEINET (RS
) o EEIUABNARERNFAR, HFEREE U RBIEXS, 5 Web 5 Saas
R BERFIEEXRE, ZNARFNERERE Ul RIS ERSIT.

o KR FANTHESERRE, SERTLUNE N ARERMNGTEL,
- NFBRFET FESERT HTTP/HTTPS AR, H3t TCP/UDP R B 2RI
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o HKRNFEFNAVMNTARMILDPR. 5120, Business And Productivity\Engineering
o ES, WFBRXAKNE, BEERMIHAERMITEX T EHRBZER, NREE Ul BB
LIS TE MARFAER FERPHMANEFNBIIARE, MWiZERFERNFHERT]E.

Blan, NRIEE MARFEAT FERPEIRME Business and Productivity 28515 A R
Business And productivity, AB/FRT Business And Productivity 25|24, &
Ul X L% H—"7 4% Business And productivity FIZTZE5!,

- NREFEN - 25 ERER AERAEFER. BRI 128x128 &3,
INRIEAFELENR, NEEREAART.

MREFAEERNBREFEN, 15%EF FRARERNARERFER.

o %&3F TAEIHR U FRFRERNEFEXERIGRNAER. EXIFHAER, HEHA E
itk Web N ABER

« URL - EEEMEF ID B URL, iZ URL A FEBZEF ID (Citrix Cloud™ & ID), &
REUZRIE P ID, 1E2R7EM Citrix Cloud, 03 SSO KM EFREFER SSO, B RFH
EFEMEEI URL,

EPE4% 1 ER1E 1D - 1% ID BF7E SAML SSO TiEAH el N AiEF URL FlE
J&4E URL,

a0, GNRIBEARM Salesforce NATER, EEVH%E salesforceformyorg , ID 2
123754, NINFFER URL & https://salesforceformyorg.my.salesforce.com/?
s0=123754. .

FERERNER ID FEREETRENARER.

- X - B X ESRBEER M URL BENET. HXEEBTIRS S URLIRFIANABRER
B—EB D HAEN IR R E. (SR LURINZME X 1o

NRAMT EE R XE, HEMREXFBEARENAIZFD URL M, NS
MEHHS. NERXER, F2% Web Hl SaaS WAEZFRENRELEK,

« B A HAR - fEAIBLEZ HAR XHHUB AN BIEFHEREL. BE AIAEHEFEER
BN FAERFAE X HECB R, X@IaDFahiRsIMEER X HNFEERE LN AEF
HA. BXFMAER, B5H A HAR XHAIE X o

o RIF—BUER - Eht 8 EEERESREEERIRENFRER. B X —BUERNFARE
2, BB RE—EER,
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PERR REF—EER AU, NAEFRERBRERATE NAEFEE SO PIREN
B EERHITRRERE.

- B RNAEFANBIKEE Workspace MABTERF LU b FAF2 RN Citrix
Workspace N B 2 RV K N AEF.

o B VAR NBGRSRAPHIBR USIFR 21T E M Citrix Workspace N ARTZF 18I
Wik N R FHIRPRIFRIZN AER. ERIEBR, Citrix Workspace N ART2F NV
BREFNE LARHI—TEEERE.

o BEFRAVFR P MR RHIBR LS LEITIRZE M Citrix Workspace K FBFE R H BRI =
N Y RAMIFRIZN A, ERIEDTE, Citrix Workspace NFAREFTNANE LARE
TP 2 BT

INRIZM Secure Private Access ARSZZE IS A MIBRARIZ WG RBINE, NBR%IF
o MEL B [E R YR 2 5 R BR 1ZN B 2SR M Secure Private Access RS 1R & =
MIBREZAE, MIXLERy AR MEIES B ohfibro

- AT BRETFTEEENNALNRE, BRNBER TRIELNAIAR. NHHEREENAE
FF X EXEY, FBRAXNNABRIAIR.

- NRZ MW ABECE 7 HEERY FOQDN Z0@ECHT FODN FUREMTE, XAJgexFEECE R
2o

o XERAAILOETER/ —ERELERBR. BXIFMER, B5SHWeb 1 SaaS ¥
AIEFALE R R{E L,

6. TENRAEREID, ERIMNEXNAREREXIENEE, NRXLEFHMTES Citrix Connector™
Appliance BB AEREE .
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App Connectivity
URL*

https://docs.citrix.com

Routing Type * Primary Resource Location * @ Secondary Resource Location (optional) &
Internal via Connector A4 ‘ ‘ AAARLO1 AV ‘ ‘ AAARLOZ A4
@ 2connectorsare available Refresh @ 1 connectoris available Refresh

A Add another for high availability Add

Related Domains

www.example.org or *.example.org

Related Domains | Routing Type | Primary Resource Location | Available Connectors | Actions
* docs.citrix.com A& Internal via Connector AAARLO1 2 V2|
Showing 1-1 of 1 items Page 1 ofl Srows v

() Maintain consistent connection ‘@

Use the same connector appliance for the entire length of the session while accessing the application.

“~  Single Sign On

o BREAER - EBELTRIz— -
o RER - LI - 1957 E 183 Connector Appliance™ E&H, %537 Connector
Appliance EEEEBRIZEF Web I,
TEERALE - NAFUZRNEE, ERENIUET Connector Appliance AR

o SMER - REBERREEEKM,

- FEMREBRFMUE - EERIEIREXRER RIUBESERE A BIETRA RN A
BFHNSA AN, BMEEEEREt2a0iLt.

o TERRAE | ERVARFHENTIERRUE. 5E, EERAIUEEERRIE
R — A AT,

o B—1EHA | E— N uRAEmaHERERTRANRRUE. ZEE—TAE, 252
B RERBIE— A ANAE, ﬁﬂﬁﬁf%%%?ﬁﬂzﬁﬂﬂﬂ%és’éiﬁ 10N R
a0, %05 ResourcelLocationl A<B]F{E Resourcelocation2 AJifia], MIERIAERF
ResourcelLocation2 E3 N AR BYFIiH.
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o FEBHFIRAIIE - (MBI E T RRERN, WBVHRMEET Y AT A, MRETFRME
FiEZFEERBEF OREFRERMESATR, AR EERBEIEEHE
RFUE. MENARFREES —TEERC, WMEFRMUEHBAILITHHERE,

TR AS M EXIEIRETRRUEMNBYRIFUE, SEEE—NAIHET,

a. BEHME X KERIFTPREBET.
b. IREFHRMUEMMRRUE, BEEE—NAIAET,

Edit related domain

Domain

* wikipedia.org

Routing Type *

Internal via Connector N

Primary Resource Location * @

aaa.local RL2 N

@ 1 connector is available Refresh

A Add another for high availability Add

Secondary Resource Location (optional) @

‘ aaa.local 7 ‘

@ 1 connector is available Refresh

A Add another for high availability Add

Pz

o IREBEEMNHRMUBENEAE T AETTEE BRI TR ER.

- MIBRAEFEY, HEREZREBMER. &X1FAER, FSHARERN AEF
BanBEEAEE.
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« RIF—BUER - it 8 EEREREE—EERRENFRER. B X —BUERNFARE
2, BRRAFRE—BEK

ERRRF—BOERATN, NARFHNREERNIE NARREFER B IRENED
ERIRAES,

7. REEEERS &Ko

B S B FETAER T Citrix Secure Access with Chrome Enterprise (CEP)o

a. FRRERTD, EREHFLATVARFNEREREE, ARRHRETF. UTERER
KEETA,

v Single Sign On

Your Workspace authentication is currently set to use

Which single sign on type would you like to use for your Web app setup? Help me choose

Kerberos N

Basic SSO

@

Kerberos
Form-Based
its on my Gateway Connectors @

SAML

Don't use SSO

 BE - NRENEHIRSSEAELH basic-401 f&if], 1HEFREER SS0, BEENER
SSO KRR MEMIE B IFAE R

« Kerberos — IR ENEiHARS 23ME & H negotiate-401 [Rif), 1EFi%FEKerberos, &L
FKerberos SSO FAR T MECEIFMER,
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- EFRE - IR ENEIHRRSEAERERATEMIIERN HTML RE, BiEFETFREA
o MARTFRESSO XEMELEIFAMER,

¢ SAML - EFRSAMLAEFETF SAML B9 Web N B 2R SSO, #HiASAML SSO FERMED
BIFEE,

« FEMA SSO - HIEAFRERIRRSSH XM ARETE ML, BERAAMER SSoit
T, EEARGER SSOETE, AP NKEEBINAEFFMRMERED TECER URL

ETRENFAER :

FRERERWAFRAUTETFRENREFAER, ARRERE

Which single sign on type would you like to use for your Web app setup? @

Form-Based A4

Action URL™* @

| /default.aspx?ReturnURL=/_layouts/Authentication/ I

Logon URL™ (@

‘ /_forms/default.aspx ’

Username Format * (?)

‘ User Name A4 ’

Username Form Field * (?)

ct100$PlaceHolderMain$SigninControl$UserName

Password Form Field* (®

ct100SPlaceHolderMainS$SigninControlS$Password
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o #F URL - BARRRKETTHRER URL,

- BRTRP URL- BAETERREN URL,
- APPSR - EFEA P BRI,

- AFPARETE - BARFAEMN,

- BERETFER - BARBEML,

SAML :

FRERERBDBANUTEARER, AERdE AT
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Which single sign on type would you like to use for your Web app setup? @

SAML A4

SAML information
This form generates the XML needed for the application's SAML request.

Sign Assertion™ (?

‘ Assertion A4

Assertion URL* (@

{ https://sharepoint.onelogin/saml_assertion

Relay State ®»

‘ &RelayState = /apex/SSO_Redirect?parami=valuel ’

Audience @

Name ID Format ™ (®

| Email Address A4 ’
Name ID* ®
‘ User Name N ’

Launch the app using the specified URL (SP initiated) ()

- BRETE - SIS LTI (SP) BY, METSIBRIEHITE B ATARE BT
o IERILULHE BTS. M. W& 5 k.

- S URL — 7S URL HN BREFHNER . SAML B &Rtk URL,

o YRS - PURSSHATRRAR EERHEBRIRH A XSRS B E1HRR%
EHER. PHRENARER—E— URL, AP AIMSAEL URL BRE|BRN A

o
« BR - ZRENAEFENERME. EHIN SAML B E 2 IEHBRIN BIZF £,
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o Z8ID 1B - EEZFNB IR TR
o ¥R ID - EFEZIFIAIT 1D,
i. £ BREYE (A%) &, ANEXAFPHMINER, XEEBRRNAERNBERLOHT
IR GRS,
i. i SAML FouE TR THTHIEX Y. R THENTRIEXHE SaasS NERER
AR5 23 EERE SSO.
o REILLE 4| BF URL TH) SSO BR URL, H7f SaaS NBIEFERSZ S HEZE SSO
B {E At URL,
o IRIEBILUM IER FIRFPTHIER, H1E SaaS NAEFRS 2 LEE SSO BEAZ
WEH,
8. mik &’RE, RERT Tl

/'|5“EE ;TEEE E’ EZFH*E}_‘_ /J\ IJ r_ﬁﬁ*EE Biﬁo EEEEF@*%F?E’ 1@35_[1*}(})&“,2\2%*%}_%—”31@2@
BEMRN ARER. Alt, BRENARER ERNERSREHENMEREIRE.

- YRIBN TSR
- HIER

« ERTAPXMNARFIIARNR, EERFECENRRE, EHRREE, EEEH
MNAEFITHEHEER 2. BXIFAER, BERLIERRIERE,

MIBRR BIEFFES B 2R IR SR B

foEN FATERFEY, EB4 (FQDN SR EERE) =AMEJEEFR, Secure Private Access # 1%
RERHITRERSE, MIFRNETEFER, Secure Private Access SARIEUTHINBIERBSE -

- BiERKS|IAMNEE - MR EERFRNAIEF * BXAIEERSZE (FQDN SN ARRFE) R EAHE
R FBFERE5 B, Secure Private Access & BRISE MER IR PR,

- RBHERB - IRBHAZXERSTUARFER, HREF—TARFFIBFERERE,
REFVE-NEDNAREFRSIBZRE, ZEREMFREEBBART.

« TEMEMIER - BB NN BREFBIBRN B2 & TIHEMMBIER. FRIFHINIERBERK
EANAREFER, SNAEMRIERER.
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_[-=r .

b= W

- SNAREFTIE (EREKS () X8) WRNARERER, BEXBMET. TEEE

REFo
- BTFHERBZERRE, RERRNARZEFT= R =8E B AR E N AR
iEl

ACE SaaS M ATERF

M4ENARSS (SaaS) B—MMHED KRR, EUET Web RS HIZERI M. FHRY SaasS
[ FH#2 % &1& Salesforce. Workday. Concur. GoToMeeting .

& AT LUK Secure Private Access ARSZ5 Citrix® StoreFront Cloud $6%. P B LGEIE Web X %528
8% Citrix Workspace™ N AREFLRIEREE, ZEIENECER SaaS NAER. ECERELINA
EFREAEMERRHAE—WAF K, A Secure Private Access iRE 3T SaaS MAEEF A
TRMT—MER. 2. BAXEY ENRRAEREEXLENAER.

Secure Private Access [RSZ A2 #5F SaaS N AEF

1. EREERMFEA Secure Private Access iR$ Ul EZE SaaS MAERF.
2. BEEAMRALRAFPRMEEE URL.

3. EEthvARER, AFREEMEN Saas NAREFER.

4. SaaS NFATER1S1E Secure Private Access IRSZIRHAY SAML BrS, ABNAEFB.
EE

- ERTAPXNNAREFNARNR, EERFECEIRRE, ThRRER, EEGA
MNAEFITHEHREER 2. BXIFAER, BERLIERRIERE,

- FCER) SaaS MAREFSEHMNAEFMEEFNEMFR—ERE, RHSE—IAR
K55,
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SaasS Apps

—( @

Citrix Secure Private Access

Bo@ SaaS M AATRFE
1. B Citrix Cloud #Fi£% 2B IH.
2. B NAER > NARE, SRR RIMMAER

FREZFRENFAER.

FRECE | T EFERBOFEST IS, AT NAEFFAER D FEENBIEF.
MTE 3 Fik,
ETRIRNERE | SHERER, EFE—TRIR, RARRH T, RIEFEEEHEFN
RiEFFAER.

- VAEFEENEREETR T ATREAIER, UECMIENREFBIEA.

o ERBEERRLONKEEMZ N SaasS NARREFHIRR.

' Choose a template

* Most Used Templates
® N\
salesforce servicenow
Service Now W
Office365 Microsoft Teams Salesforce Workday

View All Templates
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3. HNARFUBAERE ? h, EEREMNARFNMUE, UHELHNARNRERE. SRR
RME. T SaaS MARER, EFRELEMENE (Google EHERR) -

- RNATIMENES (Google EHESR) | ERTHEREAL T AMZERLEMNEBHIL BIE
Fo. 7AgE@id Citrix Cloud EiEMAF EBBEEINEN BIEF.

s BRNATIMKBAE : ERTHETHL T AMKEMELRER. LTFHAEEH B R fe@ET
NI IERE LRI BIE o

4. T HNAEFFAGR MBATRAUTEAER, ARREHT TS

Add an app X

To add an app, complete the steps below.

Where is the application located?
@ Outside my corporate network (Google Connector)

() Inside my corporate network

App name * Appicon

| Aha-2 | ™~ Change icon Use default iwon

App description
[C) Do not display application icon in Workspace app

[ Add application to favorites in Workspace app
Allow user to remaove from favorites

Do not allow user to remove from favorites

App category @

| Ex_: Category\SubCategory\SubCategory |

- NAERFAT - NAREFNRT.
- NAEFER - NAEFNEERES, AR ERAEIERRNAER,

- MRERFAER - NMAEFIFMFERRI WRER) , EABHNAREFVIERE Ul FE
TEZZER T, ERILAS T NRAERNIFES, WAILUERREIE Ul FIESEG. A
Web 5 SaaS NWAEFEELEFE, ZNAREFFERERE Ul RFEZET.

o HFFAFNTHEREREE, SERAUANENNBRE NI,

o ‘N ARRFEHE FELEATF HTTP/HTTPS MARRRE, H3t TCP/UDP N BIERFaHE,

o HRNFHRANAFATNARFILIR. H/20, Business And Productivity\Engineering
o tES, WFBRXAKNE, EERMIHARMITEX T EMRBIZER, NREE Ul B
LIS AR IR FERPEARNERNGIIARLE, NIZZERRHERFHIERT]H,
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flgn, NREENMARFIERFERPHEIRMIF Business and Productivity 355 A
77“Business And productivity”, MR T “Business And Productivity’35z2 5V, IS
Ul ;iR 2% H % 79 Business and productivity”B9#r 231,

- NREFER - 25 ERERN UERNAREFER. EIRXHR/IBIN 128x128 R,
INRIEFRELRENR, NEEREIAERT.

NRIEFEE RN BEFREN, BEFFTRARERNAERER

« URL - ZFEMEF ID B URL, URL A ZEBIZF ID (Citrix Cloud™ EF ID), E3k
BSRE P ID, 1E&RFA Citrix Cloud, 18R SSO KM EAIEFER SSO, AFMHE
EREIE URL,

. ZPERNZEFE ID - 8% ID BF7E SAML SSO T1IE AN ATERF URL FE
f8%: URL,

Flan, NREBEFRNM Salesforce N ATER, EHE%E salesforceformyorg , ID &
123754, NMINFEFER URL @ https://salesforceformyorg.my.salesforce.com/?
s0=123754. o

ERERNERS ID FREETREENARER.

- MBXE - BXESRBERMEN URL BNETS. HXEEBTIRS S URLIRZIANAERER
—EB D FHAENMER R E. BRI LURINZME X 5o

MBARMTEENEXE, HERXIFEEARENBREFEN URL M, MISHME
HEE, JRXLeia i, 152 #Web l SaaS WHAEFEENSRETLE,

« $A HAR - R L HAR XU B o AN AEFIARINE. EELXMAFEHIZEER
B BREFHE XIS BFE, Xi@idD FehRBIFEEE X HNEERE LN AER
AR, EXEZELR, HSRAMER HAR XMHEIME X,

o FRE—BUEE - SaaS WARRFSISSEEMSEN—BEE. P RIST—BER 81518,
HE NMARRFER O PIRE B iSRSNI EEEER, §Xx —BuEEMNFHAER,
BEERARE—BER,

« Click Fhz 2R 1N3) Workspace N FFERFPRIWEIFE LOFLLER 2707 Citrix
Workspace N &R PRIKEN BIERF
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o Click F5¥FFH P MBI ABR LA iR FRFERE TR M Citrix Workspace B 2 HHY
Wi BiEFEHRPRIBRIZN BIERF. EFIIXTS, Citrix Workspace N TR B
EENE LARER—EEEFE.

o Click RS F P Mt s FhillBR LABALEITi52 M Citrix Workspace N B2 H B Ui N
BRERIRPRPRIZNEER. HEFIEDSE, Citrix Workspace N BIEFHNEERH
EEARER—NEEBNEFER.

WNRIE M Secure Private Access ARSZ1ZEHI S MIBRITIC A BGEBIN BER, WEBRBIFRIM
HEERAIRGES R MIBR X LN ATERF. 1R M Secure Private Access IRSZEZEHIS MR, N
BERASBEshMNEE IR,

« Xt SaaS WAREFBIRBAEGRIREZER. RIES AR TECRRREMAN, MNARE
PRI T LR ELENFRSIFRERS. IRRXEMNWEHFTE, & XEIHR
REESENARERF XK, WNAEFASWAEL, ENRFFERS, MRS FERE
#e, ERERRKEMHNBSENARITRNARER, BERERLEENNFAER
P>l BXFARER, FSHBIALL SaaS WHRERF,

« MNRZBPUABREFEE T HFERN FQDN BuEART FQDN REL TR, XA S
B8,

XERFAA LOEERE— LR ESSERAR. BXIFMAER, 5EHWeb M SaaS [
AIEFRE R R{E L,

5. TR RAERFEEL D, EoUEXNAEREXIHNERER, NRXEHHIEL Citrix
Connector™ Appliance #+ZBE% IEREE H
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App Connectivity

URL *

‘ https://app.aha.io ‘

Routing Type * Primary Resource Location * @ Secondary Resource Location (optional) @
‘ Internal via Connector N ‘ ‘ AAARLOT N ‘ ‘ AAARLOZ2 N
@ 2 connectorsare available Refresh @ 1connector is available Refresh

A Add another for high availability Add

Related Domains

‘ *.aha2.io.com ‘ ( Add )

Related Domains | Routing Type | Primary Resource Location | Available Connectors | Actions
*.aha.io External ¢ W
Showing 1-1 of 1items Page 1 of1 5rows v

[C) Maintain consistent connection (2]
Use the same connector appliance for the entire length of the session while accessing the application.

o« BRERSER - R TET— !

o PAER - LT - 152 3@d Connector Appliance™ B&H, £&d7E Connector
Appliance LECERZEF Web i,

o B EERNEE - N BERERAURNER, EREMIIEET Connector Appliance JRES}
BB,

o SR - REBEZREEEM,

- JB3d Google Secure Gateway NP — REiBiZ Google Secure Gateway Jia BB
W, BXFMESR, BEBIRET Google Secure Gateway E&H.
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App Connectivity
URL *

https/fwww.espnericinfo.com/

Routing Type *

External via Google Secure Gateway

Internal via Connector
Internal - Bypass Proxy
External

External via Google Secure Gateway

- THRMUBMHEBFRIUE - EERAUTLIBIRERPARUENERBRUTAED, HBR
BRI iR L BB SR A,

o FWRE | ERHENARFNERFUE, HE, EERAIUT ERRMUE FIL
F BRI A ED,

- BT | "BRAUAENAAAREREE TENRERAE. SFEEIRE, 252
B RERAIE— I RAUE. XABEREEFeFRENAFEIAENARER. F
a0, #0%R Resourcelocationl Ae]A{E ResourceLocation2 Aif[a], MERIAERE
ResourcelLocation2 £/ T2 Rt

- HBhEIRAIE - RERMIEEIRRUEE, "HEBERUBEMF A, MNRERIRA
BREERSERHIEP LR EERRATEATH, ARG EERIIEE N
RRAUE, BMENAERFREES —THIETRD, HERRAE NI U EHREER,

TR YA TEXERETHARUENHENARMUE, OEFBITR LT

a. B IR X5 R R 5 PRV R AE EAT.
b. IREFHRMUEMMENHRMUE, SOEFBAAIA LT,
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Edit related domain

Domain

* wikipedia.org

Routing Type *

Internal via Connector N
Primary Resource Location * @
aaa.local RLZ Ay
@ connector is available Refresh
A Add another for high availability Add
Secondary Resource Location (optional) &
Ay ‘

‘ aaalocal

@ connector is available Refresh

A Add another for high availability Add

=g

o IREEMNERMUBENER BB LTI B R T Tk o
- MR AZFE, HEBmZESEMER. BXFAER, BERNRN AEF

BoaERBARE.

\

o RIF—BOER - &Pt 8 RER SRS EERSRREN—BUER, BX —BERNFARE
R, FBRARE—BERK,.

FRE—BEE R, NARFIBBEERENAT NAREFREREDIREN E
TR IRER
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BAEFRIEMAEATF Citrix Secure Access with Chrome Enterprise (CEP),

a. TRERERWAF, ERENNAREFEERANEERREREE, ARREERES AT
BRERERAA,

v Single Sign On

Select the sign on type for your SaaS app setup.

Don't use SSO N

SAML

Don't use SSO

« RfEMA SSO - HIEAREHE GIHRRSZ S XA #HITEAR IR, BEFER R
SSO"El, EFEAEH SSOEW/E, AR RHEEHR NAEFFAER 59 T
EM URL,

e SAML - 3% SAML MU SEIETF SAML B9 Web ZAFEF SSO. #@iA SAML SSO ZH!
BB IE(E o
EERBOTPRMAUTIEAER, AFBRERE
. LT - SRS NN AT BEREEEN ST S F3BLER S (SP) REENEEM,
jga_[b(ﬁi% %%\ DII‘J] W ﬁ% EE %o
« IS URL - 7S URL BN B HN AR M. SAML BrS & &E Itk URL,

o YRS - FURSSHATIHRARERAERIEMA K GRS RENMSESR
o PERTAAPEM— URL, BFRILIETEHIL URL BERE| BN AR

« TR - ZRENARERENERME, WEWHIN SAML TSN ERNNARRERN.
« &¥F ID B - EEFHBIMRIR T
o %&¥5 ID - EFEZ BB ID.

« EFERRE URL BRINARERF (SP RE) "UESSMIRMIZFLENRIZ, HNE
RS RMERF LRI,
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b. £ BEEYE (Fi%) =, FEXAFNEMER, XEERREEDINAERUHITIAR
FEHIRR

~ Single Sign On

Select the sign on type for your SaaS app setup.

SAML N

SAML

Don't use SSO
TS IO BENEIdigs Uig ANL Eeusa 1ul Ui upplication's SAML request.

Sign Assertion

‘ Assertion A @
Assertion URL "
l https://login.microsoftonline.com/login.srf @
Relay State
l https://login.microsoftonline.com/login.srf?wa=wsignin1%2E0&rver=6%2E15 @
Audience

urn:federation:MicrosoftOnline @

Name ID Format *

‘ Persistent N ‘
Name ID
‘ Active Directory GUID NS ‘

Advanced attributes (optional)
An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values
are consistent with the settings in the SaaS vendor.

c. BI BT SAML FTHEE TRV TRETBIEX . ER THBTEIEXHE Saas NATE
P55 488 LECE SSO,

o IZAILE | BR URL TH SSO &R URL, F7f SaaS WAREFIRS 2 LECE SSO BY

fERLE URL,
o IRIRTILUM IEB FIRPTHIEH, H7E SaaS NAEFRS S FEE SSO REAZIE
$,

7. B RE, ARREH 5T

B 5l fE, NAEFRFMIZ NAERTUH. BENARFRE, SN NBRER IR
BN ARRER. Aitt, BRENARERF ENERSEH BN MERIEE,

- REENRAER
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- B

3&iT Google Secure Gateway &
LT SaaS W AREFMEBEZEEISE N @ Google Secure Gateway NEPRA B, ZNBIEF
HYMER@1d Google Secure Gateway FEHE| BB, MARERENEFPinEKH,

o AU EN BREFICERENSBIRBAER, BN ZNBEREIARE,

o IEBILUREIGE AL R REEPNRBEAN, EERTZERETNER, HBEENAERE
IAEEHH,

o thEREEB(GERT SaaS AR, HBERTF 5 Google Chrome Enterprise Premium £
BHNEF., ERNEATAE Web AR,

« 7£ Citrix Secure Access B inH, IEMAIITHE HNEE HE. ESARRE, F RHEIER Eig
& 1®id Google Secure Gateway HEBIEH.

_[-=r .

AR

X F3@iZ Citrix Enterprise Browser™ 5a]# SaaS W ATEF, BEEE S RAEE Google
Secure Gateway NEB, MAZNEB. XNZE Ul ERER, Ao BRBETH, RERLH%
SERRA BB,

MR FHIERR Y B ah B RSB
FCEMN FATZFEY, HBHr (FODN HABREFE) 2AINEIEEEER, Secure Private Access # 1%
RERHTRERSE, WIFRNATEER, Secure Private Access SARIBUTHINBIERBEE -
o R5|ANZEFHEMER - MR E5EMBRNATEF X BXRERHEE (FQDN SN BEERE) KRBT
AE M FEFERFES B, Secure Private Access % B h{$E MER BB R FHIFR.

- HEXBRFRE - MIRBEFZERS TNARFER, BREF— T NARFASRREZESR
B. REEDE—NENARFSIRZEXE, ZRENREEBBERT.

o FEMBER - B2 SR BEN N BIZF MR —ER 0 # I TIHEAMER. FRIFMIABRERRIE
RINABEFER, SUAREHRIER.
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AR
L SNBERRE (EAEHE () X WRUAREN, ARAOMHET. TREE
GAiR1E,
- HTFHERHAZESFRE, MRNAERASFRNHEZERE BIrEMN BIEFNE
=18
SaaS MR RS SIS ERE

LFRA X ERRIRHITNBIEF ISR ERER R, Citrix BRISZRLLT Saas MATRE
F, FIEEREMEINNES N BRI,

« 15Five - SN EETE, AFEERT.

10000 ft - MEEETE, BTFMINEK,

« 4me - RSEERTE, BFRE. SN ZEBIHE

* Abacus - KB EBIRE WM.

* Absorb - Z3EETE,

» Accompa - BFHE~MNEKREETE,

* Adobe Captivate Prime - Z3EIEZR%, BTEARILE LREMECEIEFR,
+ Aha - FREBEZENEHEMYTIE, BTFUE-SNEERER,

* AlertOps - IMEEMHMNTE, BTFEREIT 4.

* Allocadia - EfHEIEETE, ATEEBASMNEHRMLIRE

« Anaplan - MY TE, @i &EESIE. ARNITRIREBALRHITRE,

+ &frankly - —fBFH#H oI TEHFRENBETE,

* Anodot - — Al £5, FATEAIEEEEIFRTIEIR. NREHFUNL S 554,
* App Follow - =@EETE, BFMELKRNAGKHREEF BIHE,
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* Bananatag - A FIRERFM L HER FHBM. ERERN G RE FHAHHEIR TR
* Base CRM - BT EEBFEi. BIENECHREEETE,
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* Beekeeper - BT HEZ M EERATREREEME— A NEENBEEHRINEZ EFOH
MTIE,

« BitaBIZ - BFiERAMBRESENBRBFAKRBRMIBHBEETE,

« BlazeMeter - MK EMH,

« Blisshook - BF 2R TFMAREEETE,

* BlueJeans - fISIR IR 5o

* Bold360 - AT & ERHISKIIRTE,

* Bonusly - BFREFMTMHNATREMNRMHEERETE,

« Box- AREENXHHEZETE, ATEE. HEMHEENRE,
« Branch - — MR E BB IS SIREIFNBohEHET A,

* Brandfolder - B FEF#EMAEZHFE~NHRFA~EERTE,

* Breezy HR - B4 BRIF AR RS,

* Buddy Punch - BFHZERTHERIMEEETR,

* Bugsnag - BFEENARFREMEHREERMIZHTEENEZETE,
* Buildkite - BT HREREMRM AT &XBIEAIRHET 8.

» Bullseye Locations - A FEIRE EEMEEHEHEIEEEMTLE,

+ CAFlowdock - BEIPA3Z R S i ERIIMEL B,

+ CakeHR - BFEZHMEHEENANAZREETLE,

+ Cardboard - A FREELFESHNE~ @M TR,

« Citrix Cedexis - AREWLHAREEETE, ARMAZESO. REBNARBD AMENZHN
=B

« CipherCloud - JIRA =N ARFHNEURHEHRIHEIERP. SREMPIFNSESMIIEN

Fao
* Celoxis - BFQIZmMBY. BaMt TIEMNERNIBEEERTE,
» CircleHD - B FEHARKAHEZIAALNT H VL. ZIFIMETE,
« Circonus - BFIRHMER. BR. (NRIRMVEBF IS ERIOBIESITNEZETE,
« Cisco Umbrella - iRt BEBXMRME—EFEZN L2 F a8,
* ClearSlide - IHEETE, RIFARHAZEATMEEMHLEITER B,
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* CloudAMQP - A FE#HIZMEMR Az EfEEHERBERAII TR,

* CloudCheckr - (XAEE. &2, KREMPTIE, AIFEBAFMRILE AWS 1 Azure B8E,
* CloudMonix - BF=MAMZF R ZER Bt T E,

* CloudPassage - FiFFEEME XL RIF SRR WEMFFEEETE,

« CloudRanger - AT &Mt AWS =&, RN 8 MRS RIEGHI TR,

« Clubhouse - M FARIMEEETE,

* Coggle - BFRIRZNELEMXE (WN0%H) HBLSE Web NAIER.
« Comm100 - AMEF RS EZWARHNEFRSREEREFEIE,

« Confluence - FEIHM MM EMIEZRIRWABIHMELE,

« ConceptShare - B FER, EibR, BELFHMTMRBHRN TE,

« Concur - A FHEREEIRA T MERMNZABET S,

« ConnectWise Control - BT RRFEZEZ AN SERETE,

* Contactzilla - BFARSHFERABRNRKRAEETLE,

+ ContractSafe - BFiRER. FHENEESRANGREETE,

* Contentful - BFEIE. EENMD KRNI ERAFEHNRENR MG,

« Convo - B FRERERNEREEM iELE,

« Copper-CRM ILE,

« Cronitor - FBF cron Bl HIISIET &,

« Crowdin - AFF R ARIRIETLE. HEAMLBRAEMNITE,

+ Dashlane - ZIEETE, FNEEHTFHTD.

* Declaree - BFESKITHERMNERAEETLR,

* Dell Boomi - I =M AMN AEF REIENER TR,

» Deskpro - #EBIATE, AT EHIEEERE. BEREMRSMEF KB,
* Deputy - SEINEETE, ATLHNRER TRINIE. £S5/,
« DigiCert - Wi SSL IERHIEREIEMBKELRTE,

« Dmarcian - BFEMESIETE, BFEHIRENE. BRREMME 5,

+ DocuSign - BFAREXE (R, ETFME#FT) NELXSRIE,
« DOME9 ARC - HFEEAH=MENZEMEMITE,
 Dropbox - BFZeXHHEEMEFEEN=EZETE,
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* Duo - RN ARFZE2hRNTETE,

« Dynatrace - Ef7T LI EMRS

 Easy Projects - MEEIETE,

« EdApp - BT ILEXEINFEIEETE,

- EduBrite - AFIE. XMOMREEIIFEFNZEIEETE,
* Ekarda - BF3RRFigitTE,

« Envoy - BT EEBAGNAENLAEEETLE,

 Evernote - BT E£ic. BB, E55KRMNITIENBER.
 Expensify - BFHERAREEE. WERENESERNEZRAEETE,

 ezeep - FTENEMBEWEIRETE, aIMNEMIEE. ERUEFTENE=PRMERIFTENNL
« EZOfficelnventory - B FERERFIBR~=MIgENEFEETLE,

* EZRentOut - BT RERIKEREMITAMRIEEERETE,

* Fastly - W& =¥a, BTFRAEEHLAFNNBREFRUBRSHBREZS,

* Favro - B FALRRENALIFM N ELE,

 Federated Directory - BRABIBXRABRIE, BFERARELTNBILERR.

* Feedly - FTARETE, BTFNFREFREIFHEIR,

« FileCloud - WALRRHBABLLNNHERENHZFLEMNREERE R,
* Fivetran - ZEBI DTS EEE & IR BB CER TR,

* Flatter Files - BFEANXENBFREXMHE, REHEZEEENHGRKIFEAS,
* Float - BF B AEMERRANFBENZFMITE,

* Flock - thH{ELE,

* Formstack - £k &R PR BIERET S,

« FOSSA - RiET CI/CD B ap{LFRIFrIEIENRAEETIE,

s Freshdesk - &P TE, HBEIAEEFFEK.

* Freshservice - IT FBEIaTE, AFEIL ITEE,

* FrontApp - tMETE, BFE— A EEMRE M.

* Frontify - =5, BHEHME(CAERE. EHEMARISE,

* Fulcrum - BapEIEREF S, ALEEWEBTIR2HIERIE,
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« Fusebill - IR ERFEIF TR

* G-Suite - —EERNAERF, BT EEATRNIAR.

* GetGuru - FIIREIRR K,

* GitBook - AT SIZM 4 ISR T &,

o GitHub - —METWENEERS, BTER Git W HAEEIEENTFEEHTTARAES,
« GitLab - — N 5EEHR DevOps F&, UBENHAREREIREHRT,

* GlassFrog - FAF Holacracy SEEEBY3R 4,

* GoodData - —MRAR Bl MNHrEa, REHRE. RS FEANDTThEE

+ GotoMeeting - EB & /FMMEINIIEENTE LI .

« HackerRank - 773H B EM BRI T S M RIEDR Ko

* HappyFox - &P ERHHNETFMENTEZIFRA.

* Helpjuice - B F IR IR ENFIRERB RS =,

« Help Scout - EAEF RS ZUWAGHNEFRSREFMFMIRET S,
* Hello sign - BF&% A HE, AIRERTRETEEANLE _ E#HITE S

* HelpDocs - RIIRERM, mIERFBFEMIEHIES.

+ Honeybadger - N A2 R EZET E,

« Harness - FBF7E AWS. GCP. Azure F#E# L3t Java. .NET M ABIREFH TS SMER
TE,

+ HelpDocs - BT RIENEFIRENTE, nl7EE 8RR RHIES.
 Helpmonks - — A FHMERI I EX B FHMEFF 5.

* Hoshinplan - BFE—"E# L AT LE S TR HERERRSH T E,
 Hosted Graphite - B FIEIZEENMLL. MARER. RSFNBRFEENTE,
« Humanity - BFEEBEIDR. BE. TEEMESNTEL S THRME,

* Igloo - FRRIELBLA 1T PRERRVER T TIRIZATA RN ARIR 75 ZeIR 7S

* iLobby - BEFmHITEBICEEMR RS R,

* lllumio - AFRALEHEROMBIFERRET NRZ 2R 5,

* Image Relay - B FRZ et ANME SR FHRRF A EEMmEEER G

« Informatica - FiF SaaS MAREFERNTE, UKAFHEANIMBEEEXERRSHTE,.

« Intelligent contract - &R EIRNH,
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https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/sproutvideo.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/stackify.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/statuscast.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/status-dashboard.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/status-hero.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/statushub.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/statuspage.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/sugar-crm.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/sumologic-single-sign-on-configuration.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/supermood.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/syncplicity.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/talent-lms.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/tallie.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/targetprocess.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/teamphoria.pdf
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« TeamViewer - BFIZfEIZS]. SEHE. ELSIN. WESIWNWUAKTBENZ BXHERNES
RGN ARER,

« Tenable.io - IRHEIELORZ. FEHM AR IT MERRBNEREEEENTE,

« Testable - BFEIEITAKLEMBPENTE,

» TestingBot - FRHE M 2R A LUGHITEN M B LMK T E,

* TestFairy - BRpMIA TS, NRBRMBHIENWARE. BEMETHRS.

« TextExpander - BETLE, FJEERBARMNBEFEHEHNEMARTEEEPIBAXER .

» TextMagic - BFEEFPERIERRS,

* ThousandEyes - F§ FYSEMEEMIIG . BFENRER I REMRS B4R TE,

* Thycotic Secret server - B FEEREBHNKAEERGTE,

o TimeLive — {2 {HES{E] R ERERESBIN T E,

« Tinfoil Security - BFHERBENRZ SRS RN,

* Trisotech - AW EF R, EEMOTEHFEWHTE,

* Trumba - BFARELRENENAHNIE,

 TwentyThree - fISREHETE, BTFRAIMERHRNNEE HH#L,

* Twilio - =T RATEEHNAXAGFE.

« Ubersmith - WSEBRMYE, ATFETFERENITE. RN, ITREE. EMSEEENENE
EERRF R,

* UniFi- BEIES. MEMEMISRISINTIEEREEM I EIR .

« UPTRENDS - Wb ZERRRTTZ, AT IRERMIAIE R ST EIMMERE,

* UserEcho - #tXiGIzTH, A& EREF Rik.

* UserVoice - FmRIGEEINM, B EEBME BRI mR %R,

* VALIMAIL - BB FERFFERIRIERR T, ATIIES AR FERFHELEMSaRE,

« Veracode - RSO #rasfUDAER, AIRIPGR WV RZMERIAN BIERFEMK .

* Velpic - 2IBEERY (LMS), SEBEIEHPAEIIL

* VictorOps - EHEERH, 12t DevOps AIMIERM. HEFSSETER,

* VIDIZMO - {e AV BB BRI o

« Visual Paradigm - A FREIAMERN AT L R B RELTF S,

 Vtiger- CRM TE, fF$HE. ZIFMNEHFIPAGERFHITHLEFM .

« WaveMaker — FAFHIEFETT B E XN AR
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https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/testable.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/testing-bot.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/testfairy.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/textexpander.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/textmagic.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/thousandeyes.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/thycotic-secret-server.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/time-live.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/tinfoil-security.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/trisotech.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/trumba.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/twentythree.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/twilio.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/ubersmith.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/unifi.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/uptrends.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/userecho.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/uservoice.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/valimail.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/veracode.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/velpic.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/victorops.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/vidizmo.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/visual-paradigm.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/vtiger.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/wavemaker.pdf
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« Weekdone - AR EIZFIBNRRFMENERRS TR,

« Wepow - @I B ahfIME IR RS FERBBAR. KERENEXHNIE,
« When | Work - F3F B THEM BT E]BRERAV T &,

« WhosOnLocation — FAFERERA R fEis R M XE 2 BRI T E,

« Workable - 15 \ERERFZRSto

« Workday - BFUSEE. ANHEFEMMIHTE,

« Workpath - AFEBALNBFNSERNITE,

« Workplace - Facebook BIMETE, mI#5BH 5 Tidid ZER R mE#HIT/88,

« Workstars - B F#RMFAERZTREITINFES.

* Workteam - F3FERER 53 TEY{E]FIHENRI T B,

* Wrike - #1321 B EEMMEE o

* XaitPorter - FA TR, HREME ML S STERI AL thE eI F R

« Ximble - AT & THIUIMATEERERAI T 2o

 XMatters - thEFE, LSEIRNMG, ATSHMTESR, MMEIETERZNERDE,

« Yodeck - BEMEHB oG HITZEERBNIE,

o Zendesk - BFIEREF RSMICRZIF T 2N,

« Ziflow - HEEIEHEHN T E,

« Zillable — BE@EINEENINET S,

« Zing tree - AT AR E R REMMHEHRIZFNITED,

* ZIVVER - A E NRERN B FHMEEF 2 et T M B TR X4 T E,
« Zoho - I ZNRAREFEH.

- Zoom - BFIEE. MEMENIMEINThEER @S M ER o

o Zuora - —MEFITRNIRG, AIEEIREESN. BEHERENITRS,

i B N PR A2 P BC (B

B XN AREFNTEEDHEE, 1525 Admin-guided workflow for easy onboarding and set ups

TARERIEI web NRTER

BREARME N FIFER SharePoint. JIRA. Confluence Z\ Web N BEEMER U ERE
MNERENEERAR, REXBRPABREENEEEDFNEL I Web NBEFAIANR, tLINEERETIF
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https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/workable.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/workpath.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/workplace-single-sign-on-configuration.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/workstars.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/workteam.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/wrike.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/xaitporter.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/ximble.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/xmatters.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/yodeck.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/zendesk.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/ziflow.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/zillable.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/zingtree.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/zivver.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/zoho-one.pdf
https://docs.citrix.com/content/dam/citrix/cn/zh/citrix-secure-private-access/downloads/zuora.pdf
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RELARFPEIRLEFHAE. DMELEIRKESEBEFRIEEFKIAIR Web AR, NMMATFE
HEIFNTEDARTT S

TERE
o REERENEI Web N BIEFERINFHEY DNS i2RZ{&2KINE DNS iR,
o ITEERANCEENTI Web NETEF FQDN FRNFEIAEH DNS ieRHEXIMER NS

2R, LUSBFEEME Citrix Secure Private Access™ RS

- URZAFPEMMNBEEENE I Web NAIEFRIGRIE, NBERRENHES IS E Citrix
Secure Private Access RS, ZARSZSMEEMAIEMN N AZFEIEIR.

« 1FKE3X Citrix Secure Private Access R E, ERERFP BHRIEMNNBIEFEN, 2L
ThR R E,

« IIERIN/G, Citrix Secure Private Access RS S5 SFEBEZFPIME (Khsi=®) H Citrix
Cloud Connector™ & &i8E, UBEXNBEEELR I Web N BIZFHIIAIEL

Bdi& Citrix Secure Private Access LASSHI AV web N BRI TLAR RS
A

FoREF .

EHwBzE, BEENERENNBERESU TR,

« 2R FQDN
o SSLiEH - AT ENRERNATIES
o FIB{IE — RZE Citrix Cloud™ Connector i&&

« AN DNS i8R, WEFEH Citrix® £ AfEFEERREREAVFISE % (CNAME) BHE,
AcEN web BRI ERERAIR -

1. &R Citrix Cloud #i%#F 2MFAAE,

B NEERF > NARFRE, AERE RNEEERF.
EIEFRIRE D, BEBkT. RIRGER T SaaS MARER.
. FHARFUEEHE ? B, ERERNLATMERE.

N

w

IN

o EEREBRNATIMERE, SHTRETALHLZTHMEEMIGHER. BHAEREBGE S ER
LS EE A 0N B

o EERERNLTMENT (Google E#ERR) ' SHATIEEEHETANEBEMIZIEN TR
NAIEF. 7=@1T Google Cloud Connector B M AP BB EIANERN BIEF.
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5. ENAEFFAMERSSHPRANTIFARGE, AERET—D,

Add an app X

To add an app, complete the steps below.

Where is the application located? *
() Outside my corporate network {Google Connector)

@ Inside my corporate network

App type * App icon

‘ HTTR/HTTPS N ‘ /™~  Change icon Use default icon
(128 KB max, PNG)

App name

[ [T Do not display application icon in Workspace app
helps-docs-portal

[C) Add application to favorites in Workspace app

App description
) PP P Allow user to remove from favorites

Do not allow user to remove from favorites

App category @

‘ Ex.: Category\SubCategory\SubCategory ‘

o WEAERER - ERNBEFER (HTTP L HTTPS) o

3+F Chrome Enterprise Premium (CEP), 1X3z#F HTTPS &Il Web #1 SaaS N 2
Fo A% HTTP Ik Web #1 SaaS MATERF.

- NRERRF - NAEFHNAT.
- MR - NAREFIEERED, i ERAEmERRAR.

- NAEFER - S EERERUERNAREFER. ERXHR/NGTN 128x128 B3R,
RIEFENEINFR, WEERAIABRT.

MREABE RN ARFEN, FERE FAaAF RN BERER.
6. 1%EF TR UEHRFEBERENE i SEhRNAER. BAUTFARER.

TAEGIE ETER TR Web NATER.
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® Asgentless Access
Enable direct browser-based access to internal web applications.

App Connectivity

URL* SSL certificate * @

‘ https://www.help-docs.com ‘ ‘ Select AV ‘ (¥) Add new SSL certificate @

Routing Type * Primary Resource Location * @ Secondary Resource Location (optional) @

‘ Internal via Connector N ‘ ‘ My Resource Location N ‘ ‘ None N

@ 1connector is available Refresh

A Add another for high availability Add

Related Domains

www.example.org or *.example.org

Related Domains | Routing Type | Primary Resource Location | Available Connectors/Gateways | Actions
docs.citrix.com Internal via Connector My Resource Location 14 & W
Showing 1-1 of 1items Page 1 of1 5rows v

CMName (Canonical name) record @

directaccess.bxee.netscalergatewaydev.n @ Copy

+ URL — Gi%NFATEFH URL, URL AR HTTPS 8=, FEEERMNIAINENAY
DNS £&H,

o SSLEH — N THIEEARIEFINEA SSLIUEP, sd@d 8t FRINF SSL IEH ZFr SSL i
$,

o IXZFFRHBREMERN CAIEFR,
o WA LR FERERVIEPHE,

o EIERMIHIERERE _E{£F] Secure Private Access #4I&, & Secure Private
Access BIEEBHCCHIEPEHE. B XIFHER, 18507 £ Secure Private Access

RS SR,

IDE] NetScaler® #Z£EHIERIIEBAEEBA T Secure Private Access, RNIEPTE

XANRGZ BARES
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- MR - 18 F HARIEIH URL BIEHETS, 18% EEETFIRST URL IR8IH IR
B — BB HARRC BRI, SERILURINS M % i, /EAIUT SSLIE-B4ERIE/ME %
5, XE RN,

MRAMT EEREXE, HEEXBBENRENAZEFR URL AN, NSHRE
THR. NBRXLER)E, 15505 Web #] SaaS WAEFAEMNREL K,

+ $A HAR - ZAI L 1% HAR XU Boh AN BRERIARNE, EEAMEHFERER
MBI AIEFHE X IHECE R, XETRDFoiRFMERER X ENEERE LN BER
BAM. BXFMAER, B8R A HAR X4 &IAE X 13,

« CName i@ — H Secure Private Access Boh4ER. IH{EXTImAZT] DNS 1, FEEERAX
N AR ERIEIFIE,

7. ERREREESR SR, EoUEXNAEREXIHNERER, NRXEHHIEL Citrix
Connector™ Appliance #+ZB% IEREE H
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® Asgentless Access
Enable direct browser-based access to internal web applications.

App Connectivity

URL* SSL certificate * @

‘ https://www.help-docs.com ‘ ‘ Select AV ‘ (¥) Add new SSL certificate @

Routing Type * Primary Resource Location * @ Secondary Resource Location (optional) @

‘ Internal via Connector N ‘ ‘ My Resource Location N ‘ ‘ None N

@ 1connector is available Refresh
A Add another for high availability Add

Related Domains

www.example.org or *.example.org

Related Domains | Routing Type | Primary Resource Location | Available Connectors/Gateways | Actions
docs.citrix.com Internal via Connector My Resource Location 14 & W
Showing 1-1 of 1 items Page 1 of1 5rows v

CMName (Canonical name) record @

directaccess.bxee.netscalergatewaydev.n @ Copy

« BRERSERY - R TET— !

o B - SR - 1957 & 383 Connector Appliance™ E&H, %537 Connector
Appliance FEZERZEF Web I,

o B EREBRANEE - NERERAURNER, EREHLIET Connector Appliance A
B,

o S8 - REEE AR AN,

- TENWBIHFAUE - EIE5 LB EBEMBNF R BN EAE— eI AETRE RN A
EFEEEFRETHRE B EE S AL,

o FEFRE | AFREVARFNEERRUE, HE, EEGIUTEERRE
FRIERRE— AT Ak,

o B—1EH | B NARAENABERERER TENZRMAE, EFE—NTHAE, R
ReBRERENE— T BUB, XA RRREE E’JF"FH&FWEID? EEFohT
Mo 540, 23R Resourcelocationl AE]F{E ResourceLocation2 AJiA[A], MIRRIAIERE
ResourceLocation2 E/9 N 2R8I FiiH.
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o FEBVHIRAIE - (NUPRMIEE 7 TERRUEN, MEARUBELTY TH, MREER
IRAIER Connector Appliance SREIEH OHEFREREAIA, NARFNKERS
AiEENMBRRUE, MENARFRERES —TBIEFLO, BEBRFUEBLIIIUT
LR,

TR AB T RX EHIRETEMNHBRRUE, HEFE—PRIAED,

a. PH A X R BT FRIRIEET.
b. IREF BB R IR BN EFBE— AT RIET

Edit related domain

Domain

* wikipedia.org

Routing Type *

Internal via Connector N

Primary Resource Location* @

aaa.local RLZ 7

@ 1 connector is available Refresh

A Add another for high availability Add

Secondary Resource Location (optional) @

‘ aaa.local AV ‘

@ 1connector is available Refresh

A Add another for high availability Add

R_-=x

AR

o REHRNARLGENEEA First Available”ZINIHRER T T 53 fft B o

- MR AEFE, HIRBZRESEHMER. X 1FAES, B2HERy AIEF
BnBEEAEE.
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8. ' NAEFERE IO, NRLATEFIIEXIHM B Citrix Connector™ Appliance S &85k
NEREEEH, MBI RHEE XEH.

~ App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains
Type Resource Location
Internal - Bypass Proxy AV ‘ aaa2 AV e

Connector status
Detect | Install Connector Appliance
Only 1 Connector is up.

Domains
Type Resource Location
External-via Connector N ‘ aaal A e

Connector status
Detect | Install Connector Appliance
Only 1 Connector is up.

9. ﬁﬁ-ﬁi&?&-iﬁqﬂﬁtﬁﬁﬁﬂﬁ?}f‘ﬁﬁ%ﬂ Connector Appliance —BuE#%. B * —BuEEN
HHEER, EBRFRE—BEE.

CERR RIS —BUER RINRY, [V ATERF VIR BRI N AR FER SO PIREN BT
ERBNER,

10. E‘ Eiﬁ/ﬁo

B S B FETAER T Citrix Secure Access with Chrome Enterprise (CEP)o

a. E“E}.‘—iﬁi”%ﬁﬁqﬂ, ERERTVARFNEEREREREE, ARBHREF . RHUT
BRERER,
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v Single Sign On

Your Workspace authentication is currently set to use

Which single sign on type would you like to use for your Web app setup? Help me choose

Kerberos N

Basic SSO
Kerberos @
Form-Based
its on my Gateway Connectors @

SAML

Don't use SSO

« BEX - NRENEIHREZEEEL D basic-401 Rifl, iH%RBEA SS0”. ELENE
&SSO AR ME AL EIFME R,

Kerberos — i1 R 1M /5ixAR S 2 AE & H negotiate-401 f&ifl, 1&51%F “Kerberos™s &
TEH“Kerberos’SSO FRURMEMEC B IEHEBo

ETFRE 1R TENEHRSBEEETR HTML RELUHTEHEIE, HERETFRE
o WARTRE SSO HXAMNEBIFMAEE,

SAML - %% SAML UBETET SAML 89 Web W HBFER SSO. #HiA SAML SSO #!
M EIFHE o

R SSO — YIEAEEE/GIRIRS S LIIERFR B%E, BEFERRFER SSO £,
EEARFER SSO EE, AFPMEEEREINARRFIFHE RIS TEERN URL,

ETRENIFAER

FRERERBDBANTETRENEERAER, ARRERTF.
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Which single sign on type would you like to use for your Web app setup? @

Form-Based AV

Action URL™ (@

| /default.aspx?ReturnURL=/_layouts/Authentication/ |

Logon URL™ (@

‘ /_forms/default.aspx ’

Username Format * (?)

‘ User Name NS ’

Username Form Field " ()

ct100SPlaceHolderMainS$SigninControlSUserName ’

Password Form Field* @

ct100SPlaceHolderMain$SigninControl$Password

- #1F URL - BABTEMMIREFHEREIA URL,
« ERRP URL - BAEBTERRER URL,

- AF&RI - ZEFEAFP AR

- AFAREFE - RABFPLEML,

- BERETER - BARBEREM.

SAML :

ARERERMBARWAUTIEAGER, ARRHERE. =
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Which single sign on type would you like to use for your Web app setup? @

SAML A4

SAML information
This form generates the XML needed for the application's SAML request.

Sign Assertion™ (?

‘ Assertion A4

Assertion URL* (@

{ https://sharepoint.onelogin/saml_assertion

Relay State ®»

‘ &RelayState = /apex/SSO_Redirect?parami=valuel ’

Audience @

Name ID Format ™ (®

| Email Address A4 ’
Name ID* ®
‘ User Name N ’

Launch the app using the specified URL (SP initiated) ()

- BHETE - WETS SRNEITE B A BRI ST S 2 B4 5 (SP) BTERRITE
o IERILUEEMTS. M. WE. =0 X

- S URL — 7S URL HN BREFHNER . SAML B &Rtk URL,

o YRS - PURSSHATIHRARERAERREMA K SRS REHENMNSESR
Ro PUMRTNAPEM— URL, BARILIETEIE URL BRE| BN ATER.

« BR - ZRENAEFENERME. EBIN SAML B E 20 ERRIN BIZRF £,
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o Z8ID 1B - EEZFNB IR TR
o ¥R ID - EFEZIFIAIT 1D,
. EEEEY (F1i%) ~F, ANBEXBAFRFNEMER, XEERRNLAXRTINEERU
TIAREZESRE,
i. BESAML TTEUIE TAVEERE FEHTBUEX . FRTHHNTHIBEXHTE SaasS NAREF
AR5 23 EERE SSO.
o 1ERILLE HIBR URLTHY SSO &F URL, F1f SaaS WARFIRS 2 LAIE SSO
B {E At URL,
o IEEBIUMMIERYIRFTFHIER, F1E SaaS NAREFRSEE LEE SSO REAZ
WEH,

11. BEFRT, ARRERN. NARFSMIZ NAERF TIH,. BENAREFE, SN NA
B TUEmERBRN AR, Alt, BRENARERF LNERSRHFF BN MERRE,

- RIBN ATERF
- HIER

- ATERETEEENNAREFAR, RANER TRAREFRELAR. XEHRRES
NRRERF XN, FEBNNBREFENE. B XeIZINFRBIIFEER, BEHLE
IR,

- NRZ MV AREFECE T 8RB FODN SGBECAT FQDN BVEME(R, XeJgexSHECEH
28, MPBpLEECEAZE, BEEEWeb Al SaaS WAEFARENRELE,

MERE FHERF Y B BhE IR RSB

FeENFEERREY, HBtr (FQDN NERERE) SARMEIRAZKRF, Secure Private Access £

ZRHFTHREARSE. BIFRNBIZFE, Secure Private Access S1RIBTHINBIRRBEE

- MBRKSIANEE - IR EERIBREBIEF X BEVEAHZE (FQDN s AREFE) R#ERE
bz FAF2E51 B, Secure Private Access & Bahf$E MERBERF MR,

- RBHERB - IRBHAZXERSITUARFER, HREF—TEABFAIRREZSR
QEFVE—NESNAREFSIBERE, ZEREMSREETBART.
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« TEMEMIER - BB NENNAREFBRB B S TIHEMMER. FRIFHIARERERK
EANBREFER, SNAEMIERER.

p=3

- NERERTIE (ERERS () X8) WRZAERE, BERBENET. THREER

121,
- BTHERBZETURE, BFRYARFAIPEHNEZHERBIRNEMN AR
ao

EREAEGRNAERFRERSRS

Citrix Secure Private Access S XLRIBIF RN ARERERIRENRERSE, AUBRIEEIMI&EET
TRIBFRBENBER. BEAAMUEERERESRESHMEREIEARAESRIEEEIRENN
1A,

reMitEBRENER NS R
BNAGHIRERAETAEINRE, BERUTRTUTSER

1. FIRERSRSEEZFEF, SRISERERBUNEIRSINSHERMY, AUNREIESR. B
wE. g, ARERSRMEARBEREE. BXIFAGR, BEARERERS.
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Create device policy

With device posture, you can define a set of conditions that control which devices have access to various services and data sources.

Platform

Select the operating system for this device posture scan. (0

Windows

Policy rules
Select a condition and apply access rules for your services and data. (T

' Device Certificate

Issued by Ry ARACAI4.pem . AV I (-—- Import Issuer Certificate )

+ Add another rule

Policy result
If policy conditions and rules are met, the device scan will classify the user device as one of the following: (@

@® Compliant
The device will be considered compliant and full access will be granted.

O MNon-compliant
The device will be considered “non-compliant” and restricted access will be granted.

(O Denied access
The device will be denied access to all resources.

2. 1 Secure Private Access BIBEHIE S, HITLUTIRE !

- QEENHERETAENRNNARER. BXFEER, 525 ERipRE Web NATZ
o
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Add an app

App type '

HTTR/HTTPS o

App name "

translator

App description

App category (9

Ex.: Category\SubCategory\SubCategory

B Direct Access

Enable direct browser-based access to internal web applications.

URL®

https://'www.translator.com

S5L certificate ” &

App icon

Change icon se dafaull icon

[} Do not display application icon in Workspace app

() Add application to favorites in Workspace app

AAACALY.pem

Allow user to remaove from favorites
Do not allow user to remove from favorites

() Add new S5L certificate (&)

. {EAI %éu & Secure Private Access, £ FMSEE #, 3%

Egm, N 5HU)\1‘T\_\L COmplianto ]tt*T\_‘LEEl %&lu\ Ei;_é_o

T ERB BRI ANBANE, FAEFEAE (Compliant), &N, KEESHK
%] ERIZRZESAE Citrix Secure Private

Access,

B TTERIURET. BXIFEER, B8

FIREESHE > TRUT
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Create new rule

Step 2: Conditions

o Rule details

Rule Scope

(2 Conditions
Select the rule scope from the following options.

()

3) Actions @ User
Applicable to both HTTR/HTTPS and TCP/UDP apps

() Machine

@ Summary Applicable to only TCR/UDP apps
User*
‘ Matches any of ‘ aaa.local N ‘ akl @ ak3 @ ak5 @ N\ ‘
AND
‘ Device posture check>,” ‘ ‘ Matches all of S | Compliant €@

vle

{(+) Add condition

FTARIEERS, RIBEEESHBER, REFBFITICHEN. FEMTHELER, HENMER

E‘Zﬁﬁ*ﬁf?lﬁlﬂo

aryl I

RIEELIBIREESHRE, UNBERIRRE FREFERFIEPHBERERRS

SEREHABHREEDE, YRLAFREFEBEERN, HAEUTIRE
1. RBEESHESKERIRETREFEIREIER,

o IRIGHEEEFERFBIUED, WIZIKEFBEITIEH 8

o NRGHF EAREERSFIIES, MZIGEFHFIEHN FEHL
2. WEBREEENITE(EIEL Citrix Secure Private Access RS
3. I5R)EREARIEI & 0 FFHITIFE,

o NRIGEEM, WA BERHITEREAME,

o NRIGEREN, NWERXLNRAEFNERIEIRE,
RZABPEIR
RABFARETREET SN,

. g

o IRBIREE
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FAF BRI IS EAN ATER URL WIS ch R IEIA R AR
- FEIGE
o NARFRENABEERIIH,
o AR TEAEANATER URL NI EREEIN AERF.
o RAZMAR ER—T R4 LETIE,

%1 TCP/UDP N FHTER

Secure Private Access ARZF R eI BT ERBY TRV _E5S1THY Citrix Secure Access EFim, {8
AN 2R AN T P in BIEF AR AIFERA TCP/UDP AR, B XiF4ER, 78
L TERS

o JOREMH

A TCP/UDP [N T2 ECE Secure Private Access

EIERAAE — BT Citrix Secure Access B IR HTTP/HTTPS TR A7)

¥t TCP/UDP #1 HTTP(S) N I F M B&ER 18]
BEEN FAEFE 1P itk dze

Fo R

« Citrix Secure Access B i - B X IFH{ER, 1HEI7 Citrix Secure Access & o

« Connector Appliance — Citrix ZINEZNFRAIBEU S TAMIEERZEM Connector
Appliance, EER I UREEARM, HIEFOEBNEEREFHPHLEEF. B X Connector
Appliance REZENELZER, F81H EH T =AREH Connector Appliance, E#AZ01 TCP/
UDP ¥ F#2F A Connector Appliance, Connector Appliance 412785 AT DNS iy
DNS ARZ58RECE,

79 TCP/UDP N FAT2FFBCE Secure Private Access

1. & Citrix Cloud 1% 22 H\iAinl.

2. B NBRERF > MAERE, ARERT ARMAEA.

3. £ Choose a template Zf53H, B Skip. BEMR{GEATF SaaS NAER.
NEBREREBEIMMZESH, KITAIUAZPERRIE—NARER - ST EMrEREEHRTH

REMRS2E. HIa0, — P NAREFEIUE—1 SSH. —1 RDP. — M EUEEFERSS 25— Web
k5588, ERBAZTERIE—TNARR, E— T NARFAIUEITZ BT
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4. ENABFEAERESOYT, EFERNLTMEDR, BANTFAEE, AREET—

”
o

Add an app

To add an app, complete the steps below.

Where is the application located? *
() Outside my corporate network (Google Connector)

@ Inside my corporate network

App type * Appicon

‘ TCP/UDP N ‘ E Change icon Use default icon
: ) (128 KB max, PNG)

App name *

Citrix Secure Access Client for Windows

‘ server-2 ‘

Citrix Secure Access Client for mac0S

App description

Destinations and connectivity

Destination* @ Port* @ Protocol *
) = o .

v 443 ‘ ‘ TCP AVd ‘
0222 ] | | | ©
Routing Type * Primary Resource Location * @ Secondary Resource Location (optional) @
‘ Internal via Connector N ‘ ‘ My Resource Location N ‘ ‘ None N ‘

@ 1 connector is available Refresh

A Add another for high availability Add

@ Add another destination

- AERFAR — £F TCP/UDP,
- NARREFET - NAEFEINETR.
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- NAEFER - ERNAREFER. hFEREREN.
- NARERFHER - EIETRINNN AR, b= ERENER,
- BiR - I FARFUERNGHITEN 1P #thiksk FQDN. BILURII T AREE — 1 EHZ T E

Fo

IP i3t v4

o

o

o

o

* domain.com

IP #hESERE — 7=~ : 10.68.90.10-10.68.90.99
CIDR — /=:#jll : 10.106.90.0/24
&N FQDN FiH % — 2/ S@AC R, =~ : ex.destination.domain.com,

EMEEIRAMER IP MIAE T B, RZBF A LUER FQDN kiRl N A2
Fo XZHE A Citrix Secure Access™ & P imna] LUF FQDN fEF A ESSHY IP ik,
TRIBMH T ZF BRI REIU RN EE B XL Birih RN BEF

BiriA

10.10.10.1-10.10.10.100

10.10.10.0/24

10.10.10.101

*,info.citrix.com

info.citrix.com

SnfeliA el R AR e

RARF Heb@Ed IEENRY IP itk
[ Ao

BB QA& IP CIDR HEER IP
ki) N AR o

RARFAF RAEEE 10.10.10.101 iRl
BiER,

RARBPLNIAE info.citrix.com HY
FiAK info.citrix.com (X

1) o #Ia0, info.citrix.com,
subl.info.citrix.com,
levell.subl.info.citrix.com ¥
B BREfH4mABEERTR, H

BRAF—*

=ARFAP REEIAE info.citrix.com
, REEIGR)ERIFiE, a0,
subl.info.citrix.com AAJH[A),
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- w0 - NAEFRETHRO. EERETNUAETBEREES MsOsimATEE.

TREH T FTABREERE O R,

twOARA ]

réé

* RINBERT, WmOFKREEN " (EE
®0) . Bfr%iE 13 65535 WigO=,

1300-2400 Brsz#F 1300 E] 2400 WiRES,

38389 B #FimOS 38389,

22,345,5678 BfrziFim0 22, 345, 5678,
1300-2400, 42000-43000,22,443 B#rz#F 1300 2] 2400. 42000 FJ 43000

Ym0 S EE MU Kim O 22 M 443,

BECFIRO () FReS RO S SCEEHF.

o Y — TCP/UDP

5. H'NBEFEEIoT, EUEXNBEFREE, UREHSHIUED Citrix Connector™
Appliance 9\EBE& HIE BB H.
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Destinations and connectivity

Destination * @ Port* @ Protocol *
- | a43 ‘ ‘ TCP v ‘
‘_ 10.1.11 'l | | S
Routing Type * Primary Resource Location * @ Secondary Resource Location (optional) @
‘ Internal via Connector N ‘ ‘ AAARLOI AV ‘ ‘ AAARLOZ2 AV ‘
@ 2 connectors are available Refresh @ 1 connector is available Refresh

A Add another for high availability Add

@ Add another destination

Maintain consistent connection @
Use the same connector appliance (Connector ID) or end user device IP (Client IP) for the entire length of the session while
accessing the application.

‘ Client IP AV

o BRAREEY - EEL TR — !

o B EZIRAL - AREFETUENNN, ERENIETEEFIRERENLME,
ﬂ:qz - /)ILE E/}ILHEH%MO

- FENMRBREFMUE - EBERIEIREXRBER RUBENERENAREDR, WERNARE
FRRNMETE IR BB R AT At

- FEFWRIE | AEREVARFNEIERRMUE, 3E, EERINTEERFNUE
HRIERE A AEDT

- HANEA | BETHUARIAIARRER— T ANZRUE, 2FaMAE, R4Ec8
R RERBRIE— NPT ANME, XRRT EEFFREN A FEIA RN AER. Fl
a0, 0% Resourcelocationl AeJAE ResourceLocation2 A3k, MIEAIAERE
ResourceLocation2 {9 N T2 BV AT iR

o REZRUE - RERFUBEXTXERRIEE TERRUBNFAIH. NRFBHRIRAL
BREERSERHEROHESRREFATR, VAR HREERIIEENAE
RRAIE, BMENARFEEES— M EIERO, REFZRAE L AIUT HMEER,

R UAB T EXIHIREFEMRERRUE, SEEFEE T RER

a. BEHE X 5 RIBIEY P8R IERIF.
b. IREFEMNBRBME, IiEFEAIHEDN
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Edit related domain

Domain

* wikipedia.org

Routing Type *

Internal via Connector A

Primary Resource Location * @

aaa.local RL2 N

@ connector is available Refresh

A Add another for high availability Add

Secondary Resource Location (optional) @

aaalocal N

@ connector is available Refresh

A Add another for high availability Add

REENHEFUEMERENTRERINEE R f1b TS Ro

o RIF—BUER - 59 L8 TCP/UDP N T2 S RS A i 1P #h 1, PRI —
BUEsR 8 EE, AR RN |

o MER ! NAEFARETARHAL. NARERUERERIR P i,
o BRI IP . NARFESRERNENEFIRERERRIR P i,
o &SR ID | NAEFAESTRIETERDERNERRLE. ERUTETZ— !

BX—BUEENFAGR, BERAEN—BUEE
6. BHRE, ARBEEHTK

ZNAREFENIZ NAER TIE. RENARERG, SN NAER TTERESMERNE
RiERF. Alt, FRENARERF LHNERSHHEA BN MERRECE,
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- RIBN ATERF
- HIER

- ERTAPXNARFIGENR, EEREREEINERE, EihRRES, EEAR
MNAEFITHEHEER £, BXIFAER, BERLIERRIERE,

- BEEERFAENSMNRIESE, BERKRES DS NI,

s EFINESHFHEEZMEE URL, iEM Citrix Cloud™ 328 Mg $StoreFront Cloud”,
REEF R E R,

Workspace Configuration

Access  Authentication Customize  Service Integrations  Sites

Workspace URL

This is the URL your subscriber will use to access their Workspace from their browser. Customize the URL by editing it

https:// .cloud.com

EIEGRECE — Citrix Secure Access & g% HTTP/HTTPS N ARG
7]

p= g

E{HH Citrix Secure Access B FimiA a1 A HFHE HTTP/HTTPS N AIER, BN NIERIEAL
BTZEED— (BUFENALZMSTREMY) EHRRR, EESSFURERERM. HiRE
EP/L\EJE?’&FTP_E’L\‘%KEPO BXEERCENEZENFAER, BBRACREEEEE

o

\

SR
T_n_.\Z'ﬁKqjlﬁlﬂ/u\mféﬂ\ﬁiﬁlﬂo
AREM
. @R SR EIHITHINER Web N EFEF A8 Citrix Secure Access & P imifial,
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s SaaS WATEETEEIT Citrix Secure Access ZFixiA[E],

o MNBREEAIFEEERIGRLLZEIMN HTTP(S) LARR, NABRUTHEEE, BR“NFA
EFA#"(FQDN) NAEFEAKINEZ 2], iBEM Citrix Workspace i,

O

o

Hmmm... can't reach this page

Check if there is a typa in windows 1 ztnacloud local

« Search the web for windows1 ztnacloud local n

+ If spelling is correct, try running Windows Network Diagnostics

Citsix Socure Acooss
Oz
“Jerkin_Webapn wendows! stnackud local)

1
[Fleare sccers i fom Civix'Workspsce.
ENG 913 AM

u p Type here to search 21°C Clear

- TNRIFAEEFH SSO A5, i&ER Citrix Workspace N FF2FEL Web 111418 Web TR

A& HTTP(S) NAIEFERP B S (/zh-cn/citrix-secure-private-access/service/add-and-manage-
apps/support-web-apps.html) FETREY IR A IHEEFEE]

% TCP/UDP #l HTTP(S) M FAT2FF Y B5&E R 51R)

BiENIAEEEREFBBIESM ETXARR FIINgEREKRE. ARHIEUE. ARPAEUNK
Citrix Analytics fRSZIEHIIXPLITSY) REEXM S X BE N BRZFBIAE,

Pz

o 1EEILUELIIR] TCP/UDP AR, BEGALURIERF. BRA. BRIRNARER
IREURIFRNAEFNUE (BRMXK) SIZHREE, FRINER TRIFHRNAIER,

« AENMNABREFIZNAFITEER TN ZTNA ABZFEERFRE TCP/UDP NARER
Bi5o

I BER iR SREE
SERFUEREERS | SR TERMBSTE Secure Private Access IREZPECE X SaaS N AIEF.
AEB Web [ AFIEFEH TCP/UDP N BREFHNSEENLIL N,
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R

- BXCIZBEENNRBIIFAER, 1B

« B % Secure Private Access iR5ZH SaaS NAER. NEE Web N FBFEFEF] TCP/UDP [
BREFNESEEMEHNNHEDIRERE, B8

£ Create access policieso

£ % Admin-quided workflow for easy

onboarding and set upo

ERMEHEHAEE

AR

4 Citrix Secure Access & P imiE3E%| Citrix Secure Private Access =HRSSHY, Citrix Secure
Access BEF I MU T EMFRIFIAEFZFMFHEHALRE,

JEMER © HKEY _LOCAL_MACHINE>SOFTWARE>ER>Z £ihRE P i

o BRMIARRE : SecureAccessLogInScript type REG_SZ

o SEREMIARRRR | SecureAccessLogOutScript type REG_SZ

BFERN RTERFE 1P stilikhse
QR ARFNRMNEFRFNERER, BRRREEBHRESEERITAREE

IEFA

« B#5 IP #A7EFRE A

/ﬁ'T_L%E’J,E\:‘—;E/ﬁo

/ﬁ'T_L%EP«Z‘
o Citrix Z2IRB R AR T IP U FIFNES

I}E_E,‘Jo
o NFRBR|E

BEE, WaAIFERE,

UTRHRRNEE, TLESRW ——MEPRARAZ ARG EESEENERTR.

RS NENAEFEEE REMNARMMNEHEE TR

FESE 10.10.10.0-10.10.10. 10.10.10.50-10.10.1 R ESEER-IP
255 RL1 0.60 RL1 WENMEXBEEEF

EFE
FEEE 10.10.10.0-10.10.10. 10.10.10.50-10.10.1 R ESEER-IP
255 RL1 0.60 RL2 WEMELBEEFEEF

EEE
BNES 10.10.10.0-10.10.10. 10.10.10.50-10.10.1 R ESEER-IP
100 RL1 0.200 RL1 WEMEZBEES

NES

IE:]
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5hEPCED

s MIRANMPVEREREEES

RN AR FAERE

NENRAEFESRE

10.10.10.0-10.10.10.

100 RL1

10.10.10.0/24 RL1

10.10.10.0/24 RL1

20.20.20.0/29 RL1

RENARMNHFRE

10.10.10.50-10.10.1
0.200 RL2

10.10.10.0-10.10.10.
255 RL1

10.10.10.0-10.10.10.
255 RL2

20.20.20.0/29

, WENARFEEERMIRENAIEFNS
EERMIUET SN ARFER D DB TR R IR,

SBHR, BEEAAUASREFVAREFFAEE. B2, &
RARFEESS T, NREFSIRERPNEMBFHNEREFETFENBIE
Z, NRETESHRE. EXMERT, BEERALERBRIEIRNUSIE.,

« Citrix B RIENARFEEAES, W0RF IP i@ AELNREREES
ZECEHAIEEARE.

(EPZ]

R ESEER-IP

BE5IAEREMPIE
&

f81% ; <Completely
overlapping IP
domain's value>
P SIERERS
58, FHIERE
IP B EECERFRY
Bix

f&1% ; <Completely
overlapping IP
domain's value>
P SIERBRS
58, FHERH
IP B EECERFRY
Bix

N HERETE
BERP, FHHE
FTISUER SR

BRTHIRo

, WER
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AEFEM
- BRATIIEREZEMMILE Web NAIZREIIHR PR @D Secure Access B IRiEL, HER
—XHBIRHE, BIER Citrix Workspace N AREFEE R,

« @3¢ Citrix Workspace NEERFETHEPXKRTES. REFLDUEFHITE Web N HZRFREE
BoiE, 1Ea@3d Secure Access & Fimifial N ATEFIHEH.

- PEDINAEFREER T NAERFRIFRE B

Windows EREIIRETFE

Secure Private Access IR F B IEEBARIEEIZEE Windows ERaI ((XRITENIFZE) FMER
&R B WML, AR FEINETERFER Windows RFEZAIEILITENZ VPN B2E, A
FERE, ITEVI% VPN BERERABFS VPN B8, NARRIARETHITEVIRRE S
SBITENRVREE LU R A P 4k BR 8 2 BoLh FA P Y SRR

Secure Private Access Windows EReIIRAFE (GHENRE) NREZIFUTIHEMN !

« BANA Active Directory 15/ Windows i+ &4

« BINA Microsoft Entra ID JE&15HY Windows 1+E#]
Windows & REIIAH B@I ERAETITENILE UL Active Directory S 3IE#1TH11I0IE,

REIUEPH Active Directory AIEFRMANAM (CA) ik, IREFIEBHTFEEEMAIEA Windows
ITENEBEMHE—R,
AR

. TENEERZER Microsoft A IERBMAHIH.
« Secure Private Access Windows EREWAFE (FAFRRE) BILUT Active Directory BEpE
FREMGRIEAEZ—LI
o {#F3 Windows & RHAEHR MY Active Directory 383t Citrix Secure Access™ & i (T
BOER (SSO). MREETHE_-THEEK, SSO FAEER.

o BETF Kerberos B Citrix Gateway SSO, & X FER, 1BEEIR [AM Citrix Gateway E#
73 Citrix Cloud B &R 1R EF2FH A BIE N S 173 13k,

o BENBMEIIRE, BXiFMER, B25R MEBEN SR IIT,
« Secure Private Access Windows BERGHREAFE (BFZE) @I L TERTF Microsoft Entra

ID SEEMATEVNBESHEREFMEIEAESEN © A Microsoft Entra ID S IIEM ERIFTS
k2 (PRT) #1T SSO,
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2A mERETrREAFRARER.

Always On A T{E?

TEHAT Windows BRAl Always On ThEeRI TIEH12.

:t
Machine Tunnel
1
1
|
mmcm:
Validation 1
1
|
|
1
1
i
] Citrix Identity Machine Tunnel
Broker
ST o EEmEEEEEEEEEEEEEEEEEEEEEEEEEEmEEmm= 'h‘

{ Customer Premises \

| I

I 1

- ] I

: e :

|

: — . — 1

| . . Connector !

i Active Directory :

\ Appliance I
“'- --------------------------------- -"
............. Dm_ww

Flane Plane .

« Citrix Identity Broker 7£1&& B oG BN HIE BN IEEHITEMRRIE. UTBIRFIES

EoallE 2
o B IRIRIE EfE3] Secure Private Access BIFFEHIGH CA IEBIREIGEIER,
o Citrix S REEFFITETIRSIEBHNS ML,
o Citrix SREEFEIEUTFAER !
o REIHEH
o BF CRLIVEBIEBRIERE
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o tR#E Active Directory I+ EHITRIGIEIGEIEH

« IR EIERE, FRENFRBEIRESNEANSRIFREEILRZ E0 208,

 7LIFIA1A) Active Directory f&, Windows & R&f£H Active Directory iERF &R, HZHEE
M AN R E Bl

« 7 Windows B Rz G, VRA&5NBE=Bo#HEEBaEREENRAFPRBERK. HAFRE
B B IS RS TSR, EESELREY2RREE,

« Active Directory #I;E & Microsoft Entra ID 8215 B & RITEE,

SEEHE =M Microsoft Entra ID ;85 AD Il

Windows i+ B #4702 Active Directory Y Microsoft Entra ID JESHIAR, X2 Always On SR
%1, FE Active Directory 1IVIEHIA NI &L FHF Always On I8N H R IIERIEEIE S,
B R HEEIRIBIEPMANMEPEET LDAP URL Y CDP ¥ B#1TI0UERY,

BEIEHEMECE

BEUMPEIMIRUATTE

1. Active Directory {RMVIEBIMAE NN A BB F i+ ENE 5B IIERNZSEIEH,

2. JEPMANENI LT CRL 3% 5= (CDP) ¥ BRI LDAP URL,
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Enrollment Agents Auditing Recovery Agents Security

General Policy Module Bxit Module
Extensions Storage Certificate Managers
Select extension:
'CRL Distribution Point (CDP) vi

Specify locations from which users can obtain a cedificate revocation list
{CAL).

C\Windows system 32 \Cert Snv'\Cert Enroll«CaName><CRLName Suffoc:<|

3/ ICN=<CATruncatedName ><CRLName Suffix > CN=<ServerShortNa

'.N::Sarver{}NSNmm:wfaft Enroll/ <CaMame><CRLNameSuffix><Delta
file.// <ServerDNSName »/CetEnnoll/ <CaName ><CRLMName Suffocs < DeltaC

L 4 >
[+] Publish CRLs to this location
[] Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually

[ Include in CRLs. Clients use this to find Delta CRL locations.
[ Include in the CDP extension of issued certificates

[+] Publish Delta CRLs to this location

[ Include in the IDP extension of issued CRLs

- 0Kk | Cancel | Ak | Hep

3. WHTEMIEBMANAFEZIERRENR, LOEMEBUTIFAERINREIES,
a. fIEBRIREERRT, HEF HEN 5 TEESHIIE (8% Bk,
b. FEBRMH—TEFH B

c. UHRBIEAELINETF, FEAERIMEIVREESNERRN, HuERAPEFERM
(UPN) U SEERERERITH.
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ncstesting-alwayson-trial-SAN Properties 7 X

Superseded Templates Bxtensions Security Server
General Compatibility Request Handling Cryptography  Key Attestation
Subject Name lssuance Bequirements
() Supply in the request
Use subject information from existing cestificates for autoenroliment
renewal requests (%)
(®) Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify cedificate administration.
Subject name format:
Commen name ~
|:| Include e-mail name in subject name
Include this information in altemate subject name:
[_] E-mail name
[C] DNS name
[+] User principal name (UPN)
[[] Senvice principal name (SPN)

* Control is disabled due to compatibiliy seftings.

oK I Cancel | Apply Heldp

d. VBIREET+, HAMI—1MLe4E (RESHBEIKF) , ERENFRIEBERER
AMENZA, EEFRMAA, AENBEREERR
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General Compatibilty Request Handling Cryptography Key Attestation
Subject Name Issuance Requirements
Superseded Templates Extensions Security Server

Group or user names:

(M Athenticated Uses |
& Anmol Garg (anmolg@spaztnablr net)
S2& Domain Admins (SPAZTNABLR\Domain Admins)

82 Domain Computers (SPAZTNABLR\Domain Computers)
i& Enterprise Admins (SPAZTNABLR \Entemprise Admins)

Pemissions for Authenticated Users
Full Control

Read

White

Enroll

Autoenroll

W

RRORDO|E
0oooo|g g

For spacial parmissions or advanced settings, click Adv
Advanced.

i

OK Cancel Apply Help

FL—KERF, BRIEAFR FrEHENXNR) WAVFIM B EMERIESE
o

e. (AI%) IE—T 1T EENEREMBVARER (GPO), HIFHEMERALR R (OU) i
Flo

PRARTFIE B o EMHE P (/en-us/citrix-secure-private-access/media/spa-ztna-always-on-
autoenroll-certificate.png)

ZeFHRERE
LUTFER IRt 7B X BL& Secure Private Access FEZE 8,
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£ Windows ERAIEBIREHFE ((HHEHIRE)

1. 7£ Secure Private Access BIZEZHIEH, BT &E > IEBEHE.

HAVRIWERER RE > EREM TH BEFHENNSHRRIE £, mAL ’E > BEFit
BENNERRIE. %E > BT iHEVRSHEIE T RITEENF R HRIRRA PR

2. EIFHRER, BHiRENSMEIEEFE,
FF Windows BRFIREFEINEE, TR ERIESIRITIHENRIIBEE VIR X B LT
ERRE,
3. EfZ CAEP : BERIMES, EFIER, ARG,
4. ERMF, WMAMEBBT.
5. TEIEBXHH, NERAMIREh2FH EEIEB X
o Z1FIE CAMIAE] CAEH, B HEMNIERHNIIE PEM B, HESE N, IEPHIMNFH
EER—ERHE CA £l
o JNERIFFHIE CER I, IETE Linux ¢ Mac &ix T TS RHERRN PEM B &
WP PEM &G, 7£ Secure Private Access AR R EH _E{FIEH,

openssl x509 -in /Users/t_abhishes2/Downloads/certi2.crt out/Users/

t_abhishes2/Downloads/cer_peml2_ao.pem

6. B R¥F.

IEFRARMNE BN S BRI LD+ R A BIEBRTIR T,

7. BIE— TCP/UDP RIFFEFFLURF Active Directory £ TCP/UDP ARZ588i41a). 40, Active
Directory 1%, P #hitAlim O, X&AFER AD EiEH Windows AR ER. B XBI& TCP/
UDP M AREFIIFMESR, FEIH EEREE - Citrix Secure Access & i3 TCP/UDP [
ERFRYIAIE,

8. SNRFETE Windows ERmIMABA LB ETZRIIIR, FEIZEMNARRF.
9. SIEIHIRIREEH NEMALBYITENEE AD AR HHEINR,

a. 1f Secure Private Access EIREHIGH, PHHRER, AGRT IR,
b. HIASRBEB I SRB&IE IR,
c. ' HNBAER P, EEATEREFIMITIRENNBREF N BREFRE.
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d. B RUEBHLI" SRE& BN,

o MAMNRAARNNEERR, AERHTFT—F
o ERMUSER", EEHEN

HIEE—O BN, BRRESRERT, RAENLREETRERRS M

¥k,

o EEFILEREMNE, AEEROTNARBINITENA. NREE, FNEZERMYE. T
EJZE: EEE“-F_}}:HO

o EEEEPER— - RE5FEPI| BT ERITE BRE FRmEss it EV/AF
JLIFIAIRo

o FERER— - R T FERPIHERFFMEERITHBNVAZN, FrEiTtEN/AR
JSeVFIAIE,

Edit rule >

Step 2: Conditions
¥4 Ruledetails

Rule Scope
(2) Conditions
Select the rule scope from the following options.

(3) Actions () User
Applicable to both HTTP/HTTRS and TCP/UDP apps
@ Machine
o Summary Applicable to only TCP/UDP apps
Machine*
Matches any of N ] aaa.local N l [ WSSDEVWIN & AV I
AND
Geo-location NS ] Matches any of l United States @ N I @

(%) Add condition

) 2B

10. EFELUTEEZ—, RBFFTEHITNA.

. Ro¥FiHIE
. $E4IIE]
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1. 8H T, ARRH T
12. (A)ik) MBI EMWEUEFZEMMN, BXFMAER, BSREEHRRE,
ZREEENIRREE TIE Lo FUINBRT, SARBEIERALEINTF. EHERNRLITRES,

AR R S RENRBIE HITIHE. WRREATESEXRIFRMSE, WRIHET 1R, A
REMTE, NP H AR,

EEaSEICE
EEBISEWITIEFIEPWIE. IFBRENE (CRL) FIEE W RIGIE, ULIAKREXRISSIIBE
I, ERESGEZMTIA Active Directory 18, FREZIFIGEIFRBZNIIL,
B iRECE
o FERAFELTIFN Windows THENLLBUINA Active Directory 3% Entra ID J2 &1,
« Windows T EHATM AV IEE A A EMIEEIES, BT Secure Private Access A4 1E
“
« RBIEBEMHEMX NI UTIFMER,

o IGFIEPPHIMAE E LIS TG _E1ER Secure Private Access BIEHE4IER CAEBRER
& FRPEHED,

PRRTELR CA R &% F(/len-us/citrix-secure-private-access/media/spna-ztna-always-on-

issuer.png)

o MM AZIHBENAERLT.

RERTE L £ B FR(/en-us/citrix--secure-private-access/media/spna-ztna-always-on-

subject.png)
o FFEFRBI (SAN) B ZIHEHNA UPN,
FRERTELLX SAN(/en-us/citrix-secure-private-access/media/spna-ztna-always-on-san.png)

o CRLO&R=AEZHEMEY LDAP URL,

BRZ27E4L CRL DP(/en-us/citrix-secure-private-access/media/spna-ztna-always-on-crl-
cdp.png)
o JAMERRRW IS B R A 5EAE T o
RZ27E 4% CRL DP(/en-us/citrix-secure-private-access/media/spna-ztna-always-on-cert-

path.png)

« RERTF Always On BY Citrix Secure Access Z P i,
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o WMERFim LSBT EMRD, FEETE Windows ERAIE A Always On.

o TEAMFREER HKEY _LOCAL_ _MACHINE\SOFTWARE\Citrix\Secure Access Client F1fY
CloudAlwaysOnURL.,

JERRSRIER! - STRING

JEAER{E - <customer store FQDN> (f5/81, company.cloud.com)
- AlwaysOnService {iI T HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Secure Access
Client #,

EARFRZEE - DWORD

SEARER{E - 0x00000002

# Windows ¥ R/GEIE Always On ((HEHUAFRBRE)
INER Windows |5, ITEVIBEER4E5E1T, BRI R Citrix Secure Access &P inIIE
Fo
« MRBAFBERRY, HENRRERRIREAFRRE,
« MRAFBERKN, HHENPRERHREETT,
o NRAFRRENTERE, EETFENELRRIITENIRRE,
StoreFront Cloud &R IEERE T £ Windows B REMNAF BE R, ZIFEUTEMRRIEA X,
« {#H Active Directory #1TEAIIE (EFE_HK) - AD &iE SSO

« FHAEE T Kerberos SSO B Citrix Gateway/ Bi&N Z 1R I # 1T H D1

« {EF Azure Active Directory #H{TEHIIE (£ Microsoft Entra ID S23IERI ERIFT S
(PRT) #17 SSO) »

2 MR TRARPEALSE

PR
« BN UPN EHBREFEE 15 MFR.
o (NEHITBENEMARBIGEIEBEFEN, FFF Windows BE1ER (BRAF (FTU)) B,
« {X7E Windows 10 B =k A L2 #F Windows & RAETRAFEINEE,
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» Windows Server 12{ER A Z1F Windows B ReIIREFEINEE

» Windows B REIMAA BRI niEEsR. MEERERERSRSEENEREESS, 1T
BYREERENSETEREIRLSE,

B2E
« 7 Secure Private Access Z#IE 632 TCP/UDP AR
« J¥ihin]SEE& O BCLA TCP/UDP N 2R

o JF7A3HY Citrix Gateway E R B 1R HFZFEEER Citrix Cloud
« FEC BEN &5 50IIE

FF TCP 1 UDP iRS5238Y4R S CIDR it

S RPN TCP/UDP REBHRECEFER CIDR IP Hhitlk, 7 DNS f#4fHAE], XLE P #ilit&7E
DNS I AHAHZ, MARIEFREY IP #it,

UT2RFHEREE CIDR IP H#HFEE -

» 10.0.0.0/8

» 172.16.0.0/12

* 192.168.0.0/16

HEREER IP MRS LI TRARHZE -

o EEFEIBRAIEN TCP/UDP N BEFEER IP Hullt,
o BRimITENBMSEF R,

ECE{FEM CIDR IP it
1. pHEE, RERLT2REE

Reserved Network Subnet for Secure Access Agent X

2. 7£“Secure Access Agent NREREFM &, BIHEE,
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3. 7E'IP CIDR'H, AL IP #iESEHE,
4. =iE RE

DNS a4 LACRF FQDN 49 1P it
DNS B =NATrHREREZHAFINLBAEE, Citrix Secure Private Access™ BRZHI DNS 5450
BERT B TUTAA :
o BENEIHARS IS0 DNS 54335, F Citrix Secure Access™ E P IRBEB I IEE 2R EIHZ
(ENB) BTATERESS (FQDN),
- EEIESRAEBMER P it (P CIDR/NPSEE) ERENARER, UERZLAFAILUER DNS 5
2315 T RYMER. FQDN AR 2R,

fltn, FERENIETERER % workday B, NREET DNS B4 citrix.net”, MIRERFZRMINGE
2% citrix.net”Ff# 47 /9workday.citrix.net’s

SNRECE T 21 DNS 54, N DNS ERSIRINF#T. B4, RISHAMT U TEE

e " citrix.net"
e ", citrix.com"
e ", xenserver.com"

U S AP HA workday'BY , IRERARZINRU FIRFART FQDN. MRER— SR, T
ST EHREX.

1. workday.citrix.net

2. workday.citrix.com

3. workday.xenserver.com

- DNS [FRECE R EeEid MiNER DNS ERINEERBRIERER P ikfRITIET 2R E R
%o RELAFEISR DNS G415 K FQDN, BERMNMMER IP ik, FQDN SEERT
BEENBER. BXIFAER, ESRAGTAIRIE 4 =

s NMREEBT R M FRENNEBRER, —1MEH FQDN, S5—MEH IP #utk, HBMmEEIIL
B—1EinRSER, NERA P Mt AREFINRIEBESESNMER. BXIFHAER,
BEHAMTEPRE 5 <o
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FoRFM

o B WIRIAAE Secure Private Access Advanced FrZA<HIE R F 8EEF DNS B IhEE,
« 1HEX% Citrix F= B IEHFI LS A DNS R IhEEIT &Ko

S{RIFSHN DNS 55

1. 7 Secure Private Access BlG F, 23 EHE",

2. Tf Secure Private Access R THE L, 2Hi&E", A2 EDNS FE
3. £“DNS B&R'FE&+, WARTIETEIRE BRI AIM NG5,
4. BRI,

EEIRAMIREHES ], 2R UBRSESREE.

Secure Private Access » Settings > DNS suffix

B

Application Domain

] ” , DNS suffix
Global Configuration
Timeouts Suffix to be appended when resolving domain names that are not fully qualified
Unsanctioned Websites DNS suffix*
@ ) ) Enter...
Machine Based Authentication e length ——
E‘s DNS suffix
E. IP Pools TUtﬂl. - 2
| Order | Suffix | Actions
1 google.com y w
2 teﬁf}com y T
RAARA
BERNUTER :
- BEEREN IP #it 192.0.2.1 HERAEFRNEZPHN—ETTEN.
« ZITENA FQDN (IP #hi3ib} 192.0.2.1) frF“citrix.netH T (Ha0, workday.citrix.net) o
DNS ERNR AEFECE RARAP LS
1 EIEG Y DNS E&EE Y userl EiXEH
Accitrix.net”, FHEIE—IP H|“workday”Bf, FQDN =Mt
#ikA 192.0.2.1 R FATE n
F, Hifase& A userl 18  “citrix.net”
ATCH (workday.citrix.net) , ¥*H

IP 3R/ 192.0.2.1, H

FE R userl BLE T NEER
F AR 192.0.2.1, Rtk

BF AR
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DNS EEFNAREFRE

AR . REAFYUER
192.0.2.1. workday.citrix.net
g “workday”i5 18] Workday [
FAEFo.

WNR%%E DNS EREE, &
pul

“workday”
F0“workday.citrix.net”89 3/ 8]
THRIELE,

EIERTY DNS E4REE
A“citrix.net”, BIE—N
FQDN 73 (workday.citrix.net)
NN AERE, FiFARHREEN

userl BN

AR | RABAFELUER
workday.citrix.net

3¢ “workday”i/5 1] Workday 2
.

JAi8) 192.0.2.1 #iE4, RN
REMBFERLL 1P HhAIRN
BiEF.

EIE R DNS BEEE
Aecitrix.net”, BIE—MBEC
A citrix.net”BI L FB T2
F, HRARISEREA userl 1%
BRI

RARAF®R

Y userl 2iXiEHE

F“workday”B¥, “citrix.net’s
B0

Ez]

“workday”
(workday.citrix.net) o £

F P A LLA1R] Workday, B9
BicE

T “workday.citrix.net”fY 57 FH

2R, FHIARERES userl

BB

Y userl 2iXEE

F“workday”B¥, “citrix.net’s

B0

g2l

“workday”
(workday.citrix.net) o Ex£%

P A LR Workday, EH
BB T “*.citrix.net”BI R FITE
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DNS EEFNAREFRE

AR RERFPRUER
workday.citrix.net
3¢ “workday”i5 i8] Workdays

TFREEELL 1P it
R, FEIELE5
192.0.2.1,

EIER Y DNS BEEE
A“citrix.net’s &HB A userl
ACi&E FQDN
(workday:.citrix.net) 5§
192.0.2.1 I AEF,

EIE R DNS BEEE
J“citrix.net’s ARAD—™ IP 31
HEA9 192.0.2.1 MR FRTER,
FAF userl BiA R RIRISE
NEE”, AEHARMS—
FQDN (workday.citrix.net) fi#
7 192.0.2.1 KR RER,
FAF userl BiA R RIRISE
N TBIF

€A HAR X & 3048 X 15

RARAF®R

FHH A0 K& userl 1%

.
BAR

% userl EiXERE
B)'workday’By, BFImE
Fworkday" [543
A“citrix.net”, I
J¥“workday.citrix.net" 24}y
192.0.2.1, 1B, userl Ik
EEDFIBRS R
(workday.citrix.net/
192.0.2.1), RAXREHN
userl BZi& 192.0.2.1
workday.citrix.net &%

* citrix.net BIN A2,

Y userl ZiXERE
F“workday”BY, “citrix.net’=
YER R AINE] Workday
(workday.citrix.net), #FH IP
it f#T 9 192.0.2.1, B
=, HFEET IP192.0.2.1
NN RREFREMETERE T
FQDN M FR#ER, Fitigds
518 Workdays

Secure Private Access FUIFIE_EfE HTTP 7284 (HAR) X1, U BEIRINBEFIFEAE, EaU
EELME, FERERNBINARFEXSERETNE, @D FaRFIFEEHE X IH
=K, BT AERHAREE,
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i, BERAMNILER T RN BAEFNPAEMEXE, tEERF8FHAELER URL BRI E
e RAKINBERT, BRTBEER URL 9, FiE URL #B&#PELE, PRUAXMREI S E2SEH
FERERI A P KL, Secure Private Access ToEIRBIN FATEFE FAIRNERek# AT URL,

ANl

BigEEERE—NARERF, HFIHE example.com . EFERAZNAEFEN, XHEERERIHN
HA LM Flgn

« api.example.com — BN FBERFNEIRAPI AR,

* auth.example.com — BEERIEMHIIE,

* cdn.example.com —RRMHESAHE, FIINEGR. WARMERR,

« login.microsoftonline.com — IR =75HHIIE,

« player.vimeo.com — NIEERANIAAR
T HEFoIRGXLESE, meE -
1. EFERNBRERNER HAR X1,

2. ¥ HAR XS A Secure Private Access H,

3. &% Secure Private Access ZIMEE, BFlUl, SATTRERERFTERN api.example.com .
auth.example.com #1 cdn.example.com , MAIERILOEFHERRBVIS, HIa0

player.vimeo.com o
4. EENRERFRNE.
5. RIERERBERHMIRUE,

XIRM T —MEBERNTGARIRANEEN B2 ERPTERE.

TR

Ma1RTTIHIE] Web B SaaS WATEFEN B HAR X, HAR XN MaAEMKRIERER, HAK
INATBUNFEZFETF 50 MB,

S A HAR X{&
1. T£ Secure Private Access BIE[MPH, ITHERER Web 5% SaaS WHER.

2. ¥3) App Connectivity 72 Import HAR,
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Add an app

App Connectivity

URL *

‘ https://edition.cnn.com/ ‘

Routing Type * Primary Resource Location * @

Secondary Resource Location (optional) @

N ‘ ‘ spablri

‘ Internal via Connector

\/“None N

@ 2connectors are available Refresh

Related Domains

‘ www.example.org or *.example.org

Search related domains

T, Import HAR

‘ O\ Search related domains

() | Related Domains | Routing Type | Primary Resource Location | Available Connectors/Gatew... | Actions
O * wikipedia.org A External via Google Secure ( V70|
Showing 1-1 of 1 items Page 1 ofl 5rows Vv

3. I HAR XfHEREISAEOR, MNIREFIEREFEX M

4. Secure Private Access 71 HAR X4 7 2R MWLEIE K iR 5IA1E,
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Import HAR

cnn_domains_sample.har

File size: 8.30 KB
Importing 5 total rows

Extracted Websites (Domains):

| Domain Name
WWW.Chn.com
cdn.cnn.com
api.cnn.com

metrics.cnn.com

O000O00O

edition.cnn.com

Showing 1-5 of 5 items Page 1 ofl

Delete HAR file

5. HERIH,
6. EEERNRIN BERFIH,
7. ¥%E$F Import,

PSSR INE) M BT2 =1 Related Domains EZ&EH,
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Add an app X
Routing Type Primary Resource Location Secondary Resource Location (optional)
Internal via Connector N ‘ spablri N ‘ ‘ None N ‘
| Related Domains | Routing Type | Primary Resource Location | Available Connectors/Gatew... | Actions
www.chn.com 4 Internal via Connector Spablr 2 7|
cdn.cnn.com £ Internal via Connector Spablri 2 VZA ]|
api.cnn.com A\ Internal via Connector Spablr 2 £ W
metrics.cnn.com & Internal via Connector Spablri 2 Y7}
Showing 1-4 of 4 items Page 1 of1 Srows v
(C] Maintain consistent connection 2]
Use the same connector appliance for the entire length of the session while accessing the application.

ESAZE, BEERXMNE. HAR XHRIEE SN BIEFEEFATENE,

EEEXE
SABE, ERILM R RPEEEN

« R - ERERFRIHERAREEHTE .
o EREE - EESENMY, REARKEREERS N, WEFEATATRENNS MARITIREE.
- JRIBEIECE - EXTAXEMVECE, SERENEE. TR RUEMMBEZRIE,

- HtERBE - EESNTERENE, HRANEFHERBEMTZRUERE, HEREEATER
BIARERIR. SERIE R REAR X FF PR B BCiEE W

o BRNE - LEEXEN, 2B FHRBME, HEEHBR TITAERE—E#ERBENIE, £
XIS ERTE X Secure Private Access RI{RIEE A X IHAVRE, AN fEFEHILE 25 RN BRI it
E

BRI HFER
HAR SANBEAE RN E S SO 2 BT R LTI

- DBEUIMBIEKRZFENER HAR XHF S A
« XFFRRAXAFAR/N 50 MB,
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« IS BN HAR XHHRY URL F1ZEL
- F§ s8R,
o IWMERNNBE X ECBISFHITIE .

ERABRAMNNET IROREH - R

EFimOMBBINEAFEERER I MNE—BErNARREO, FEHABRBEAINUREBAEA TCP/UDP
N EEFBRE. £ Secure Private Access FE AN AERE, BERAMUERUTIENZ —ENX
NRERREMEREAT :

o BT EREBAR | AEETEERTEHPEE S,
« 3&id NetScaler Gateway REB : 7iE18d NetScaler Gateway R & HIERZHITRA,

o NER . REEERA, TEIET Secure Private Access #H{TRRE E .

AT UABAABEE—BRNAERONRE, EEAXIERLNRBEBEAN. BTEER
[E2& R ERBY B AR IR QA S E A IECE N B IRHIN AR FHHER SRR, Ul 2BFIHRITH
—NE, RtTEEEEHERETNTRNARZFPERERRNEE.

E T iR ORYER R AA
g . BERER—RSSES (10.102.124.135) EHEER NN AEF

o T£im0 22 Ei#1T SSH A1)

« 7E1%0 80. 443 LEi#1T Web iin]
ER:

« AWARAGAR AT EREIENERAIR SSHo
« RIFWSEM AP ABERMNATMEH1R Web N ARER.

ECE :
1. AN EXRGEZRHMHNNARER. BXIFEER, BB TCP/UDP AR .

« 79 SSH ifiR Bl N T2 (destination:10.102.124.135, port 22)

« 9 Web A8 S — 1NN AFERF (destination :10.102.124.135, port 80,443)
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Where is the application located? *
Outside my corporate network

@ Inside my corporate network

App type

TCP/UDP

Destinations and connectivity

App icon

E Change icon Use default icon
(128 KB max, PNG)

@ Add another destination

Maintain consistent connection @

accessing the application.

Do not use N

Destination * @ Port* @ Protocol *
10.102.124.135 o L® ] Tcp N
Routing Type * Primary Resource Location * ® Secondary Resource Location (optional) @
Internal via Connector A4 A4 None N

@ 1 connector is available Refresh

A Add another for high availability Add

Use the same connector appliance (Connector ID) or end user device IP (Client IP) for the entire length of the session while
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Where is the application located? *

() Outside my corporate network

@ Inside my corporate network

App type * App icon
TCP/UDP A E Change icon Use default icon
(128 KB max, PNG)
App name L . )
Citrix Secure Access Client for Windows
Web server 10.102.124.135 o i
Citrix Secure Access Client for macOS
App description

Destinations and connectivity

Destination * @ Port* @ Protocol *

10.102.124.135 ) | 80443 TCcp V0O
Routing Type * Primary Resource Location * @ Secondary Resource Location (optional) @

Internal via Connector N _RL N/ None A4

@ 1 connector is available Refresh

A Add another for high availability Add

@ Add another destination

Maintain consistent connection @

Use the same connector appliance (Connector ID) or end user device IP (Client IP) for the entire length of the session while
accessing the application.

Do not use N

2. RIERBEEES TNAEFNEMFAER.
3. GIESIRAYIIA)HRE,
« ABTNARERFENX RIMBYRE,
- ERRBASMEEHNE N EREN AEFRIFTERBEITN.
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B SecurePrivate Access > Policies > Create/Edit Policy

Policy name *

SSH server policy

Policy description

Policy description

Policy scope
Application may contain HTTP/HTTPS or TCP/UDP apps. To save the policy, at least 1 app must be selected

Applications

-
SSH server 10.102.124.135 @ Q ( Select applications \,
. /

Policy rules

Access policy rules are enforced based on the priority

Search for a rule Q

Priority Order Rule Name | Rule Scope | Condition | Description | Actior|

1 Allow Developers User

Showing 1-1of 1items ~ Page 1 of1 <« » 10 rows|

@ Enable policy on save

4 A
Save { Cancel )
N Y,
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B Secure Private Access > Policies > Create/Edit Policy

Policy name *

Web server policy override to go direct

Policy description

Policy description

Policy scope

Application may contain HTTP/HTTPS or TCP/UDP apps. To save the policy, at least 1 app must be selected

Applications

e ™

Web server 10.102.124.135 @ Q N Select applications /'

Policy rules

Access policy rules are enforced based on the priority

Search for a rule Q

eate rule

Priority Order Rule Name Rule Scope Condition | Description Status
1 Allow Citrix Org User @
Showing 1-1 of 1 items Page 1 of1 4 >

Enable policy on save

[/ Cancel D
g J

4. HERBHEDNAER.

« ¥ SSH AR ZRIESEES) SSH N BEF.
« 5 Web 58 5RBEG8EE] Web NEER,

B Secure Private Access > Applications > App Configuration

10.102.124.135 Q TCP/UDP v

Import Applications Add an app

App App Name Destinations SSO Settings | App Status Policies
) E SSH server 10.102.124.135 10.102.124.135 Not applicable complete 1
0 ﬁ Web server 10.102.124.135 10.102.124.135 Not applicable complete 1 . ::: o policy ovemido to
Showing 1- > 50 rows
Policy Count
B Secure Private Access > Applications > App Configuration
10.102.124.135 Q TCP/UDP 4 Add an app
App App Name Destinations 550 Settings App Status | Policies
0 E SSH server 10.102.124.135 10.102.124.135 Not applicable complete 1 + SSH server policy
0 E Web server 10.102.124.135 10.102.124.135 Not applicable complete { Policy Count

Showing 1-2 of 2 items

1 of1 <« » 50rows
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5. EARBERSFHEEMEIENARRER. REEMEBEAIA

Access and routing details for SSH server 10.102.124.135 X
Application: SSH server 10.102.124.135 Routing type: Internal via Connector

Matching Access policy: SSH server policy Primary resource location: _RL 1A

Rule name: Allow Developers Backup resource location: N/A

Projected result: Q Access will be allowed
Restrictions applied: N/A
Applied Route Policy Type: Application Domain

Policy execution order

Priority | Access Policy Name | Rule Name | Result
1 SSH server policy Allow Developers 0 Access will be allowed
Showing 1-1 of 1 items Page 1 of1 25rows VvV

Allow Developers

Type User group

Condition criteria Matches any of

Value swatinh

Condition result ® True

Access and routing details for Web server 10.102.124.135 X
Application: Web server 10.102.124.135 Routing type: External

Matching Access policy: Web server policy override to go direct Primary resource location: N/A

Rule name: Allow Citrix Org Backup resource location: N/A

Projected result: Q Access will be allowed
Restrictions applied: N/A
Applied Route Policy Type: Access Policy

Policy execution order

Priority | Access Policy Name Rule Name | Result
1 Web server policy overri... Allow Citrix Org 0 Access will be allowed
Showing 1-1 of 1 items Page 1 of1 25rows VvV

BR SR :

o IHIAEREBSM BRI TRITIHE, EbRNASARP. EFXMNARFTENE— T RE WTE
FENGHOEZARER, NARBPEXNBEERE RBEEENARLUE) BTFETETR.

« WNRIGIAREPREX AN, WERANAEFERETNIRBEE, REBENERRBEZE
F8Y. Hit, HFEFENGNER, ZIIFTENEFRNROBNEIRE (RE) MEdE
® (SNER) #HITERHR.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 218



Citrix Secure Private Access™

o NERERH (B iE#E235 NetScaler Gateway) FMEZEE (N8 RERFH. R, EFIEN
S B RERBT TSN EBE . MRERN AEFRERHTAZFMNEEE, &

WERET IP WERREANBER.

ERETIROMNERBERG
TEET T SRR AL RIS L AP (5 -

m Configured applications and policies for a user

Expected behaviour for the user

App name: LDAP_app
Destination URL: example.com
Port Number:389
Selected routing in application:
1. Routing Type:Internal via
connector
2. Primary resource location:
ResourcelLocation1

Access policy: LDAP_policy for
LDAP_app
Routing Exception : None

Higher priority

App name: SSH_app
Destination URL: example.com
Port Number: 22
Pre-selected routing in application (from
LDAP_app destination URL)
e Routing Type:Internal via
connector
e Primary resource location:
ResourcelLocation1

Access policy: SSH_policy for SSH_app
Routing Exception: External

Lower priority

Both example.com:389 and
example.com:22 are resolved via Secure
Private Access(Resourcelocation1).

example.com:389 is launched
successfully.

example.com:22 fails to launch as it is
supposed to go via External.

Note: It is not recommended to configure
the same domain to go via External and
Internal. This limitation is only for FQDN.

App name: LDAP_app
Destination URL: example.com
Port Number:389
Selected routing in application:
e Routing Type:Internal via
connector
e Primary resource location:
ResourcelLocation1

Access Policy :LDAP_policy for
LDAP_app
Routing Exception : None

Lower priority

App name: SSH_app
Destination URL: example.com
Port Number:22
Pre-selected routing in application (from
LDAP_app destination URL)
o Routing Type:Internal via
connector
e Primary resource location:
Resourcelocation1

Access Policy:SSH_policy for SSH_app
Routing Exception: External

Higher priority

Both example.com:389, example.com:22
are launched via External.

App name: LDAP_app
Destination URL: 10.0.0.1
Port Number: 389
Selected routing in application:
o Routing Type:Internal via
connector

Resourcelocation1
Access policy: LDAP_policy for
LDAP_app

Routing Exception: None

Higher priority

e Primary resource Location:

App name: SSH_app
Destination URL: 10.0.0.1
Port Number: 22
Pre-selected routing in application (from
LDAP_app destination URL)
e Routing Type:Internal via
connector
e Primary resource Location:
ResourcelLocation1

Access policy: SSH_policy for SSH_app
Routing Exception: External

Lower priority

10.0.0.1:389 is launched via Secure
Private Access (Resourcelocation1).

10.0.0.1:22 is launched via External.

App name: LDAP_app
Destination URL: 10.0.0.1
Port Number: 389
Selected routing in application:
e Routing Type:Internal via
connector

Resourcelocation1
Access policy : LDAP_policy for
LDAP_app

Routing Exception: None

Lower priority

e Primary resource Location:

App name: SSH_app
Destination URL: 10.0.0.1
Port Number: 22
Pre-selected routing in application (from
LDAP_app destination URL)
e Routing Type:Internal via
connector
e Primary resource Location:
ResourceLocation1

Access policy: SSH_policy for SSH_app
Routing Exception: External

Higher priority

10.0.0.1:389 is launched via Secure

Private Access (Resourcelocation1).

10.0.0.1:22 is launched via External.
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{E Secure Private Access 5§ EHIEPH

Secure Private Access IEREEABEERERT —1TEPMUE, TUSHERIEBMANIM (CA)
NEZLEHEFE (SSL) ifH. XN ERAFEEIAIFEIERTERNIFIER. BSINEIEP LM
MRABEEMIERRE(LIEPEE,

LA#ET, Secure Private Access IFH7Z£7E NetScaler® Console HIIEBEER. B 7 EHH Secure
Private Access JIEH7Ff#, 7E NetScaler Console P EIEHIF BB BEIRES X7 BF Secure
Private Access, BIERMIUFNERIEBERE _E{ZF Secure Private Access |5,

Secure Private Access F{ERRIEREIER TIE P9 AFH IEI £,

- [RS8 - IEIEPHR, TEBEZE5EFEIANE (TRIEBIHE) REHEXH SSL RS EHEP,
o HENFHRRIE - 9955 FIEM Citrix Secure Access™ & P imE shHYIT EN BB X BIIE RS
R, YUBEHRGF Citrix Secure Access B IRES, &fFAXEIFH,

HENSMNIBERN T REFEWEEXER, ENAREEREBHIANIA (CA) AR
REIER. X CAIUEBEHBENSMNWIEET+ (RE > IEPEFME) P2 LENEE,
RIGAFE R T4 R RRVIR & BRI,

EBRTEN S IIEIES
LURERRM T A % EEH BN S HMDEENESEL,

ANINIEF
AN ENS M IIBEBRT R,

1. SME I8 > iEHEME.

A TRIWERER RE > EREME T BEFHENNSHRREIE &5, mA2 wE > BEFit
BHNEHRRIE. 98 > BT iHEYIRSHIIE E0 R TR L BIIRS AP E IR,

2. BEHBHNSHRIEET+, AREEARMER"
3. E&IFH, MAERHRT.
4. FEEBXHEF, WERAIREhERH EEIEBX .

« %R CA M eia] CA RIIEH,
« B HERUERRBIKA PEM BAHAZEN I, IEBSITMNRENER—EEREIR CA,
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5. BERE
IEBR AN T ENF BRI R+ 5] BIEBaFIR.

FIN BN E R IEIEIEP (/en-us/citrix-secure-private-access/media/spa-cert-store-machine-
authentication.png)

RAIES
EALOBZ T RE 7 R X B ehE) X" REARBEAIES,

HBRIES
1. BEMBIFEREARABIBRIES.

IREIEBR MR

MRFE—AHBENERZSMES, ERLtEIER RERIRFE S P L N EmERRESGERRIN
Fetho

&=T8 SSLiFH
LT ER4M R T 74 % 12 SSL I BMERES,

ARINIET
N0 SSLIEBSEE,

1. SE RE > EHFE,
2. BE IRSSER EWF,
3. MAIEFER.
4. 12 B, NEBIAMIREHERFH EEIER
« Z¥FIR CA FRiE] CAEH,
- BEHERIEBHSIRA PEM BAH TSR, IEBUAMNPEIEB—EEREIR CA.

5. B (A1) -&MTF PRXIER. (IREBEMER RSA R, BRARTMELIN RSAE
=N

6. B RF
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Secure Private Access » Settings > Certificate Store

Certificates

Server Machine Authentication

These certificates are used for SPA application access.

Search by name or subject Q | ‘ Status Filter ~ Add certificate

Ceriificate Name | Subject | Applications Assigned | Valid From | Valid Until | Days To Expire | Status | Actions

DA-Test-Cert.pem CN=*ngsautomation.... 1 January 8, 2025 April 89,2025 0 @ Expired p @
DA-Wildcard-Exp-9th... CN=*ngsautomation.... 0 January 9, 2025 April 9,2025 0 @ Expired j \mj
DAl.pem CN=*.ngsautomation.... 1 January 9, 2025 April 9, 2025 [} @ Expired i @
DA-Wildcard-Exp-9th... CN=*ngsautomation.... 0 January 9, 2025 April 9, 2025 0 @ Expired f @
AAACA14.pem CN=aaa-rootca, DC=a... 0 July 20, 2017 July 20,2037 4442 @ valid f \mJ
CMS-DA.pem CN=*.ngsautomation.... 1 January 9, 2025 April 9, 2025 [} @ Expired i @
New-DA.pem CN=*ngsautomation.... 0 January 9, 2025 April 9, 2025 0 @ Expired f @
Test-DA.pem CN=*.ngsautomation.... 0 January 9, 2025 April 9, 2025 0 & Expired f @
CAroot.pem CN=spaztnablr-BLRS... 0 May 28, 2024 May 28, 2029 1468 @ valid i @
AAACAT4.pem CN=aaa-rootca, DC=a... 0 July 20, 2017 July 20,2037 4442 @ valid y @

Showing 1-10 of 10 items ~ Page 1 of1 20 rows W

 IEBRANE RSSER EIF R BIEHSIRF.
- BAENARER 7ERENEKIEBNNAREFSE.

BRIEH
IR LURIE R R ERUEER SSLIEH, EIRAILURIBIEHRTIERIEH,

3R SSL iEH(/en-us/citrix-secure-private-access/media/spa-cert-store-server-search.png)
ESGED
&2 SSLIEPHMFTE,

1. BEIEPEHHREETT.

2. 75 IEBXH B, NSRBI ARMIREESH _EEEREHHER XA,
WREFEPERTRE—IEEERMTE. N, EEFEK.

3. B R1E

ERIES
BB T BRI AR AR BRIE 5o
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SLERE

HEAKFREBIRAIEAR N (R HFIH 30 XEOHR) , RASEIRFRENETFEIE
SR XHE R @A

BARRE2MIR™ ZF iR

f&B} Citrix Secure Private Access, EIERILLUEETEITEN LIETTHY Citrix Secure Access B
i, AR RIS ANEFimNBRERIBRPREAABNAIER, S TCP/UDP #fl HTTPS KA
2. WIMIERILUHBRMES VPN R REVKE, MNMAZZER P IRIENPIEFE N BZEREIA
I8

5& T wWindows B Citrix Secure Access 2 P i
B *ZHEEBF Windows B Citrix Secure Access ZFISHI*MAER, 58 ZREEFHTF

Windows BY Citrix Secure Access & F i,

B XEATF Windows B Citrix Secure Access BFIHMEZEER, 152N & T Windows B9 Citrix

Secure Accesso

& F macOS BY Citrix Secure Access & P I
B X LEERT macOS B Citrix Secure Access ZFIHAVIFMAE R, 1BEEH ZEEHT macos B9

Citrix Secure Access & P i,

B XEATF macOS B Citrix Secure Access BFIHIEZEE, 1HEIH i&FHF macOS B9 Citrix

Secure Accesso

&M TF i0S BY Citrix Secure Access 2 i
B XIEEEAT i0S 89 Citrix Secure Access EFPIRIVIFMER, 5L IEEHAT i0S B Citrix

Secure Accesso

xi& i J Citrix Secure Access B IHEHNEZEE, 15815 & i J Citrix Secure
B XiEHTF i0S B Citrix S A ERImNEZER, 155 EHTF i0S B Citrix S

Access,

& F Android By Citrix Secure Access 2% i
B XigEERTF Android BY Citrix Secure Access ZPIRHIIFME R, FBH 18 EEHTF Android

B Citrix Secure Accesso

B * &R T Android B Citrix Secure Access BEFImIEZELR, 152 i&AT Android B Citrix

Secure Accesso
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&M TF Linux BY Citrix Secure Access & I

B X 1F Linux EZ&ZE Citrix Secure Access EF IREVIEE R, 152IR &2 Citrix Secure Access &
FimF Citrix EPA 2 P i,

B XEMAT Linux BY Citrix Secure Access ZFPIRIEZELR, 15217 5&HT Linux AY Citrix
Secure Accesso

Web ] SaaS W FERFFECE R {ESLER

B R mMEK A GBI BIEFHIN AR IAIEEURT Secure Private Access BRSS R ECERIN IR
G-

Secure Private Access PE R B R AER RN ARSI
. FIRB A7 Web RZREFAIE X !

o HRZLAFIHREE AR Web WAIERF X BXBY FQDN BY, {NZ9iZFFBRRECE T 1#1F
7 JoF S RVF (BRI  BYIRIRISREREY, FIOIFIAIE

D=

xR

BNUABUZ TN ARFHZEHERNNATER URL HE0E X BILOHITHHAILES, NR
ETNARFEZHERNNARER URL HEHE X, NIRIEEIAEY FOQDN LA SRES
LEkiRinE, BXFAER, BEALR SRR AR,

o WIFRBINRRBEELATHINAIZFLER, NENRAREFARSEMARREXEK, WAIA
R THELIGNZNARER. B XHRREEIFAER, BEREENIRRBEENEE

o

« AR ZHBHIAREE Web BRI Internet URL :

RNTREAZEME, Secure Private Access IE4E1FiRR SN BIEF X BXBRACEN BIZERFAIRIZR
BREYARER Web MATEFHAM URL, BERFSFERF AN, 1BMERAEHNAR Web K BERF
A& 7 ihinl SR B,

F+F Secure Private Access FRECE NN BAIEFHER URL, RERERERE Internet,

o EXMIERT, WAM Web A ERF URL ERVIARNN EEEEE, HLItihR#iELS (FRIEMA
FEEAMF) .

o XWFHRAEFH Internet URL, BNRER, HRRETF ARSI ENNBREFEEHIMN, 2K
iMBERT, Secure Private Access FBiFItiA A,
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R SRBE T ECH I o2k

Secure Private Access 1EPLACRN AFZR LUHTTIH BB 1T LA T RE ¢

1. AR S N ATERF URL BIREHE X S 1 TAS FA ITEL,

2. WNRIHBIEIE T ¥5H FODN PLEZHY Secure Private Access W A% 2R, M Secure Private
Access 21HA1ZN BIEFE B E K.

o RESRIMUFTRINFEITIHE, EBBAA ETFXEE, #F (RIFARL) FHRIEM RRINFT
B ITECRYSRBR N Ao

« WNRZBRIEITES, MBARLEIE,

3. WNRFKRHBFEHAY FQDN PTEE, M Secure Private Access RABIBRKITAD (HIa@ECFFITED)
SRPCEDiE, WUERN BEF BN,

B 1 BERUTNAREFNREEERE

[ R N A ERF URL X

A https:// * cdn.com

app.intranet.local

“HHR https:// * intranet.local

wiki.intranet.local

EREE TR Rk FAPM X B EREF
PolicyA = Eng-User5 (M)
PolicyB 1128 HR-User4 (4E8)

NS HR-User4 iA(8] app.intranet.local , MEXEMUTIER :

a. Secure Private Access RERMMBE RS, UEXSFIAIE (FEXRFIHH
app.intranet.local ) BY¥EHAPTEZIN,

b. Secure Private Access (%] PolicyA , HIERHEEITH,

c. HFEHARITHL, Secure Private Access TEILAMELE, HEARSMREOEBACATICED, BN
f£ PolicyB ARKPLEZ (Rf app.intranet.local S5 Wiki N AREFR
* intranet.local HHXIHPLAZ) FHIFFIHIRINER,

d. Et, HR-usera #IELEIHIA) Wiki TR,
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7Bl 2 I EERUTNAREFNREEE, HPES TNARFTERERRE

R R FZF%EFF URL X
Appl Xyz.com app.intranet.local
App2 app.intranet.local

EREERFT R4k AR XN BREF
PolicyA = Eng-User5 (RZFH1)
PolicyB & HR-AF7 (MZF2)

LA Eng-User5 ifi8) app.intranet.local BF, Appl ] App2 &R RIEFSHAAY FQDN
PCEC#H1TICED, &tk Eng-Users5 FBFP@EE PolicyA IRSFIHIAIIIR,

B2, R Appl ¥ *.intranet.local EAMEXIE, ABLFT Eng-users BYIHIR)IF#IE
#5, K9 app.intranet.local J¥#EMAICAZ PolicyB , MAF Eng-User5 EBIHIAINY
R

N AREFEERESER

UTFEoRETEXNAREFEERERENESER.

IdP S THAE B NN AR
BINAER IdP HIEAME X SANINEIERI AN AEFEETR, MERIEITUTRE !

- JFRE IdP BB IRHIN AR,
« BIZRBRUADIFFRE FBREINIF) IdP SMIIETTERAF AR, HRFIZREIRENRSNTRK.

- NEARFEEFRELYARERF (BIEFFRAFERNARFENED) , UEEFR
FEEIERIIH, BXER, LN KENAREFFAER.
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" App Details

Where is the application located? *
@® Outside my corporate network

nside my corporate network

App type * App icon

HTTP/HTTPS ' Change icon Use default icon
(128 KB max, PNG)
App name *

[C) Do not display application icon in Workspace app

[T} Add application to favorites in Workspace app
App description
Allow user to remove from favorites

Do not allow user to remove from favorites

App category @

Ex.: Category\SubCategory\SubCategory

N AIZFEEXEAX IdP SR IIETTEATIAE. X8RN AEFIE—SHRNBURT&
TN ARFEERESBRIRRE,

THECE
1. FFAEE B FODN EEERIR BN AREFTR, HEEMRFEDH,

Flan, MREEILANBERER Azure AD B4 IdP, FHBEEHLTACE
login.microsoftonline.com FEMAEXIE ( *.msauth.net ), TEHITUATIRIE !

o SIBE—NERNATER, HEF https://login.microsoftonline.com {ERRNAIEF
URL, *.login.microsoftonline.com #1 *.msauth.net f{F/9%H X1,

2. ZECENAREFN, EEARARERNAERFERET. §XFAEE, BEREENARER
FAER.

3. NEANAREFRIREINNRE, HAMBAFRERAR. BXFHAER, BENEERRE,

4. FipERBEORREMAR. BXIFHRER, BERMERINF.

5. WiIFZUTAE, #IA FQDN SN AREFTES, H B RBIRMEARIT.
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HENEXEFRETS T NARF

X IEN BEFIRE R, HRIVECE R fE FEN AR IR R,

THEERY FQDN Z0&@ECTT FQDN R Z(R, NAJREBE AT el

« b fEIEMBFHAERERER N,
* 18] URL BY AT 8ER HH IR EI 4R PELLE DI T
- BEREATBET AN E,.

ik, FOVRWIER NN AR PECEME—BY X B,
A EMRVECERA
- 7 B2 T NARFNESEXE

BIREER AR, HEHREEH Okta (example.okia.com) ;

MRZ M ARFERE

RMREF RIFEfERF URL % P
Appl https:// example.okta.com
code.example.net
App2 https:// example.okta.com
info.example.net
ERE&RFR R4 AR XN BERERF

o

848 Appl 3508 HR

R4 HR EATF Appl

BF P E AN ihiR Appl BIY F RFRPAFRE AN IE
FR Appl
=5 FrE N"ihiR] App2 BYY & RFBRFAFRE AN AN
IR App2

EENE . REENEILFABRF IR App2, BRIP4 HR AR App2. FIF4E HR HE
EME Okta, BETFEHE—NMELIIR Appl FIRBETHRAEL (Appl tLEH S App2 HHERIME X

1%, example.okta.com ) o

XMERN T Okta FHMREEEER, B LAEFEMESHERX BN ERERNA
EFH. BXRBIEMLARIFMAESR, BEEFRRETEMRTR.
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A EREIY

a. MFTENATERFFMIER example.okta.com {EI4H X 13,

b. &/ Okta BIE— N ATEF (ENAIEF URLA https://example.okta.com , #H
xigf *.okta.com ) o

c. MEERIRREILLN BRERF.
d. NEREDE RS LR LCERRERHZE,

BR{ESCRR !

— T ARFINEXEAEES— T NAEFREXRES,

o MREZEXMENR, DACBE—THHERTNARFRESHZAEXIE, ARHERNMIE
BRI FR.

- ERRUFIFE M SR X R T A e ST R RIS h.
- MBRBRFFIHIUERED, NELALARFH, BEFNRRRRARS R
T LM e R

L L R T

ENAEREXESES— T UAEFREENTET, BEEATLMRBBREENR, BidEEmss
XL RIEF IR R E SR NER, Secure Private Access ISR ER (&E > MNAEFE
) RETHENBEFFEEEEENEEIIR. WRERTEMINXRER, TIERHAIER,
BIER A LOET B HEMNIEE B ZiaNRIE R R SRR R,

FERAREREMAPNUATES !
« FQDN/IP : HAERCEREMHAEEH FQDN T IP ik,
o B WARRFEHERE, FNMNARFEENAEE. R - SIREBHAER.

o POEB - MARIEF BSNERRY, (EREATUET EERIRERANEBIILE,

o PSR - L5 - 1 RE®5T Citrix Cloud Connector™ B&H, £udTiEESRIgE FACERN
EF Web {I#,

o SR — MEEHE R EEM,

NREFEHR, WRPENITRER—NERET. BRRHRE, BEERVRETE5Z%E
X BN = AT ERH BN AEF A
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ﬁ}ﬁﬁiﬁ NERE RN R RME, MRADERRMUE, WEENNBREF RRAET!
RER—TZATE. HEFREEERLN, FERUATHR
RO ZFLE, BEIRIL FQDN X B 725 RILiE,

o RE D RE VPR A X TR TEARBZENEH, MEEMRNARER. SR X X
#Y, BREZKERER. U5, WNREFERMACER FODN, EERAILUEEEASERRKH,

- & BEREF (RA) -
o #BF D REEMATAMIFRUENENRAFEEE, HIRERETRFRES.

N AR R AVERARAR] F FEN AEFEC ERRE i HER FR SR, EAREEEIFRAITE Citrix
Secure Private Access™ RS BIREZEFIS B N RERER E 2P HE

HREFEEE URL
I FRERERE URL, IUNASBMNERER URL 8N4 X i -

1yl

NI AFEFH URL BRE https://example.okta.com/deep-link-app-1 {EAERNBER
URL 13, X EEREMNATER URLIE, Bl *.issues.example.net o

EXMIBERT, BHMEIZE—1URLA https://example.okta.com B9 |dP NAIERF, SASEEHE
XIHIGEN *.example.okta.com o

[z 2R R =28 A P (K565 BE
Citrix Secure Private Access™ NBER A LUBIT AT AIAIR -

o 3@3d Citrix Secure Access™ Z i .

o 518 Web/SaaS WM ATERE . B R Citrix Secure Access B iEfE, REZBFRIMUEREARN
FWEEE: (FIE0 Chrome) ifi8) Web/SaaS WM AIERF.

o j}ia) TCP/UDP W FETEF | & Citrix Secure Access B iRfE, RARBAOLUET R iE
NEARRE (BIinini2f®m i (RDP)) A8 TCP/UDP R AR,

- ERERR : RIFAFEEL Web NRTER, MEREFiR. REXAPETHREHRELRZE
TREFmAIAIGE SN Web NABTER. RELBFA IFEEANRKREPHANAERZER URL B
IR
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38 Citrix Secure Access 2 P15 18] Web TR

1. & Citrix Secure Access & i,
2. BIRSIFRRIEE, FJAAYVINESS (B0 Chrome)
3. ENNEF, WALERRBEL Web NBIERFE URL.

381 Citrix Secure Access Z %1518l TCP/UDP [ FBIZFF
MNMREET RDP, RABFAIHITUTEEFEESR) TCP/UDP NAER,

1. & Citrix Secure Access & i,

2. BiUZemRRER, BIiEiEREER,

(88 Citrix Secure Access

citnx | Secure Access

= Status

Connection URL
Home page

Current Session
& Started at 03:48:48 AM May 28, 2024

Connection Duration: 0d 00 h 00 m01
Internal network address : Not enabled
Data Sent

Data Recerved: 2

& Crtrox Secure Access

Secure access session is established.
To end this session, right-click the Citrix Secure
Access icon and click Logoff.

& Remote Desktop Connection - .4

Remote Deg.ktop
< Connection

Computer e
User name  cirte admn

You will be asked for credentials when you connect

o) Som Qo -

a. ¥ Windows 2, A B RmERE, SA5I% Enter,
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b. MAZEERAVITENEY IP ik EH %o
c. Bl EHE, RARSIRERTERARE,
d. WAZEITENNBFRNEN, ARRE BE.

MEEEIITIEEEEE, REAFPAIUSREITENHITR

& X Citrix Secure Access BEFImINEZE R, 15EIH Citrix Secure Access & o

BTFRETRBHRNEERRILE

ERERISERRETENELVBEEER K Citrix B, EFEH Citrix Cloud™ 5ZENZRAEZ
ERESEE, TF SRS EMBRYE BRSNS ER, ERREETEBEERTE
FHRAFPRENENEIR.

FREGEEERERANFA HTTPS 50 (443) 1 TCP XN EEERISEE I IR, FEZERFEAE
¥, F0¥F TCP i[O 443 FILAT FQDN Hif :

e *nssvc.net

* * netscalermgmt.net

 * citrixworkspacesapi.net

 * citrixnetworkapi.net

* citrix.com

e *.servicebus.windows.net

* adm.cloud.com

EREEReEIREZST AN
L EENARMETRER N NESERBEE,

BEXIREERFIENEZER, BSREATRSEESRIE.
2. ERMBELR LT AIFIRILER KCD HEER A Web NHERF, ERMU TS BREE KCD :

a. FHEREEILEFMAZ] Active Directory 33,

B0 Active Directory M {FEFREBTEAZE Secure Private Access BY{#F Kerberos £9R &k
(KCD), BXHREEFEFMIFKRIZMNILIUEFEF Connector Appliance,

- f£/ Connector Appliance #EHIEFIZERY 1P #illk, TEXIEEH %S Connector
Appliance EIEM DT

© 1997-2026 Citrix Systems, Inc. All rights reserved. 232


https://docs.citrix.com/cn/zh/citrix-cloud/citrix-cloud-resource-locations/connector-appliance.html

Citrix Secure Private Access™

- 1E Active Directory &85>, & + AN Active Directory 3,

MREBNEIRTIE P RE Active Directory HE845), BEAR Citrix® BRI AT S Ao
o £ EHRFERPEAER. BEARM.
« Connector Appliance 1e&E 1%, MNIRICEMIN, FHFTFHIMA Active Directory X1iEiE,
- WABEFIEIMAER Active Directory F8 P8I P &35,

« Connector Appliance REN—TIT BN, BRI UARBEEINNSTN, HiRHER
oHITENSR, KERZAH 15 MFRH. i FitEVIKF %5

2 Connector Appliance A Active Directory 158, IitENBINRFEEPEIE,
° %EEI}J”AO

b. J9%B i EHIHEIE Web IRS2380&E Kerberos YR E ko

Active Directory domains

Add or delete connections to Active Directory forests below

+ Add Active Directory domain

v ConnApp-lZBylwhéaaa.local |}

« IRFIERRLEFRITEN BT ERIMMNEEMERERNERESS Ul REULHT.
« TE1&8Y Active Directory gz £, EHERSRIRETEN

« %3 Connector Appliance ItBHIKF BB, ARESMEIERET+,

o EFRUEELHENUERGEERS. , AREFRERERSBIEIEDN.
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=

File Action View Help

Active Directory Users and Computers

I ER IR EEER R XS5 45K

[ Active Directory Users and Computers [® g ] Name

o T Covind Muenvine

| Location | ManagedBy | Object | Secuity | Dialin | Atribute Edtor |
General | Operating System | Member Of | Delegation Ip—lumwcm

1% CONNAPP-L28YLWH Computer

Delegation is a security-sensitive operation, which allows services to act on
| behaff of another user.

° %EE%&,JUO
- BRAPHITEN.
o A BT Web RSS2 1T BN BT,

SSaso

O Do not trust this computer for delegation

Trust this computer for delegation to any service s only)
(® Trust this computer for delegation to specified services only

O Use Kerberos only
(® Use any authentication protocol
Services to which this account can present delegated
Service Type  User or Computer Port Service N
< [ | >
ET—

OK | [ Concol | [ oty |[ Heb |

KRR TRELF. 7T LET, KCD2K8 2 Web Ak

CONNAPP-L28YLWH Properties

?.x||

| Location | ManagedBy | Object | Dials

Add Services [2] x |

| General I Operating System I Member Of | Delegation

Delegation is a rity itive operation, which allows services
behalf of another user.
O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerb only|
(® Trust this computer for delegation to specified services only
O Use Kerberos only
® Use any authentication protocol
Services to which this account can present delegated credent|
Service Type  User or Computer Port 9

Do n

To allow services to be del d for a user or select the
users or computers, and then click the services.

To select one or more user or computer names, click
Users or C = Users or Computers...

Available services:
Service Type  User or Computer Port Service Name D

Select this object type:

|Usets. Computers, Builtin security principals, or Other objects I | Object Types... |
From this location:

|aanocal l I Locations... I

Enter the object names to select (examples):

KCD2K3 [ Check Names |

oK || cancel |[ Apply

| [ He

° Efﬁﬁﬁio
o EIFARSIER http,
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B
b

CONNAPP-L28YLWH Properties

Location | ManagedBy | Object | Sec Dial
General | Operating System | MemberOf | Delegation ||

To allow services to be delegated fora useforcomp\.ler.selectﬂ'leappmpriate
Delegation is a security-senstive operation. which allows services{  USerS or computers, and then click the services.
behalf of another user.

To select one or more user or er names, click
O Do not trust this computer for delegation Users or Computers. compLt Users or Computers...

(O Trust this computer for delegation to any service (Kerberos on!

) A ] X Available services:
© Tosstthis computer for delegation to specfied services orly Service Type  User or Computer Service Name | A |
O Use Kerberos only KCD2K8 |
(® Use any authentication protocol KCD2K8
Services to which this account can present delegated credent KCD2K8 D

Service Type  User or Computer Port 4 |i KCD2K8
KCD2K8
KCD2K8
KCD2K8
KCD2K8

Sp— 2

Ok |[ Cancsl || ooy [ Heb |

° %a-:lﬁﬁlrio
- BEHNA, ARREHE.
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CONNAPP-L28YLWH Properties _

Location | Managed By | Object | Security | Dialin | Aftribute Editor
General | Operating System | Member Of Delegation Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.
(O Do not trust this computer for delegation
() Trust this computer for delegation to any service (Kerberos only)
(® Trust this computer for delegation to specified services only
() Use Kerberos only

(®) Use any authentication protocol
Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service Ni
http KCD2K8
£ m >
[ Expanded Add.. | | Remove
| 0K || Cancel || Apply || Hep

Eit, 5 Web [REFJ[BANMEBREIFIZE Mo
A EEEIREEE Web IRSZIRECE Kerberos 4R ZE Ik (KCD)o

e

o AT setspn WHHFHETERE SPN HFMBIRSEZMKF,  setspn -S HTTP/

<web_server_fgdn> <service_account>

\Windows\system32>setspn —s HTTP/kcd—1bh.aaa.local aaa\svc_iis3
hecking domain DC=aaa.DC=local
egistering ServicePrincipalNames for CN=svcacct iis3.0U=Users.OU=KCD.DC=aaa,.DC=

local
HTTP/kcd—-1bh.aaa.local

pdated ohject
\Windows\system32>_

o FARUTHSHIARSIKF B SPN,  setspn -1 <service_account>

\Windows\system32>setspn —1 aaa\svc_iis3
egistered ServicePrincipalNames for CN=svcacct iis3.,0U=Users.OU=KCD,DC=aaa.DC=1

ocal:
HTTP/kcd—-1bh.aaa.local

00 % S ey S e —— e e S PR, |

\Windouws\system32>_
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NEEEE TR QIEE IR,

o RIBB BN Web IRSEFHCE Kerberos 29K 2k (RHAHEER) , MIRAI CAt
BNHSMBIZER Ul

EEAPTTENA, EFRSKF (B30, aaa\sve_iis3) o

[ CONNAPP-L28YLWH Properties | 2] X | Add Services 2] x|
[ Location | ManagedBy | Object | Secunty [ Dialin | Atrbute Edtor | To allow services to be delegated for a user or computer. select the appropriate
| General | Operating System | MemberOf | Delegation | Password Replication | users or computers, and then click the services.
Delegation is a security-sensitive operation, which allows services to act on To select one or more user or computer names, click
behaf of another user. Users or Computers. Users or Computers...
© Do not trust this computer for delegation Available services:
O Trust this computer for delegation to any service (Kerberos only) Service Type ~ User or Computer Port Service Name D
(® Trust this computer for delegation to specified services only
O Use Kerberos only
® Use any authentication protocol
Services to which this account can present delegated credentials:
Service Type  User or Computer Port Service N
<] m [ S |Seleﬁ this object type: I
B ) Users, Computers, Built-in security principals, or Other objects | ject Types... |
e [ e e
e From this location:
|aaajocal I | Locations... |
Enter the object names to select (examples):
|[sveacet is3 (HTTP Aerblb a3 local @AAALOCALY | Check Names
ok | [ Concel |[ ooy J[ Heb ]

IR H, %EFZBServiceType: HTTPHIAF S ITEM] : Web BRS328 ()40,
kcd-1b.aaa.local )

| Location I Managed By I Object I c Dialin Atribute Editor To allow services to be delegated for a user or computer, select the appropriate
General l Operating System | Member Of | Delegation users or computers, and then click the services.
Delegation is a security-sensitive operation, which allows services to act on To select one or more user or computer names, click
behalf of another user. Users or Computers. Users or Computers...
© Do not trust this computer for delegation Available services:
O Trust this computer for delegation to any service (Kerberos only) Service Type  User or Computer Port Service Name | A
(@ Trust this computer for delegation to specified services only HTTP kerblb.aaa local
O Use Kerberos only http tptdb.aaa local
® Use any authentication protocol HTTP tptdb-gw.aaa local D
A o - hitp totdb ———
Services to which this account can present delegated credentials: HTTP PT——
Service Type ~ User or Computer Port Service Ni s ket 33 Joca
iisadmin kerblb aaa local
mesve kerblb.aaa local A
< >
< 0 \ >

EE— [femoe |

ok J[ Cancel J[ ooy J[ Hep ]

BHATE,
BHNA, ARREHEE.
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location | ManagedBy | Object | Secuity | Dialin | Attribute Editor
General | Operating System | Member Of | Delegation | Password Repiication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

O Do not trust this computer for delegation
(O Trust this computer for delegation to any service (Kerberos only)
O} Trust this computer for delegation to specified services only
(O Use Kerberos only
(®) Use any authentication protocol
Services to which this account can present delegated credentials:

Port Service N;
HTTP kcddb.aaalocal

Add... l | Remove

d. AEIEERSKFEE Kerberos 4R ZEk (KCD),

o MNREKRTN, B SPN RMEIARERSMH, . setspn -S HTTP/
<web_server_fqdn> <group_manged_service_account>

o ERLITESHIA SPN.  setspn -1 <group_manged_service_account>

HFEAITENKARINERZEN, AEERSIKFTT/EE Users and Computers

RHPETR, RIETTEFERENAENITENKFRIZR. Ht, EeIL0EEE 4 RmiEss

Ttk SPN fERZIRSZBEARINE CA 1T ENIIKF,

o EEERSHITENBEFR, SMEIBRYEBRETF, HEX msDA-
AllowedToDeleteTo JEI.

o Y®%E msDA-AllowedToDeleteTo attribute , FA/EZI0 SPN,
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General | Operating System | MemberOf | Delegation | Password
Location | ManagedBy | Object | Security | Dialin

Attributes:

Aftribute Value

msDS-AdditionalSam...

msDS-AlowedToAct...

msDS-AlowedToDele... http/tptdb-svc-accnt.aaa local
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CONNAPP-460752H Properties 2] x

GenetlepadngSystemlMenbetOfIDelegammlPaaswordRepicahon|

Aftribute: msDS-AllowedToDelegate To

Value to add:

Values:
|hﬁ-ﬁkcd{-t-msaﬁVCﬁcanaanocd

-SVC .aaa

OK Cancel Apply Help

)
e. M Citrix Gateway ZE#88™ T F] Citrix Connector 3&#&o

« BTEEEM X EEHRER SPN IRENARSSKF, EILANRREERHE Kerberos I
BiERF, NWEFNRSKARIEREM SPN, ERILUBE U T DEBENRSIKF D
ECHYFRAE SPN ZI&R, HFFEIEEN CA HENKFNEIRSEE.

setspn -1 <service_account>
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\Windows\system32>setspn -1 aaal\svc_iis3
egistered ServicePrincipalNames for CN=svcacct iis3.,0U=Users,OU=KCD.DC=aaa.DC=1
ocal:
HTTP/kcd—-1b—app3.aaa.local
HTTP/kcd—1b—app2.aaa.local

HTTP/kcd—1b—appl.aaa.local
HTTP/kcd—1b.aaa.local
HITP/kerblb.aaa.local
host/kerhlb.aaa.local

ANWindows\system32>

7EIERfIF, SPN ( kcd-1b.aaa.local, kcd-lb-appl.aaa.local, kcd-1b-
app2.aaa.local, kcd-lb-app3.aaa.local ) B9 KCD EZi&,

« FFAFERY SPN fEARIRSZ B RINBEZSRIRETEIIKF . BXIFHER, BBRATR
M ERE IR a1 EYIIKF BIEZE R

CONNAPP-L28YLWH Properties B

Location | Managed By | Object | S_ecun't)' | Dial__~in | Attribute Editor
General | Operating System | Member Of _ Delegation _ Password Replication

Delegation is a securty-sensitive operation, which allows services to act on
behalf of another user.

() Do not trust this computer for delegation
(U Trust this computer for delegation to any service (Kerberos only)
(® Trust this computer for delegation to specified services only

() Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Servict A
http tptdb-m-accnt.aaza lo...

hitp KCDTPT203

HTTP kcddb-app2.aaalocal

HTTP kcddb-app3.aaalocal =
HTTP kcddb-app1.aaalocal

HTTP kcd4b.aaa local o
< 1] >

oo

| oK || Cancal || 2oph Help

FULTREIT, FRFER SPN BFAZIRSEENINE] CA HEAKS,
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AR EEREM X EEREN, X SPN BEfFAERIRZEMIZIRSKS . HTFEFBER
ARk ZER, FILATAMARSS K B EfR T+ PR X R B

f. 1E&1@& Citrix Secure Private Access™ XHi3Ki&E Citrix Secure Private Access RS, 7E1&
EidFEH, Citrix Cloud £iRFEFR Connector IEEZMNERE, HERATITEEDENE RN
Bo

« BARLZ2IEIARAN

. RERANLZEIFIHIRA

« SEAT=HIRSEHY Connector &%

o BEXMEHEER,

o P Web [ FBFERE (/zh-cn/citrix-secure-private-access/service/add-and-manage-apps/
support-web-apps.html)

ISIFRMY Kerberos EiiE

WRITRER Kerberos #TRERER, EAILLM Connector Appliance BEXEREIE Active
Directory %28 F B ER T IEH. Kerberos WIEINREEFRENSISIE Kerberos (UIHIEERE D
Kerberos £95RZ ik (KCD) E2i&,

1. %3] Connector Appliance EIEH M@,

a. NERELNEIEIERFA Connector Appliance #2HI&, f5 IP ik § HIR5X s 25 hhkf=,

b. iASZEM Connector Appliance BYi& BRI,

2. NELANERHER, KiFEKerberos Bil,
3. TEKerberos IFxHEIER, %EiFEKerberos EIiFREI,

4. 3I8E T EE Active Directory i,

o TNRIFIETEIIE Kerberos UHIRTVECE, N BIIAFEEEfA Active Directory 15,
o« INRIEETTRIE Kerberos YYRERACE, WATMEMAMPENIZTIRAFFHITIERE,
5. 18EMRSS FQDN, EIARSEIMBEN http o HIREIEE ‘computer.example.com”, X4
WAL http/computer.example.com #H[E,
6. IEERF 4.
7. WNRIFIEFERIE Kerberos (UFHRECE, 1BHZAF RIEEEN.
8. &l Kerberos,
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INER Kerberos BCEEH, FSEFEE Successfully validated Kerberos setup o J15E

Kerberos BECEERIER, EREI—RERHR, HPRMHTHEXWIERKER.

HUEM A/ NEEEI

ASEAN BT AFRER ERRGEE— RRIENHE TCP ERBSIHE Web RIAH
RIBHIEHES

Web 1 Saas W

EEIEFEDNNREHZF KN 2 1 vCPU 1 4 GB RAM. A7 LM SR AMFE M, BINES

ERMERRILE.

EREFER - 2 1 vCPU. 4 GB ATFH] 10 Gbps M-FA/NIEERR L E Al THRFA T IhEE -

- BHMHZ 500 D Web MAER (BLRK) .

- BUEFWEMLERIX 1 Gbps,

XLEHFETE 90% CPU FIIFZEM 80% NEFFEAXTRFH.

TCP MARTEF
EEIEFEBWNREHZF KN 2 1 vCPU # 4 GB RAM.

EREFSR : 2 1 VCPU. 4 GB ATFH] 10 Gbps M-FAR/NIEZERR IR E Al HRFA T IhEE -

« 2% 50,000 M H A& TCP iE#,

o BUREWBEMNEREX 1 Gbps.
XL FETE 90% CPU FIIAZRF 80% NEFEAERTFHA,
EBAEE (Web. SaaS. TCP)
EEE . —MNEB 2 1N VvCPU 1 4 GB RFRIEESSISZ oI U T IhEE ¢

- B¥WERZ 300 ™ Web MAREFIER (2K -
« &% 10,000 ™% TCP &E#,
&

- BARBIEERELEREX 1 Gbpso

XEHFRE CPU FARKET] 90% MREFEARAET] 80% HER FFHA.
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NTEBBHEY Web NAREFIBER (REWE) . HA TCP EENFUHERINRFRIRES
XK, BFLETRNNE S ERIRLERIERYT BEERRILS.

R EREA

LR ERTE—/ B RAEEAN CPU ISR 80% BY, EREMEN. BXEZER, BBN &
@A,
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23BN 510 SRS A BN S

FHSBREAENET, NAEFREMNEMEIVHREXERE, HIE L TXEMNLZEREK, A
[EERXMNARRFRIAIR, FILRHEEX X, EiRAFRHGRRER.

Citrix Secure Private Access™ RSB B &N IIRIRERM T —MEENFEENNGE, ATANA
BFREZ 2R, BENIMEEEREBRE LT XN AP RN AR EAL I,
XERY LT —iEE -

- BRMA (BRMABARYA)

- 8% (REHBHIRE)

o B (MIRUEHMKAE)

- RESE (RESHRE)

BS&ERN iR ThREN B &N RN A FIEE AN AIEF., XEHERIBIE E T XHWEXK, HiMH
EhASIFRLRSEE, LIS aiEdeihia)il Web, SaaS. TCP #1 UDP WA,

TERE

ATERTIIERIFRNARER, SESRERP. BR4A. ARnRNAEFIREURAFIE
N2 FRILE (%@ZWJ%ME) BIEERES,

BEMN G RRISTE L TR PR TITE

« £ Secure Private Access IRSZH#& Web. SaaS. TCP 8 UDP N FTEFHAE] — 2R LtbAF
WIERIFRINBER, WiZBRTAERIEPRERINBER,

- BEHNARERFN - EENENAERFE, IRBENREEINELIR, MENAREFZAE
WAE, AP BTERIEZNBER.

e fe U= g UL T o

BRI TE RN REERRIEZMNMARIMN, FARRNBEF A ARERRIL RS, XN
A RN BT HTTP/HTTPS #1 TCP/UDP N AR, FheXLEERE— R

I 1a)BR &4 2B Google Admin console BCi&, MARE7E Secure Private Access REHEEE,
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MNTE Google Admin console > ¥l FEE, XLEHNZS DLP BXBERKIKE, HIAIAMK
Bl FELETHIASHILT 2SI URL ik,

& X 7£ Google Admin console H14 Google Chrome SIEHERIMNAYFMAER, BFEHUTE

o

79 Chrome Enterprise i&& Chrome Enterprise ZE#%23 K&
o BURFRIPFLI

Fo R

WMEREENAFEENRARER. BXFAER, 52H NAFNINARER.
BIRIFII RS BE

. FT7F PhiR)ERRS TUmE, ARRT SIESRER.

- B AR R MR ERBE H

T MRAER , EROTERRIRITILRIEHIN BEF SN AEFE.
. B eEMN SRR EUERIN,

=

N

w

I
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Step 3: Access Policies
Create policies to enforce application access rules based on user context.

“— Create policy
Create a policy to enforce application access rules based on application context.

Policy name *

policy-test

Policy description

Policy description

Policy scope
Application may contain HTTP/HTTPS or TCP/UDP apps. To save the policy, at least 1 app must be selected

Applications

10000ft Demo Test @

Policy rules

Access policy rules are enforced based on the priority

Search for arule

| Priority Order | Rule Name | Rule Scope | Condition | Description

Showing 1-0 of O items

[0) Enable policy on save

Page

of 0

o

| Status

Q- ((tospionses )

| Action

10rows

5. BMAMNBMAMNEREDR, AEEE T

. Step 1: Rule details

(1) Rule details

Selected applications for this rule
e Conditions DNS Suffix Testing BitBucket
(3) Actions Rule name *

’ Allow with restrictions
(4) Summary

Rule description

Enable access with restrictions I

TN
[ Cancel |
hN S

6. EEAP &G BPRGERTRAPINRNAEFREIESRM. ERILUERSM, AREE

B, BEERF.
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Edit rule

G

Conditions

Rule Scope

(3 Actions

®

@ Summary

User*

Select the rule scope from the following options

Applicable to both HTTP/HTTPS and TCP/UDP apps

Applicable to only TCP/UDP apps

Only users and groups with a valid email address attribute in the

directory are available for selection. Use the Domain Mapping feature to
allow groups without an email address.

X
Matches any of N Select IDP N
Enter name, user ID, or email address
™ Selected users/groups (30) o
‘ Filter by name Q ‘
| Users/Groups | | Action
eng.london Group found in Google Workspace with valid access
O Email: com 1dPtyper/  goptings o @
Domain: .com
eng.uk
C] Email: com IdPtype: Ad OID: cf756d47-082d-4cef-b621-661cf15e1b27 (V] @
Domain: .com
eng.westeu
C] Email: com |dP type: Ad OID: 58f19018-33ef-4al15-8bb2-1282ca5019d6 (-] @
Domain:
= - )
\ —
PRI T H AP —I

« CEEUTFERI - (NS5 FERPY LB ERRINTE BB TrmEEsBy AP sainin,.

/%\ J 1ﬁ
TS
NEX

ﬂﬂz

|=|_

B iﬁu A =] )
o RECECME(ITN - RIFRRF BT BB TR A P s S BIFRE A R S4B 1A 1Rl.

N
_ NN
Bxz N =) &2
° /l_.\__l-l‘/(l_ AR AN
AR H

S RRBIN. BFHMEF ID AP EELIMERAF A, ]
| HIRFIEMAFIARNR, BMER—AFPEEZ KPR, B X I1F4H(E
SRERA A,

IERRES A FIA, LUEIEMIT Secure Private Access HRE&, &M,
HE. BXFHAEER, 15

XA BT
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7. BRI EG, LUBERF 2@ TR T EIME P imEE Citrix Secure Access & F imiE
ERRFINAEFIAR. BXIFAER, BERETIHRE R,

SRR R R SRR B P SR FE M E MR A E SR,

8. (ANk) B + AIMRIE L T SCRMB &M
HITARIE L T SORMRMERY, FxtXLERHENA AND 58, HENEHERAPMENENETF E
TXHIZRME, FRITMEREE, ERTLURIE E XX AT &M
o BB - EERIJUKRBFIBRNBRFEIEE,

o EESATERIR : XA MY B ERIMIRAIE 510 R B2 P s P A5 R R A
EFo
o FECECEMI : BRTREFFIMIBUENARRBFRAZN, FIERAFRSAFRARER
ERGIEIEYES
- MRE - EEA PR BEFPRERNRAMNME,
o EELATERIL : RAMRFINEMEFNER— LR AEFNAFSAFR AT
SR AR,
o AEAEMEIM : BRTREFMIIMEUENARRBRAZH, FIERAPRAFARER
FRin R R,
- RERBHEE - ERAFIREUIHEHRMET BEHRINARER.

9. %EE“—F_@:HO

10. RIEFRHITEERIEREN AR,
. ST
. ST
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Step 3: Action Changs routing details %

Actions

@ Allow access

() Deny access

Routing exceptions Q
Changing the routing type or resource location for these domains will create a routing exception. Routing
exceptions will apply to all users in this access policy only. Learn more Vi
Search for adomain Q ‘ /
FQDN/P | Routing Type | Primary Resource Location | Actions / [ - =
www.wikipedia.org External f //
*wikipedia.org External f
Showing 1-2 of 2 items Page 1 ofl 10 rows v

&S] -

11. (Fn%) MRFE, EIGEENRBERENAFMUE, BEAGINTDIRI X RIFERIE R
FRIANINRI R A2 i B R B BR R 15 R

o TERREEERT, (EgmER

o OB MEBBEIEEIRIRE T . WTF Web NABRER, MREEZET OREREH. T
SaaS W Hﬂ?‘l‘zf“ e R EEER IR E IR B WS ER,

o PNER - L3I : 1552383 Citrix Cloud Connector™ & &8 H, SO37EEERIGE
BoEBMZEF Web I,

%qz /)ILE ?&;}ILFI__‘EH’*MO
- ERFMUET, NELE, BRERUE, ERNERTAERERBEE.

BEXETFTXBEANESER, BEHET L TXHNAREFRBENFRUEEE

BRI, ENVFIIERRREIE .

i CilTIX | Secure Private Access

Zero Trust Network Access to all enterprlse appllcatlons
toall enterpris

Step 4: Access Policies

Google Chrome Integration
Create policies to enforce application access rules based on user context.

Showing 12 of 2items  Page 1 of1 S0rows v
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BRAFSA
TEENAPERERE—MWER, MEFHNE—THERUTEMFMER, UEEAILUE
BHXDREE. MBS HRMEE (1dP) PEILHAFHA !
- 2 - AP SANE RSB,
BFE — 5515 X BXAY B F B4tk
IdP 38! — SR, 540 Azure AD. Active Directory. Okta 3¢ Google,
OID — B3R ID KL LIRIRF.
. 5 - AP SERRE R,

IERILURR AL, BIBREDT, HEERZS N REHERMRPMERNSFE—ERER.

WirAFMARS

EEAF AN, EERTUEIEFTERAF BRPHFZEEEES Google Directory [E4 3 IEFAEC
B, Secure Private Access REERBHAF ARSI FEEIER T, TN, FJESHIIUTE

H -
=

KPP PRREK,
FRRFAE -
£ Google EIEZFIEH, FHP > EEUMBA > BV R D ELTHFIRSIKF . SPAFE
XL PRRIGIE A P B AR S F .

- BREEARRED,
BRI
ERIXTHAF HEARS Google Directory 4%, 7EFER SPA K& HI, BENRERLAKE
Google Directory [E#%,

- BABRIZERE,
FRRTTE

£ Google BIZZEH aH, ITAPMERARIFRIRE, HHFRETUBEBERR EVEET A
R 53" T

L INBEINTE Google Chrome SR AL TH5E RS R Fo
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HERBEFRICENER
- ERRMERSE R ERAN NS T, HHASH. NRRE, EATULAXLEAN, B
2, EBREVEA—AN, UEEEAFEHRS.
« BUAMBRT, BRARHE— USRI, BRENEAES. RERESRENANRESE
TS BN (n) FEEEXHRME, WRTET— N (1+1), HIEEH,

AR NG -

FRIERIE TR AN, FN 1 AW 2, MW 1 DELAF A, N 2 HELEAF B, ARXRK
THNE=HITE RIS 1 M 2 OELRAF Ao EXMERT, MU 1 BEEESHME
Ko FNRMN 1 PRFRMHSEHE, WAEZBMN 1 HBIFN 2, BN, NRMAN 1 FERISKAERSE
e, MR 2 MATFARF A

BT IgEHEENIGA

BIRIEAPNENARFNTE @EHREHXHEN) BEBEN AR, BRHBENT

B SRESEC BN E IR,

« TSR 2 I ZHTIET, REFRMFHE
o RIS BRIRE

« TEARERECE.

W4 Ruledetails

(2) Conditions

9 Actions

o Summary

' ™
[ Cancel )
A A

Step 2: Conditions

Rule Scope

Select the rule scope from the following options.

@ User

Applicable to both HTTR/HTTPES and TCP/UDP apps

O Machine
Applicable 10 only TCP/UDP apps

User*

l Matches any of N l aaa.local

AND

Desktop \Vg l @

@ Add condition
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E TN BEN I

EEGALARER P RN ARFIIBEEBEN PR, ZUERIURAF HRNAREFS
EZRMX, WAIUZRAPHNEME, WEMERER 1P tiEESFMithik E XA,

BIRIEMBRE DTS AREE, BEAUREES NG SETS ARSI, FHTATE
e
BB RIETES, BETRIRE
 YERR MBI S TAAE
- MREERES MIBUBRNEME, BRECHEREEUTENZ—
- TRERE— - HIR AR S SRR TR RN E R B R
B,
o RIERAA—A - MO BRI B S B TR BN E R B s B
Ao
g3 SN

o YISHEFHIBAIE, NIARIBERMEXEIERZER 1P k(LA A BYIR 1P ik, SIRAFAY
IP bk ARSI ERBS B E SR/MX, NN A iZERRS. QIREIRAMXAFICE, MBIt EE&EN
RESFIHE T — T BB R,

o WFMBMUE, EAIEFEMENBZUENCIENBMUE, ECIZFHINEMUE, R EE
EMSAIE,

o FRIEE M Citrix Cloud > StoreFront Cloud > Access > Adaptive Access |2 B&MNiH
0o BN, ETEMILENE. BXIFAER, BESRABEABENA,.

o #EBILAM Citrix Cloud #ZEHISEIZMEAIE, B XFHER, 1ESHCitrix Cloud WELIE
[iTR=
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Rule Scope
(2) conditions ) .
Select the rule scope from the following options.
9 Actions =
Applicable to both HTTP/HTTPS and TCP/UDP apps
9 Summary Applicable to only TCP/UDP apps

User*
{ Matches any of AV ] { *Ad N ] aaa.local A\ }
Enter name, user ID, or email address Q }

\ Selected users/groups (1)

‘ Filter by name Q ‘ ( T Remove selected (1) )

| Users/ Groups | | Action
gwaasdevuserl
Email: gwaasdevuseri@scte.cep.citrix.com IdP type: Ad  OID: 4e337f9a-11ce-41b6-95e5-348a57ed164e 9 @

Domain: scte.cep.citrix.com

AND

Network location \./ ] { Matches any of N } [Austria N ] @

(® Create network location

(¥ Add condition

Austria

« SERRBRECE.

BT ESHBEEMN IR

& o] LUBRE Secure Private Access ARSS A RIS & E IR m b LA RS, KELXSWIEE
FIRRER, BREAUDERAEMHREN, IEBENITEIRMHL Citrix DaaS™ ARSZH0 Citrix
Secure Private Access RS, FATFIRIBIREZSIRME ETAA,

BEXRELZSRSVTEIFARR, BBHREES,

ERIBILFLESEEBEN AR, BEALIZEEZ NN EEN R REIEFFHITUT
Bk

- EFR 2: FETTEF, BEAINEL
« NTHIERBEREFIRELESHENZERAN,
- EEEXEFRANTEZ— !

- Bl - ERTFEMLE
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o AEH - EBTAEMKRE

REDETENEELAN S RN AHER, BNEFAAE (Compliant #1 Non-
Compliant) o BN, REETRIETEIZTTEATFo

B8 & 8 8iEMN 1518 2RB& (/en-us/citrix-secure-private-access/media/access-policy-device-
posture.png)

RIEREE
EESFURERIERE, HASEL AR ERRBRGIHRNAIER, MEFET Secure Private
Access fEEZHIE. RIERBIRENEMUENRERSFRRRERDTEE,

AR

- RERBITEERERIINATFRENARRER, MARHEIEN AR,
« RERBEAIUDECLLFRBE BFPEER D R

BRERL TSR

RIERBESIHRRBME T, MNRFEPRE, HIRREEM . EXMBERT, HRRERBHSN
ERERE, MRBIAREENREEAREERIERE, WNA2RERHAIKE (RE > NAR
FHE) -

FHFHY Citrix Secure Access™ Z Pl
LUTFARASEY Citrix Secure Access B i i3IS AR BEKRBREESNEREF.

e macOS - 24.11.1 NEShRA

« Windows - 24.11.1.17 REShrA, It5, #TEF EnableContextualAccess VPN & imE
R, BXIFMEE, E2i% NetScaler Gateway Windows VPN % i AR I,

ARG
R
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ELALA T, AP EED) DML corporate_network1”BY, BN BIEFNRENNEEREGR
NEBRER, RAXLENBERESIME LU ERGR. MRAFRERIREN, WRKBRER
MEIUEE RRE E .

BRAE .

1. 7500 appl. app2, FHEHIKEHESEEIZAIEL,

2. AN AR (appl, app2) AR SRS AR Fih AR,

3. WMNRIELIRUECESR M, IEERTF IR LME SRR HNMELE,

4. EERRBPEGHEIRENFRBRRP.

5. ANINMBAIBSEHE. NEIREANCREUTERR, FIEEMLAIE corporate_networkl”s XAJ
MR B corporate_network1"H AR E B R A IS iHN BERF.

TER A AL REARBGIN. Fla0, 0% appl BMEENTIME Lt Fiasi@id brE &,
I AR IR SREE Y appl BYIRECEER BN SThlltiRiFlE, BBEANRMIETRIERE,

ERRIERBAELTMEFIREEREH

BRI RIEREE, UWERFRERERAREHRNBIER, MMEHE Secure Private Access &
B, Ak, Bk, BEFIIRBATNBERNEF, X, TBMEMLET, EFRENATIMENS
e XEMBERNEBPMUTLATNENEN FEREREENEESE,

1. SMEIREE > BRI, ARRLARRIERK.
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B] secure Private Access > Policies > Create/Edit Session Policy

Enter a description

Conditions ®

User:

Enter name, user ID, or email address Q

Matches any of A4 l l *Ad v ]

aaa.local A\ l

\ Selected users/groups (2)

‘ Filter by name Q ‘ T Remove selected (1)

| Users/Groups | | Action
@) gwaasdevuse2 ) .@
Email: gwaasdevuser2@: com IdPtype: Ad OID: 4ef80486 b3fc671ecid  Domain: ¢ .com
gwaasdevuser1 ) .@
<
Email: gwaasdevuseri@: com |dPtype: Ad OID: 4e337f9a jab7ed164e  Domain: s com
AND
Select condition N4 @

@ Add condition

Settings

Choose at least one setting to add to this policy.

@& Direct routing -
/@

Route all users externally for all applications.

Local LAN access
_ _ ®
Access local printers and file servers while connected to

Secure Private Access.

Policy enablement

D Enable policy after creation

2. Y ASRBR IR SRR HET,
3. MBEENVAXEIGENAFMEH.
4. I LUAERRGNATFFRERFSIEES DB .

ERILUES B R BFEH ID SRR EHRRVMERAFSAE, XA TRUERIRAIH
RFEMARITRNXR, BMER—BAFRAEZ MK,

EERNAPNAREREMER, MBFNES—THERUTEMFAER, UEEEEBTRE
WX DARESEL MRS DR HEE (1dP) FRIZAF A !

¥ - AP EARE R %M.
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o BFHH - 5510 X BXRY BB FER(FHbit,

- IDP 38! — S1D1Rt7, a0 Azure AD. Active Directory. Okta 5 Google,

* OID — SR ID HE2ITIRFo

o 5 - BPRAFERE. EEILURBINHENE. BRENMT, HEERSDIKEHE
FA MRS E T H — e M FRo

5. ANMBRMEREYE, HRIEIRESTEREE ATHINE FiH3EE, 7 Secure Private Access F&H
HRE AR IE SRR WAL CSAHRIER., BXIHRRRANEZER, 15BRETIHRIEH
RBE LR,

6. (AJik) B + AIMRIE L TGRS MR

7. EXRBMUBERAEUEABNRIENSEE. XHINMXERAA TR R MERERIY SR
EREH.
HITHRYE L T SORINSRART, R XLERMGNA AND T8, HPXEAPMENENETF ETX
BISRMERER, FRITMLEREE, BXRAFARES, F2HEENIRRE,

8. VERFEREERH LUFFE AP AR B R EmN AR,

9. EEFEARM LAN GBS BEXAM LAN FIRTLEIAR, BXxEBZEMER, BERTLEIHRA
#LAN = FTEONL. XHBRSEER) o

10. EZSBREARRE, MRETERIED, NREEXEIZEMANNARFBHHAIT. HE, &
A LOEE fE RS 5 PRV X M= IEERBE " TIE /S A SRR

11. BEHERE

MEUEENZMARIEREREF, XATEINEATFIRTEUATENM :

« Citrix Secure Access I | KEERIFIESEREKHIRE, MMM BEFIHIR.

« Citrix Enterprise Browser™ . $HI&E 30 2HRIFT—X. P SNEHE SN KR F R
FREIH RN AR
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| S

Citrix MY 258%] Chrome M B hRT
%

M Citrix Enterprise Browser (CEB) F| Citrix Enterprise Premium (CEP) BV E#rE#& Citrix Secure
Private Access TR 2. BEN. S4ENZEEMRKIAIR (ZTNA) UAXFHFFRENBIERHEE
HTEE—F, AT@H T BEAM Citrix T ARRBTIHFAER, UHLIMAITHRINNZS T
#%, WREAREMEDPEHAICHEFP AR,

XD ESTR A AR FARES BB HI TS TRMN IR R A R FFUSEES M, &
TOMEsTH, BRAUKIEIEN BRI TIERS Chrome Enterprise Premium BIZRE M.

CEB | CEP IR I RIUTXBTE :

FZ& Chrome 1A &R AR

797276 B FHR At it Y B 2R A TR B G

FBF CEP %AM 5718 Secure Private Access Bt B f#Ha8
2 TBE CEP ZRINEBEH

FALHEE CEP (5E2TFH)

Edi® Chrome 1MV S ZRAR

JHFIMABEH Secure Private Access &, Secure Private Access 12518 T A S I{Ei# CEP
ifc. RRARZET R, HiREZSNBREFRMNEP IR,

1. 7£ Secure Private Access BIEHZEF|EH, FMH1E] Chrome Enterprise Premium > EBE&,

1S UEE Google ERIFHER,
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Google Chrome Enterprise Premium X

> View Prerequisites

Step 1
Assign Service Account

Service account is used to configure Google Workspace and Secure Private Access integration
1. Copy the service account address:

tenant-sa- L.gserviceaccount«  |[JJ Copy
2. In the Google Workspace console, open Account > Admin Roles.

3. Create new role and select the recommended privileges.

4._1In the new role, select Assign service accounts under Admins.

5. Paste the service account (tenant-sa- .gserviceaccount.com) and click Add. Then click Assign Role.

Step 2
Enter Google Integration Details

You can find your Customer ID in your Google Account Settings

Google Customer ID @
Eg.C fanl

Verify Google Workspace Configuration

Verify that your Google Workspace configuration is ready for Chrome Enterprise Premium integration.

2. mi5 1®E Google CEP,

3. 7£ Google WorkSecure Private Access &3 Citrix RS IFHER. B X IF4HE
B, i&E2I7 188 Google Chrome %o

4. R RTF H XA

Chrome & ZRAR BIFREC FF 48,

REBFEMGFINAFARREFEE

Chrome Enterprise Premium FRECEAThSTRE, & B oAl & 53317 R R IE R RV R F S

2o

MBI ITLA TR
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- HEWMERE (HRMKIE)
o« KOEEMNPRE B FHH AP AR 4,
18 CC Directory FRSZLUMGRE B FHBMH, HFERNMEIHLEA,

It

BXFAER, SR =E BT IR R/ HRYIESIRE,

T CEP #&14 9 HHY Secure Private Access Bo & #2483
LUF X $RERE8 7T 3R7E CEP AR EHESF ©
- NRRER
o BOER
o IhiR SRR
o LR PFRIAIE]
o SEEIFAELIZIE (HTTP/HTTPS 5 TCP/UDP)

o 77fif URL &4

o REMBENEM
- RIHH
o 7Zfiff URL &
o REMBENEM
. TEH
« Web iZ7E
N FATEF M CEB T# 5 CEP Zal, SMIXLERFRARM,

FHEHEAMINRTFER Secure Private Access fit & it 28

<parse_citrix_spa_configuration.py> 1€, Itt T E4534F Citrix Secure Private Access Ati&
S, UETHEE CEP HREhRAFRA MR, FIa0LL T in),

+ 5 CEP "% BHNBER

« 5 CEP A% BBVHIn) SREE

- BEREENZ A

« Web TIEECE
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Citrix Secure Private Access 5 CEP MIER A IFL LA Web i3 3E,

nfiE, ZIERRE CEP BB EEE M ELA TN (FIENAREFINTER) RHUERFEE
Wo

aifefERZ TR
1. WA TAIE FEBIA : BFMRITRE S FBisERER Python BIZ.

2. 7E Secure Private Access BIRZEHIGH, SMIILE > 2REcE > IEIREG, ARRIE
Secure Private Access BRiE S H 7 JSON &=,

3. & Python HIAFERSHAREEANMASGITHA, ERMKE Python 3 FEETTTILHIA
# python3 parse_citrix_spa_configuration.py <path_to_spa_report>

ZHAR AT IR RN EER, REREREIUERE.

ZH AT RER RS TERBOVEN

RS -

% python3 parse_citrix_spa_configuration.py
CitrixSpaConfigurationDump.json

Has the CEP rollout to the entire organization been completed?

Enter yes/no (default: no): no

CEP INCOMPATIBLE APPLICATIONS (7 out of 185):
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1. Application_1 &

Reason: Has SSO configuration other than 'Don't use SSO'

2. Application_2 &

Reason: Has SSO configuration other than 'Don't use SSO'

Mitigation guidance:

Has SSO configuration other than 'Don't use SSO':

e Navigate to the application's SSO settings

e Change the SSO setting to 'Don't use SSO'
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CEP INCOMPATIBLE POLICIES (15 out of 136):

1. Access_policy 1 &

Reasons: Contains user(s)/group(s) without email

2. Access_policy 2 &

Reasons: Mixed actions (HTTP/HTTPS vs TCP/UDP), Contains user(s)/
group(s) without email

Mitigation guidance:
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Platform filter (Desktop/Mobile):

e Remove the unsupported Desktop/Mobile condition

Workspace URL:

e Remove the unsupported Workspace URL rule

Access with restrictions:

e Configure access controls without using restrictions

Mixed actions (HTTP/HTTPS vs TCP/UDP):

e Ensure both actions have the same value

e If that's not possible, create separate policies for HTTP/HTTPS and
TCP/UDP applications
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Policy contains user(s)/group(s) without email

e Add email to the user(s)/group(s) without email and update the policy

T3 CEP 2RI EER

EEHE) CEP BT 28, Secure Private Access BIE RN MFIN AU TEBEER, XLk
EHOAGRENAREFREN R M E .

BREREEEN

NBRE CEP %%, UIAEFAMBENENBAREFNERER (SSO) EE&. Secure Private Access
EERMITRITUTSE

1. SMBINFAEFEERE (Secure Private Access > WRRFEE) .

2. RENBEFUECHERTREE,

A BRER BT, EEREN Web VAEFKECABMERSRIER 7T, EFTE
A SSO0”

o WEEHZRHIER, EA CEP FEMR SSO TR, BIRNBIEFKEN FEH
SSO", ERILUIARIFSENINEEH SHRTERRIERS—.

« MRKRGPAERREREREE, WETRE CEP 5, MNARFFE AN,

R RSN R RS E

NARIFIRIEERS CEP RS, EEXIHRREANSIEREHITREEH. Secure Private
Access BIERMNIHITU TS E :

1. &fn% Secure Private Access > $BE > 505,

2. AR X R L RIE HIESUREIRE,
a. TR, SME R ES, BEREANITHHNERSENR, RERTRE
b. SME4EF NEH TS BRIEIRE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 266



Citrix Secure Private Access™

BN AREFIRECRE

79 HTTP/HTTPS #1 TCP/UDP N FIfZFEC & 1R (ERY, BRI TEID :

o ERDERD PEERE T HEBERIRIE, BIARVFAIRISEEL AR,

o WNRHFIA HTTPHTTPS NARERFER T AWFSZRARED, NAIUFERR, ER CEP &
THEIIZE,

o WRIBETHNRIITH, FHATFRRIARBRASIFRRISEEL IR,

REEEHHINARFER
RO RMARFHHNEBTEEN. BESUXE, HEoBURRRF A%,

MRRHITXEERH, WSAZRERIENIHPIRE X KN BIEF/RTERR, SEELiE
RIRIEPIRER BB,

Web B RIEEH (RIE)

RNT E5#HB CEP IRITERIT—B, FEEH Secure Private Access F1IfY Web i$EIEE, HITU
THBLUERH Web i37EEE :

1. S#1%) Secure Private Access > I&E > FEHLERMLE,
2. BB ETTELL SR T BIFR A ML AT E N S 2sfRE (RBI) %&B.
3. MiFRXERBE, Z2RMAUTREINESNWeb EEBBUIEF X

183 CEP Ja, XERERBEX,

MRXESRRTN, WERESIBENRFRERELM. B2, RIENMELETIERFAR]
Mo

HAR AR (FIi%)

HEHMIFRKRERRIRG

ERTRAMRBE AT —FB, BWNEEDRMRIERES, UERAEFHERNERZES.
b SRR A SFE
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« T{EX URL
o SEMFBEHIEIR

INRXLER M SELRIRIIMEE SERTE X, WETLUFEMIER.

INRARHITXERBGIAE, WXRERERBLM.

ZeHERE (i)

B & Secure Private Access PR ARRE,
S5 Secure Private Access > WA > RL4A LT GHEAMELE.

T%E, ReARERTBERA. Alt, SHELENFTERERSKEEHALUMER, RAel]
HNABE5 IR EFIEEX.

INRAREFULECE, WWNRIZEZM. WFXLEZEZANERN, BET4HIFREENITE, B
X TFIEIBTTHIFL T

MALNEE CEP (5225F8)
STREIERINTEE, EXRNBMNBRIER SR EREL, XE TR IENREMER.

B SecurePrivate Access > Chrome Enterprise Premium > Migrate Apps and Users

Review the documentation for important prerequisites and limitations. Only the assigned users and user groups for each of the following applications can use Google Chrome Enterprise Premium (CEP). Al other users and groups will
continue to use Citrix Enterprise Browser (CEB).

=

Application | Users And User Groups |

0121bankrateasdadte

11 Nov web app
30thOct-WebExtApp
4096_SSL_TEST

4me

o l© o I o o

VVRDIDRD

Accompa

EERTE

EREBSERE, CEP FFRLAZIARIDL Y3, TEEIRE) CEB, HEXREBHIRERTE
Secure Private Access EIBIZH& 2,
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TR IERE

BREUATS RSN AIERF M CEB T83) CEP :

. FAAC Chrome ) = RhR-

. NRERFHAIB—TNARERF.

=

N

. NAFMEFEHHER WRFET) -
. EEEEIAFRERE,
. RN AIERFERE CEP,

. BIFN AR SR LUEE CEP ihia (E#E. @i CWA M wsSUl) .

O (op Q

o

3. NARPMAFARNEFIRHER.

4. IREZNARER. BRFMNAF4SE.

5. ff CEP #t BB MAR (T2dE®B) o
6. EE EMEBNARERE,

a. BRGTTHIA, 7EiRRFist CEP # B,
b. {£8 FEAIH.

c. WIEtNFBREFEEAET CEP AR (B#ipiR). @3 CWA # WSUI ifiE) o

BB EFFE LI EEIB A

BFHEELESTHRRER, BATEESREVENZENNME, WFEFHHENTRAES
MEHEME, FREEEERTFHLILSE, B XIERES, BBRYEET M A AR E
B LBRST

RIESCER

1. E2EHE 2/, SN—NME7ARPA#HITHRTR,
2. FA Citrix WEA IR TEMXHE,

3. 4EPPRA EAECERYBMI A,

4. BIEEIRITRI, UBSHII™ &R,

e

M CEB iT#%%| CEP mli@id1g52RITHEEEIRRY Citrix RIA L. HHOMI. 2EMXFFRAIA
F& 5T RIRFIEEER CEP,
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BRRZEIBIHIFIZIEE

UTFRLZ2BEMRSHFHN—EERITEE

o EFHEXERLHE . ETihREXNEREIEAFEER R BA EENBERNA
o FEFATLUBIE TN ERMNE FiHE Citrix Secure Access EPIHHT,. BEXEZER, &
2% BT 0)E 8 K& L,

« Kb LAN T5iRSZH ¢ ZEMBINRFTETRAY LAN FiR, ENFRESAEAFNTE
EiE. BXFEER, BEH TEMEAM LAN FIR (T, XHRSER) o

- ¥¥ DNS TRHMAIGETNAEFNRFUE | EERILIENAIZEFR DNS BifERE
BEIEETARRUE, XeTUKIMEAHD DNS #if. SEREEENEFNAFRAER. &
XFAER, HB ¥ DNS ERRBINE T ARFHNERIUE,

- Z2AFHNRSIESBIBRE | 22 BHRRSHESHIERZEN BRI =AM
KRN AIEFNEERIGR, BRI UFERESHIBRZIE I AN NetScaler Gateway E&HFR
BHIERE. XWBEREBRBIERBELRNEN, BMERIEREBIAM NetScaler Gateway B
B, Citrix Cloud R A FEMABENAREFNAF. X FHER, 55H 22 B HR
SRR HIERRE,

o AMMEBFNAERF. G 1P il ¢ FEEIBIER T HRALRPEEHRNNSBINRE R BER
(HTTP/HTTPS #1 TCP/UDP ZFE#2RF) o WIhEEAIH SRR B R IARKFMAE/IP
ik, Rk, BERRUERIELIHNHPLSE/IP i, HifiFRE, HAEERETRELZHANATE
F, NMmAXLRFREIFENR. BXFHAER, FER RUMMEHNNAER. JE P i

ik,

- EF FTXNNAEFRANRRUEER | RTFEERRERF L TXHRES URL SER
UBRRNEEBAZEE, §XFAER, H5H BT L TN ARFRBAMERBEER,

- RREIRTER : RIENERE, "EERRETHNARFHRNER (CHRRITITAIES) B
FTEAINME, BEERAALURIERSERE. RFES. HEBUE. MEUEMIEX URL F5&M4
REERBPNBRER. BXFAER, BEH KRREETLE,

- NAEFSAIR ! ZENEHRNEREH S I XASALILR, RIFEEREACSVX
8L nsconfig XHE/HZ T AREFHES ARG, KLTENFMES VPN KRAESRAERSGE
(& 2FFipE) NARFRER. fli0, AETUERLTEREET VPN RIYHNAER
BB ZEMENR, FEAET ZTNABRRWY, H#E TN ARREFEAREEHRFoIEERN
FE, BXFAER, BEHA NAEFSALE,
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o KI\EESISIEHBEIEARATRN . - FEE RIS RIEH AP ATENLZN
BIFRIEFR, R ATEVAMEIFR LS REZ1IEFRAEJESIEY Secure Private Access W ZR
RIEHEIEERONBERIAR, B XIFMER, 52 K ILESSIEF AR ATENRINE
PR LEFFR,

« ARSIEEBNR . RIFEERN Web N AFERFH Citrix Secure Access & AL BEBITHAE, U
BEIEEREIRRE ML BN ERB R 2IE. BXIEMAER, BHER AR RIEB,

Secure Private Access [RZESBIEIRE

Secure Private Access BRSZHVE S BUREEH ARt zE Mg Rz N N AEFNEZ 2R,
QHéR_JLXﬁFﬁ BABIER R NFIEBUEREEIT AU NetScaler Gateway B8H. XHR T BUREUEE
REBIENTIMNEZA, EMEHIERE@IIAM NetScaler Gateway E&H, Citrix Cloud™ {ha] BT 440
%ﬂ%i@ﬁiﬁﬁzf%ﬂﬁﬁ)ﬁ'o

EREGBIERENEENS
UFRERARARBREN LT BHS

- BIAMTR X BERTHE

o = PoP BRIZBIX1E, FIFZAM NetScaler® Gateway Fefit3d At FIER BV IR,
o WRIBTEIRN T PoP BRERE, MMABR—HEIEEE,

- AR EENES

o WHEERMRE, FEBRNAREFBEIZENAMBEST, AFFAAXBHNNARERED
iz Jz s
- ANAREFEREEXKH, MIRENARREFEEHERERESEZEMEMMEER

o BEFEELUEEAF AL
o EImPERRNFENBEERCERIIERER, 593 PoP,

BABIERENTERE
TEERT ESHIBRENIIERTE.
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On-premises
NetScaler
Gateway

LUTHRBR T ESBIERERDP I RN ITIERE

1. AP FF) Citrix Secure Access™ % i,

2. RIWBMBIEE, SBI—1"2iE

3. REARPERAEINBERER.

4. MEE5NABER X BKAYIL IR SRES, AEBIINBRER,

o MR FAEFEE @1T Secure Private Access IREZ M, MIiFKIE4&3%%F) Cloud
Connector, AERIMFENNBAIERF.

o RN ARFEE BT AU NetScaler Gateway B&H, NiEKFAXT) A NetScaler
Gateway, SAEEoHSERNN AR,

THRNEF G
LR Citrix Secure Access &P inz i E S HIERE :

o Windows - 25.1.1.17 R ESARA

e macOS - 25.02.1 EERA

ZF#H NetScaler Gateway hiR4

M NetScaler Gateway 14.1 kA 47.46 FFIaZ PR S BURRZ,

EERREK
MRS RM T B X EFBRNESELR,
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HEZEREDIFR URL 55R
TICIF NetScaler Gateway HuhiZE#E 5 AT URL :

« https://trust.citrixnetworkapi.net : T Citrix Cloud JE %
e https://trust.citrixworkspacesapi.net : @ Citrix Cloud E %o
« https://policy.netscalergateway.net : BT @I X BN AIRFENIEK,

* https://cacerts.digicert.com : BT IRIEARSESIZIEHINIE,

79 Secure Private Access N FARF IS EESHIEREE
1 /J:l:. = ﬁ*&%Tﬁ/i&LX—FHQ&igX

1. EEIM X EILERE
2. J NetScaler Gateway ;% Citrix Cloud

3. W@ILAM NetScaler Gateway B FREIERERA

EERERIR X BRI B

ESRTERFAIEFRB Secure Private Access FIREILERE, THMETEZERIM X, Citrix Cloud
ﬁuﬁEﬁE%ﬁm KIRMIE A DaaS 1 Secure Private Access FIREILERE, TSR X 28R

TERILURIEBARSS . AT IR EMHMZREFAER, EaIUER—RRAES I Daas
O8] f%[l Secure Private Access [ X
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Connect to Gateway X

Connect to a Gateway and select the Gateway type to provide access to the services available in the resource
location. Gateways for DaaS and Secure Private Access can be added to the same resource location.

LEE!H"I maore

Choose Gateway type

Gateway for DaaS

Use a Citrix-managed Gateway for external connectivity to virtual apps and desktops in Citrix DaaS. HDX
connections between clients and VDAs are proxied through the Gateway service.,

Gateway for Secure Private Access

Use an on-premises Gateway to connect to Secure Private Access services in the resource location.

» DaaS X : Citrix EIEBIM X 7 & Citrix DaaS™ MR ENERN BAIEFMEEmBIN SRS
A, IEMXRHEZERIE, WANEEEFE (AFI&F) 5 Citrix Cloud RIEHELISEE
ﬁﬁ (VDA) I8y HDX i&E#,

1EA] LARIE AR B Rk 53 B SREF AN S F e RE U FA A2 R Al SR Eo
- BFZENFHRNMX ¢ BTG X @I HPrE 8RR ER BT A NetScaler
Gateway, HREUEFRETELRMBARNRA, MMHERER N BUREIERIZES]

RIAAM NetScaler Gateway JMEHIERE, 1B Citrix Cloud AJ B FEFEEM SN, FE
IERBEB eI ENEEN BRERFMEF,

PITUA T BEZEIM X :

1. &R Citrix Cloud,
2. &R REALE > #hd, AFRE WX,
3. TE EFEM X KR b, EF BFReRTiHRNm X,
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4. [a) Citrix Cloud ZMERNM X, B XIFHMER, iEEI17 [ Citrix Cloud >EAERY NetScaler

Gateway,

[ Citrix Cloud 7EMREY NetScaler Gateway
B g aERTLZEMEIERNM X, JARFAR NetScaler Gateway JFME| Citrix Cloud. 1t

SEMTEIREYAM NetScaler Gateway 5 Citrix Cloud 3B Bl R 2B IHNREZ BT 21ERE,
FoREM
MR TEE, UWERIIHRIT MBI :

« WRFE NetScaler LEZEFM IP (SNIP),

- MIREREE, WHHEE DNS BIFARSS 250

« RENFH VPN EBARSBIEE— IP Hidlk,

- MAEERFHERF VPN EIRS 20 SSLIERHARM. Lt SSLIEPE AR INTER
AHITZEIZN0%] NetScaler #,

PATATH B LA Citrix Cloud SEAMEAIM X :

1. &R Citrix Cloud,
2. %&F BARAE > #hd, AERE WX,
3. 1 M X 2£8irh, 1%#F Secure Private Access B X
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Connect to Gateway X

Secure Private Access

Connect to an on-premises Gateway to use Secure Private Access services available in the resource location.

Learn more

1. Enter the Gateway FQDN

spa.test.com [ Edit ]

2. Generate metadata

Copy the metadata, remote into your Gateway, and paste the copied metadata into the required script to
receive an 8-digit registration code. Learn more

Metadata eylnYXRId2F5RnFkbil6ICIzcGEudGVzdC5jb20iLCAIaW5zdGFuY2V] LD

[ Regenerate metadata ]

3. Register with Citrix Cloud

Enter the 8-digit code you received from the Gateway to validate and then register the Gateway with
Citrix Cloud.

NOEONaGEET

1. %A ZEM[ Citrix Cloud SEAAIM X B9 FQDN,
2. B ERTHUR. Bt ollEd e L EFERTERE REFERITEIE.

Ferc#idE & HI2 53 Mtk Ho

B FAMIFIEHRR NetScaler Gateway EIIZ 2N (SSH) &, IEEFEREBE
NetScaler & & LiZIEE1Tan S,

FINIEES NetScaler Gateway f5, BT TS :

python3 /var/spa/scripts/spa_registration.py <copied metadata>

* ¥ <copied metadata> A& ZEIE HIBYSEFRITTHE,

BIAZER— 8 UEAVEMED, LABNTFIMIEEXETE,
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3. 7£ [ Citrix Cloud 7 &85 A 8 A3,
4. B validate,

MRABLEN, BRERESTHR. NRWIEKY, 2 Register 125,
5. B 7 Register,
6. IREIMARITE . RFFEAT—F, HETEHMAUTIFHAERUTEKREE.

- IEEBT VPN E#IARSZE3HY P ik,
« E5 VPN EBIRSS 28 X BXAY SSL IEPBE AT

EINFE R LUE IS A NetScaler BRE N AEFMIRH,

EIAH NetScaler Gateway B BEEREREA
PITU TS B LS A@I A NetScaler Gateway BB RER A,

1. BENAERF. BXFEAER, BEHAUTER :

o TR Web NFER
« TRIEHE B Web NAER
- XFRHERS N AER
- XFEPin-RSHENBRER
2. 7£ App Connectivity #3737/, ERIEX N AREFENBEEZED, BERERUILEIHNER

IR 2@ NERERE, BNi@id Citrix Connector™ Appliance Ei@:d A1 NetScaler

Gateway.,

App Connectivity

URL*

{ https://developer-docs.citrix.com l

Routing Type * Primary Resource Location * @

Internal via NetScaler Gateway N l l AAA-ConnApp A

© 1Gateway FQDN is available Refresh

Related Domains

{ www.example.org or *.example.org l

Related Domains | Routing Type | Primary Resource Location | Available Connector i | Acti
* developer-docs.citrix.com Internal via NetScaler Gateway AAA-ConnApp 1 &£ W
Showing 1-1 of 1 items Page 1 of1 5rows

© 1997-2026 Citrix Systems, Inc. All rights reserved. 277



Citrix Secure Private Access™

3. IR, %R ET NetScaler Gateway REE", XA HAREGE 2@ A NetScaler
Gateway FH. ZARR]LUSAE X I IES BB B0 @3d NetScaler Gateway &R,

o BEHHEXERBIET P RIEE T,
o TERREREEYh, %R BT NetScaler Gateway REB",
s BEHERES

MIGTESRERIESER R IF AR
EAUBERBAITH, FEREFELTXMR. XE L TXAIMNSERAFA, BUE. FoM
HMA X JHFHR. BIREL T XUERRBITA, ERTLUREMACRIA AR,

FATU TSR, MiFRERESE T A NetScaler Gateway RIEIE R EKR A,

1. RIZSRIBINIRIERES. B XIFAER, BBHEIEHIRRE,

Step 3: Action

Change routing details

Action for HTTP/HTTPS apps *

o Changing the routing type or resource location for this domain will create a routing exception.

This routing exception will apply to all users in the access policy.
@Allow access
URL"
(O Allow access with restrictions o LD
Routing type *
() Deny access Internal via NetScaler Gateway

Primary resource location @

\
Action for TCP/UDP apps * @ spoosdeviocs R ]

0 1 Gateway FQDM is available Refre;

@® Allow access

(O Deny access

Routing exceptions @

Changing the routing type or resource location for these domains will create a routi
exceptions will apply to all users in this access policy only. Learn more

exception. Routing

| Search for a domain Q ‘
FQDN/IP | Routing Type |  Primary Resource Location [\ Actions
www.nature.org Internal via Connector AAARLO1 i
*nature.org Internal via Connector AAARLO1 ﬁ
* fonts.gstatic.com Internal via Connector Azure_A2V2 W
Showing 1-3 of 3 items Page 1 ofl \ - 10 rows v

2. BRI BETIET, BHRBEAN VIR, BEMANTHRITIFIERIE IR RS NI
BREFENARUEMERHRES.

3. BEHEEWHEE MR R HRIEE T,
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4. TE“ERAAIEE T, EIFEiE NetScaler Gateway &R,
5. BHERE

BR
« Z#FHY NetScaler Gateway EREEE - EEMIEREEH g Fa T AMIRENIFE,
o ELRAE - THARRAR, BB HREEZ R ELRYLEIPTATE AR X & 4 Hh il =] A B B e
mEEE M RIS,
o HETRAR, BEHIERERZFHFUATIIEE ¢
o MARRAIL
o EREREME
o RIEHRM
o BT
* 3517 installns BIAZEE NetScaler hix AR, =B /var/spa/scripts/ XHFFK, I HRIEH
ERZBHY NetScaler VPX R EREFTE, HIUBIREIRROE, EXEZER, BHERAUTE
o
o 4% NetScaler JHITI&E

o RS A RN

Secure Private Access ST a)E
HTFEERNEDSSHE BRI, Secure Private Access ;EMIAT EEEIE Azure EEERER VPX
52 _EiE1T. BRRRLLRIR, FRBUTSBRE

o 1£ Azure EFRECHTEY VPX 3241,

o RERMEAFHEE,

o {FAAS set system user nsroot <your-password> JJ nsroot AP IGEBEHRN, LT E
REE, RAEETT clear config fw/5, TAECHREGIENEE X AP SHMBIR, EaJU6E
F8 nsroot MItt#H &R IH18] NetScalers

- fFAM%S save config REFEE.
« ¥& show cache policylabel M. EHMANZE,
s i&Z{TM% clear config basic FHEA Yo

« BXKE show cache policylabel HViiH. BEHER _reqBuiltinDefaults {fEAIRE
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show cache policylabel

Label Name: _reqBuiltinDefaults

Evaluates:

Number of

Number of

Evaluates:

Number of

Number of

Evaluates:

Number of

Number of

Evaluates:

Number of

Number of

REQ

bound policies: 3

times invoked: 02) Label Name: _resBuiltinDefaults

RES

bound policies: 8

times invoked: ©03) Label Name: _httpquicReqBuiltinDefaults

HTTPQUIC_REQ

bound policies: 3

times invoked: 04) Label Name: _httpquicResBuiltinDefaults

HTTPQUIC_RES

bound policies: 8

times invoked: OWarning: Feature(s) not enabled [IC]

MRESMTREPREEFER _reqBuiltinDefaults, 1BELR Citrix 215
FCiE SNIP. SSLIEHZEAH DNS &FriRSS 28,
fEA®M%S save config REACE.

HBRE1T Secure Private Access SEREIA,

RO MERH N RRER. 135 1P it

NRRERAIMINAE R #EBN BIR R 7 AR L P IEEIA R AN ERFI RSN B 2R (HTTP/HTTPS #0
TCP/UDP R FRTERFE) - WINEErI AWM HSHPAE BRI AR AFBHNIIP k., Fit, EEREAIIL
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EEEERLESP ik, BiERE, FRAERTRHELRTANARER, NTAXERFEATN
[RJA R

N BEF RGN EIRRIRMIATINEE ¢

R RAL R P IR RIRERECS EREYIP HIKERY R 1%,

S T RFAEEEMIARINAIEF (HTTP. HTTPS. TCP #l UDP) . X#FFrEiARIAE, BN
183d Citrix Enterprise Browser™, Secure Access Agent. B35 18)38 MBS H1E)o

- ERERZLRAFPIHRNERHBIARLIHEIP #ilt,

« BRI NEEERAL, XEELZMAET Citrix Enterprise Browser 5[] A7 E
A& 948 X 13,

« LIMREMETREIRAL, BEERAUBHERFINEANS (5) UEBHRAL,

o MNRIIHHKERAE (HTTP/HTTPS) T EHR IP itk (TCP/UDP) k5N FATER XBt, NIESIE
GARE 0@ HT R R e X LR R B N 2o

TEERT 1A NARFAR TTHE, ‘MAEFAI TITEAFRENNY (HTTP/HTTPS. TCP/
UDP) UURig/IP #isitAlis A5 ik, EXERTRELBFPIFNNRER CROBAERKERE
) . EAIUER— 1 EE, ETAE—MRAEN THSIR, EAGNBERE, XEIHHM
EVSLEEIEN

) Secure Private Access > Applications » App Discover ¥
App Configuration
El Configure and secure enterprise applications from unwanted access.
App Discovery
Security Groups All protocols N I Last 1Week N @ Add filter
i App discovery shows list of domains visited by end-users. Select one or more domains to add them to a new or existing application.
Click on dropdown button to see related domains of the main app domain.
(=] 3 Selected [J View selected only ( Add to an existing application )
| Domain/IP | Port | Protocol | Total Visits | Unique Users | Most Recent Visit | Assigned To App(S)
pg-dev-ed.mysalesforce.com] M" 9°MaN 443 HTTPS n 2 2024-07-26 2118:51 2
a.sfdcstatic.com 443 HTTPS mn 2 2024-07-30 11:37:16 0
c.salesforee.com E;““‘?"“ 443 HTTPS 1 2 2024-07-30 11:37:16 0
uuuuuu
geolocation.onetrust.com 443 HTTPS n 2 2024-07-3011:37:16 0
(] login.salesforce.com 443 HTTPS 1 2 2024-07-30 11:37:16 0
0O www.google-analytics.com 443 HTTPS n 2 2024-07-30 11:37:16 (4]
(m} www.googletagmanager.com 443 HTTPS n 2 2024-07-3011:37:16 (4]
il e 443 HTTPR: 1 2 2024 07 30 1:37:16 0

o BRABRIEEIE T, (CERT@T Citrix Enterprise Browser i58]# HTTP/HTTPS [
FA#2RF. TCP/UDP HADAE—TEH T,

o BRAERIDAGERT M Citrix Enterprise Browser (v119 &MEEARA) 508N BER.
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FRERASREN BEF AT

IRV EFEIKEFH Secure Private Access FIBHEL T HRERR BN AIER, NEJLUERNBE
F&RIMINEE, LINAERI RIMFFT HERL B P IFRNFAELP ik, UEETLUSEERE N B
FF. 7EIRIE Secure Private Access MERY, BIREBUTT BERANBRERAIIINEE ¢

o BAIMNE Web N BIER, JETE Secure Private Access PECBNHIZR, HiEERTFELIN
[ A2 R 8933/ F35 A9 @ B RT AR X 13,

a0, sNRBRIVAA citrix.com RFREN AR, BEIENARER, HiEXBEMFHIKEN
*.citrix.com . ATTMNARFEE, BREMUIR URL AR E Web B2 URL &8
3o

App type * Appicon
HTTR/HTTPS N /™ Changeicon Use default icon
" (128 KB max, PNG)
App name *

. (7] Do not display application icon in Workspace app
Discover_appl

L () Add application to favorites in Workspace app
App description
Allow user to remove from favorites

Do not allow user to remove from favaorites

App category (7

Ex.: Category\SubCategory\SubCategory

(C) Direct Access

Enable direct browser-based access to internal web applications.

URL *

| https://test.citrix.com ‘

Related Domains * (%

* docs.citrix.com ‘

Web WFF2&F URL: https://test.citrix.com/ #X1F®: *.citrix.com

o 3 FHNER TCP/UDP N AFEE, J&TE Secure Private Access FECEBN AIER, HIEEFMUKL
TCP/UDP thXFimESERE (GmA * UEFEBNERE) o XM Citrix Secure Access IR
KIFRE TCP 1 UDP N #ERF. Fi0, MNREXLIFM 10.0.0.0/8 FHFrEN BTERF, BEFER
UTFEFAERERBNBER - =~F) 0 10.0.0.0/8 :

w0 (%)
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Y TCP
App type * App icon
TCP/UDP N B Change icon Use default icon
(128 KB max, PNG)
App name *

Citrix Secure Access Client for Windows
Discover_app2|

Citrix Secure Access Client for macOS

App description

Destinations

Destination * & Port® @ Protocol *

10.0.0.0/8
4

‘443 |‘TCP AV

- QIBNARERFGE, EEOMEXTFARERBEERM IP FMBNAREFIAR. eI
RB&, AR NRSEFEERITHRERIZNAREFPEER FQDN/IP IR AF, XEw]
RV AFSE, WAURERIAFER T HRNRNEREENAF,

- BN ARRRMMBENIERIZEREEE, R RIU4EEM Citrix Workspace N FB2F RN A2 F
HRIARRERS. RLBFIARETE FQDN/IP it ER s B mEN AR LA TTE .

_-=x .

AR

« HILRINBRRRHIRANT ARSBNARERFE, FITEVHRSICIZNNARER, UE
WL BECRTEA 1P FRRFRIE ZinRRREI X ], HERRFEIHNAERE
BAIARENAIZRF URL # IP ik,

o ENAEFBIFRIMNEIZ Discover , MUBRXE— MFHNBEFICE, ATEH
RIMBEMAIRE, BT EIRGUMBRBERHD IP FNEFHE, XEFEERAIUE
JUAS— B BN AR IHIR X480 245 E R FQDN M IP/iO4A S,

« Eifin] TCP/UDP NATERE, AP ®IER Citrix Secure Access {12, 1RIEN BIEFAYIE
FMFMECE SR B ZFihR A AN BREFIAR, HE NBEEFRAY mEtiks.

- BMERERMRAIMHIINARER, WINRMSSE LIAFARIAEP fitt, FLb, ERIIX

RERREE NARFAIL TIH, EEEEHNNATURESE EAHLIMAVEP it
FERENNARERF.

B X 7AINEL. FODN ¢ IP it pyIFAER, ESHNUTER,
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- ZHbI Web NRAER
o XERARIRS N AR
- XFEPin-RSHENBRER

MR RTERF &I E SN AR
BN RARFLD TENHRARSRR L AN AER, FRTUTSE

1. SiE MAERF > NAERFRI,
2. NFIRFEE—EL, NRZEFASTHRANE, BRHEEFUNRERAFTS (o) HEEHRAL
1o

_[-=x .

b= W

o EREEERBE T AEMNAERSIENAIER. SIEERETAEMINAEER, FER
HIRHER

« MRENMAESNARERF XK, NAEBREFRZARIZNARREF. SZHNNAE
EERETRARE, HEFERREEZEEELN, SER—TIERT.

o EARRERAFDAEFAEER THRANNNEINAER. NAERAIINEENT
FRDAERED T THRANERNNEINARER. NFRERTREFREEHIRAT
EHHEANRIR-NARER, N2ERERER.

o

3. B IR AER. AXEIBNARFNIFAER, BFEH R web MARERF. R
BNpRSS N ATER M o

EHNENAERF

ERAMBIENARER, BMIRPERZE. MRZHAAFTHRAIUL, FRELEEESUHE
HFES (o) FEFIRATVE.

1. EFRGIURINE N A2 a9 ER A T0E

2. & RNBNERLAERF.

3. £ AERF F, ERERNXLEHNAERF.

4. Bif RNNAEFFAER.

5. X FEERMNTHEREZAIERNPE RARIE,
6. & FEM.
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Edit app X

N——

o ROBERF TCP/UDP B IP HiMEZRINEIIM A TCP/UDP M ATER. MARERFERIIEER
#hEERY TCP/UDP R ATER.

o EAILLERINER HTTP/HTTPS B TCP/UDP R AR KARMIMY A HTTP/HTTPS B
(FiH. BPMEBIBRAR) o

« EREERB SN ARER X BB,

EEMBEEENRATUN

R, ERIMBEE NEEEEW 8ikiE, ARKSIENERNAER. A, WRVABRER
AIE LR FQDN/IP SR EBEZ N E, ERJUER NEEEEW & REREFEERER
Tl ER N AIEF A T EBRA N, TR 8 EEN, HERAAEEERANENE
1o
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Secure Private Access > Applications > App Discovery

App Configuration
] Configure and secure enterprise applications from unwanted access.
App Discovery
All protocol Last 1Week i
Security Groups protocols A | ast 1Weel N @ Add filter
o] App discovery shows list of domains visited by end-users. Select one or more domains to add them to a new or existing application.
Click on dropdown button to see related domains of the main app domain.
a
= 4 Selected @ View selected only (_Add to an existing application )
&
=] | Domain/IP | Port | Protocol | Total Visits | Unique Users | Most Recent Visit | Assigned To App(S)
Qgrdcvrcdmy.saleslorcc.mm 443 HTTPS 7 2 2024-07-26 21:18:51 2
0 . aan_____Lrenn - A Anna nT anssnLan o
csalesforce.com , 4 Selected| () View selected only ( Add ta an existing application )
geolocation.onetrust.com N
a) el Eaee | Demain/IP | Port | Protocol | Total Visits | Unique Users
(] www.google-analytics.com N e 443 HTTPS 7 2
(m] www.googletagmanager.com V‘MMM 443 HTTPS 7 1
(] www.salesforce.com
www.gamespot.com —= 443 HTTPS 7 1 2024-07-30 12:00:01 1
(m)] 51ble6dd6c797al33ee7ab7ec... 443 HTTPS 7 1 2024-07-30 14:00:59 0
a.ad.gt -07- :00:!
d. 443 HTTPS 7 1 2024-07-30 14:00:59 0
a.tribalfusion.com 443 HTTPS 7 1 2024-07-30 14:00:59 0
aax-eu.amazon-adsystem.com 443 HTTPS 7 1 2024-07-3014:00:59 0
(] aax.amazon-adsystem.com 443 HTTPS 7 1 2024-07-3014:00:59 0
N acdn.adnxs.com 443 HTTPS 7 1 2024-07-3014:00:59 0

EHIPRH
« RE Secure Private Access #Z#ltk (RSHRNEHRAMNRUNBAREFER) iR 7TelE

NARFANANBNENARFED, BENENEARFAIINE (MAEF > NAEFAN
) BIRNEFNARERF. XN, HEMNERIRRNKERNARFHEUEREN, TER
s, NMSBRMEREEE,

- B, EARRERRTEFBERATNTS (3), BXREIZISE FODN REERA TS, Lhin)H
AIEEEU T ER T RE ¢
- BFELAFIFRRER, EMIINEEIR.
o BELEMIBINNEBIEE IR,
o Citrix Enterprise Browser &{FE ATUH R IR, SEILEMIFEREERA LI,

e o il 34N VA2 E R s N A B

BB AIEFRY, WATERF URL MiE XIS iiARmERMTBRMNE, XENBEFEEREST
M. N RERERBNRENEREREERTFREENLRZNEEFRINAR, BAEEFEEUT
&’
- EEAREHNARBRURRARREE—NEER. §i0, ANBEER URL O 3D
WA BITHASBEEB, LUBLLEREZERAE] Secure Private Access ARSS.
s EBEANFEBFERARENZRMUE, LHEKEHEERESIEDD, NMRSEEE.
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ITE R LAGE AR B R I N E T R) SRR FR ST LR (. hIR) RIS AINECE R ITEERIRIER
ETFXEREE URL SAETRUBHRNEEBAZERE, ATIgEUTHRRES, REECERTRE
FizihE REEEIA Fo

XA UER RIFRIE pSRABRIRIE. BXFARGE, BEH FRMBEVBFRERREE iR
N2

MRV REPEERBNFRMUEEE, WEecBENAREFEE,

LR RBETR T BB A

« BF XA
« BETRAP L TXHRRUBEE
- RAEEI AP ERRBDERNBER

B . BEF ETXHIRH
e
« A(HFEF I ABC NEIMIR T, @3 NERE B Secure Private Access 7] Outlook [z FAFE
FE#1 Microsoft Teams N AATEF.

« BAAAF : EABC 8FNE=ALNTINR T, #h{1:@d Secure Private Access ia) LRy FHFE
F (R4E#E Outlook) - ffiTtbEE 28 Outlook N BTERE, ‘Wit HEEEMIAR, HEARE L @D
Secure Private Access B E Outlook i,

B :
« B AA P& F Secure Access Agent Li/58] ABC R TR,
o BT AN K 8R1518] Outlook BYIESR#EE&ERE] Secure Private Access, SEIARIMHIEL,

« Outlook Wz BIEFHIBE R T A B0 B AR EEHER,
o HIRIRBRIAIF A LERF AR, §3 B AR =B Microsoft Teams 3 Outlook B #3E4E1H
1ao
« TR, B AP TEIAREZE Outlooks
RARAR:

ABC REIEERAILIAITIA TECE B SRR R
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1. EMAik1R) Office 365 W FATERFAY B LHF P & X HTEYIA IR SR,
2. 1A E, ERRBAISNED,

BEATUEESIHI0ER X BBFRE WEN B EFRIATE URL 48 X 3 AV5IZR,
3. XFPFrE Office365 MAEF URL, (FERHEAENENBHIT.
XHRT B AR IAIRIE Outlook N ATEREIEKET BEELWEMR, MMmEed Secure Private

Access,

BT SSEXLE TN, B ARAFLUETEBMiIGRE/AT Outlook NEER, MEEET
Secure Private Access #&H, RBIBHMYAIEBIEEZEEHnE Mt ABC NBEF-

Afl : BETAF ETXHNHERMBER

7

¢ XYZ ) I ERRARF, ST EERERNZEEER.

« BURTD  BOIBTID, —MERER, —MEEER, BITEEERN Jra LAER

- Bif  EERAZIRERS LTY CHEME. MEALE. BRNERE) FREBPHHH
ERESEBAERARALE, IUBRE AR,

BRNR :

L. 4RIRSS Jira RIFTRRF X BAOISIFISNE, LUBMHTMESMER,

2. FEIHIAEERET, A BRI,

3. IRIEAA L TSR ARILE.

EESFMUBERAPIEKIRIERE L TXRBEIIRESRESC, NMRSEEFEREERTFHRE
22D al:)i=t=c 8

BN RVBNSR
1. SURSUEIEISIRERS., HXFAEE, WERRIHRERE,

2. BB BFETEL, BB REFANVIRA X KER L TXRHEEE, “REFISN ]
I X SOIF SRR I IR RBS RN BN AR B R R EM B R E R

o HAXRTHARSH | RURBEABTPIENAIZRFN URL FIHE X ERTIR, URE
NeveRRBENFRUBEE, tYIRAZHRPREFRMBFAENAZFD URL M8 X
B &R EHEE AN RIBEIRRIERH TR BMRHZER, EBBRMNMEERT AR
RESPHFRIE AR,
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o HAFXQTX RS ¢
REHENEREEHITIRE,

BB RBEANFEEFRETBER. RELBAIRENRARER

Step 3: Action

Actions

@ Allow access

() Deny access

Routing exceptions Q

Changing the routing type or resource location for these domains will create a routing exception. Routing
exceptions will apply to all users in this access policy only. Learn more

Search for a domain Q ‘
FQDN/P | Routing Type | Primary Resource Location | Actions =
www.wikipedia.org External f
*wikipedia.org External ﬁ
Showing 1-2 of 2 items Page 1 ofil 10 rows v

9] -

3. BEREEHNIR AR INNRIEET.

4. 7t PRERZER! 1, (SCHERERSER !
« ER ¢ REEITERIRICE R

o T Web WARERF, REEEET.ORRE.

o XTF SaaS NARER, MERIERRRERHIIMENR,

- N8 - ZINE | BRESE

BNEF Web I,

%q} /)|LE %/)ILH_FLH*WJO
+ 1 Google Z2MX 4B : MREET Google 2 X B EEE,

3T Citrix Cloud Connector™ & &M, 48

AEEERIRE LA

N=PAN

I E& R ZEAY(E I F7E Secure Private Access =R A EBEH 5 Google Chrome

Enterprise Premium SR F Y SaaS NAERF.

5. £ BFIE F, NELE, ERARMUE, HETERTREREHE.

© 1997-2026 Citrix Systems, Inc. All rights reserved.



Citrix Secure Private Access™

_[-=r .

b= W

WMRN AR R P it eIZEs, NI EMEEBIEEES D NEB, EAE BB 7|
RPN BT BEERERRNE X0, ZHREENERUE. B2, R EATER
FQDN RN R EF.

Routing exceptions (2] @ changing the routing type or resource location for this domain will crea

exception will apply to all users in the access polic;

Changing the routing type or resource location for these domains will create a routing ex|

all users in this access policy only. Learn more

Search for a domain Q Internal via Connector

{ SSSSS % J
FQDN/IP | Routing Type | Resource Location \&
II| Internal via Connector Sandy
_ Internal via Connector Sandy y
.~ Internal via Connector NewConnectApp-2 y

« EHEEENMAMTIRUE, EFEERBARFRNIMSMIFRE BB,

o NRENERAXFMFRERT L TXERBE, WZEARMNHRREEPREEBRHNER
PIER. XEWREIZIERY £ T RECEE R RSP RIF A,

- IREMBFERT L TXBBNNAEER, WiZES MR SR REEEEAISN & HRIER.
XEMRE 5 ZNAER XBRIFTE L X R ECE &R MG R RS PHIER.

« SRMARELAPIREHIAF, X ISBRMIAKE. SNRNARRIAR
Fo

« JIRBRERIEN, HNEKRERBBAGANIIE, BEFREEZRARPOIVMIMNKERTT (0%
B> NAERFSE) -

B : SRR E R EERBR SN BERF

BERTURESIERE, LRSS EFREERBRGEHNAIER, MAEEL Secure Private
Access BREZHIME. RIEREBEMNEZMUEMSERSERRRZHDISEE, EXFEHAER, 15
BIRSTERE,
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Monitor B9 _E FXERHFIER

T TFX A SHNAEFRANDETb. flt0, HREFRELASMENSE, NRAEFARES
1833 Secure Private Access ARZERH, EHBAFRERRE, NEZERBIINEER. AEERRMH
IXLE R RERAY AT DM FHEERHREE X EE,

DaaS Monitor FHIR FITEFEFRFINTIEIR M 7 3h@1d Citrix Secure Access B P i/ 1a]H Secure
Private Access N ATEFHEEARNERIFAEENLERR, XEFREEEREBSRCHEE
EREIRIRR, MTIESRAE PRI,

R RN EFHER T S AEFREE XU TIFEER -

« BEETX ! EXFHDF, BALETNFRIEE 7T RBAENARKAER (ha%Rk. &
IERIEENARRFE) o BEET]XATIRAEMEBERRNMIREREN (HRRE > =
EREE > RN AEFEE) -

MFRIERE, BEEFAMERERREHTEXIERBNESFAES.

o BRERRE SRR L ER D PRV RIERE FERE RSB IEKIEE Secure Private Access AREZFA
KANKREER (B @ EERNE. B3 XARE)

LN ARIANZARERY (MNARFEE) BAEN, Ry HOcETRRRIFMAER, B4
{ERE"FRZERE nla, AT RPREHIFITEMRE.

TEERT —TRARFEINE, HERBAXRBEEXNERE, FHItRERET Secure Private

Access RS,
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HRBerry | Preview

“

S aaalocal\spauser00] @ Connected

Monitor > Secure Private Access Session Details

) ad6be...\DESKTOP-2359DDQ

Q_search

Refresh data (%

Application Topology

About - HRBerry

Transaction ID
Resource Type.
Accessed Resource
Configured Policy Rules
Reason

Applied Security Restrictions
Routing details

Routing context used
Evaluated policy name

a3a ocallspauser001.

Gitrx Secure Access Agent

Policy Evaluation: @Allowed

Fonmd
3

‘Secure Private Access
Configured Policy Rules:1
Avalable A

2

f B

Ry,
Web

14df015-51d-4824-b660-8240eb187869

Web

hrberry.com (121.242.181.232):443 (PROTOCOL TCP)
1

D conr

Application launch i allowed

None

Session Policy
spauser001 View Details

Policy Evaluation

App Launch: @Allovisd

Details of the evaluated policy rules for this resource.

Access  Session

D
Policy Name
Status

Action-routing

Policy Condition Evaluation
Type
Condition Criteria
Value
Evaluation Status
)
Type
Condition Criteria
Value
Evaluation Status
a0
Type
Condition Criteria
Value

Evaluation Status

7d664705-6c5e-4569-9c14-1a7d52575ae1
‘spauser001

Policy conditions matched

Direct

User Group
Matches any of
spauser001

oTrue

Georlocation
Does not match any
XA

o True

Workspace URL
Matches any of
voyagers.cloud.com

o True

Session Details

Session State
Start time

Last active time
Gateway session ID
Gateway address
Gateway Virtual IP

Contextual Tags

- Network boundary  — App launch

Active

Feb 19,2025, 6:36 AM GMT+05:30

Feb 19,2025, 10:21 AM GMT+05:30
06a45026-1176-d0c9-2bbd-a83b80942958
na

na

Platform:Desktop.

> Policy evaluation

T8 Citrix Secure Access B imP2E LR Web N AIER, $hFh
MEREESA

TEETRT—TNAERFHEHH
HITAEBER o

, HIRBAERITE X 181 Secure Private Access IRSEZ R IERES

Monitor > Secure Private Access Session Details

Q_Search

About - Jenkins FQDN-IP ssh

Transaction ID
Resource Type
Accessed Resource
Configured Policy Rules

Reason
Applied Security Restrictions
Routing details

Routing context used

Evaluated policy name

Endpoint
EE

Ix Secure Aceess.
asalocallspauser001

42335242-8119-4950-8fae-e547c51{1979
TCP/UDP (Client to Server)
oms-jm.do.itrite.net (10.73.56.176):443 (PROTOCOL TCP)
28

Application launch is allowed

D Copy

None

Access Policy
Jenkins FQDN-IP ssb

‘Secure Private Access.
Configured Policy Rules: 28

Agp Launch:
1 Ohliowed

Auailable Apps: 40

Policy Evaluation
Details of the evaluated policy r

Access  Session

D

Policy Name
Rule Name
Status.

Action applied
Action-routing

Policy Condition Evaluation
Type
Condition Criteria
Value

Evaluation Status

ules for this resource.

23319463-1516-4729-9010-7160b161656
Jenkins FQDN-1P ssb

v

Policy conditions matched

@ Allow Access

Internal via connector

User Group
Matches any of

spauser001

o True

esource Location

Connestor Appliance

Jonkins FQDN:P s
wa TCP/UDP (Client to'S.

Session Details

Session State
Start time
Last active time

Contextual Tags

“ Jenkins FQDN-IP ssb  Preview

2 local\ 001 ® Connected (] adBbSe..\DESKTOP-2359DDQ

% aaalocal\spauser ad6bSe. Q Refreshdata O
Application Topology

~--- Network boundary —+ Applaunch

Active
Feb 19, 2025, 6:36 AM GMT+05:30
Feb19, 2025, 10:19 AM GMT+05:30

Platform:Desktop

> Policy evaluation

BXIFAER, BBHS DaaS Mo
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Taginim AR ER TN, XHRSER)

H 5 TfEF Citrix Secure Access & P i MRPIITIE(IE @I Secure Private Access E#&BY, 40
RIE 1P USEE S EARBHIEI N EERAZE, M1k EIGRAMMEZIRIEEST.
Secure Private Access ZF L&A RIAMFIHFNZR, R FEFELIVFENEZLEE,

B0, WMRRBITENNEBRY 1P #hility 192.0.2.0, HEAMWNEAEFEBENTLE IP HiSEEHR
192.0.2.0/30, ABAHBFRZRXIFRIFITEINE, STEINUREHRRET SPA RRiE LR, NMSEE
12, B EAAMEIEMIGE, B IEERFF Citrix Secure Access & i B B @10 A3 /5155 [ 377 7]
FTEDHLo

p=3._ g

- EEAAUERIEREPAFERAPS—AHRB R ERAMBIEMiFRINEE. B XiF4H4E
%; %ﬁlﬁj F.l! ] e

« MNRAREER Citrix Secure Access & P imbt 2 AAMEIRWiG0ThEE, i1 UEEE
F Secure Private Access BI[EIBY A A& EIRNZEIR, FISIREITENN. MM N7EGE
(NAS) 18&. XBBTFAFPUS/NPEHITERBNAMES,

EEIEEM

- NFAERAFERAXMBEMIAN | RIEREIRNELENFH#HITTHE, NRFAEBAFHFEELRM
BiEmMinE, NpRES M EIRIEREFERERAARMBEMIARLED, %AF LRGSR
B, IHMEREE—MERNREAMELE, NRIZRERFAMBIEM AR, NWENMFEELRKRE
7 ARG ELED, AR HP#HITIE M,

« Citrix Secure Access EFIR7E Windows ] macOS FAMBITHINIAENZR | EFT
Windows HY Citrix Secure Access LSt IEAMFIE MG, LREW, WRITENNLAY IP ithit
EM R ARFE 1P #iibdze, 5EBF Windows B Citrix Secure Access % P ima] fES M A
EEREAMAR, MARET Secure Private Access K%k, Ltz T, EABTF macOS By
Citrix Secure Access & i Al LURHTEIH LR B & X B AMFEM, [EEH&EI Secure Private
Access B&EEHINAER RE.

- EHER | ATAMBEMIARIEERIERFEN, EIL3T windows ffizkss (WFP) ERIA
BEMigE#ITHNEARE BN REETREERHFRFIEH, TREHER.

& R R IR 5 I ZhAE

Secure Private Access EIE#EI4A :

1. SHEIRE > 2IERE, AERTSIRRIERE",
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2. QIERIERR. AXFAESE, FEH EARERKEER I MERNERR S,
3. MARERAMFIHFIHRED,

SPA ZH| & AYAM LAN i5i8](/en-us/citrix-secure-private-access/media/spa-session-policy.png)
Citrix Secure Access P iEN AR :

1. 7 Citrix Secure Access ZFimE O, & RIFAM LAN i5iE,

2. BE EE,

A LAN ifi8](/en-us/citrix-secure-private-access/media/spa-local-lan-access.png)

B2 A LAN 5i8)(/en-us/citrix-secure-private-access/media/spa-local-lan-access-enabled.png)

RESERT R

EEEZS TNARFMIARREEN, EEAAEEURERLRAFPIAYNNRSR, A, BF2
EARIEFTE SRR E RO TR IG AR M AR

SRR T B TiARREE > SRIEEIRT, CRIESFIERENEESIRMN TN AEFIHRER

(7o1F. RERDIFEIEL) WEEmAI L. EERATLARERSERE, REES. MEBEUE. W%
IEMEE URL FEROEEMABANIFRER, BEEREATLIHERENAER BRRYIHIRIR
B&o

Wi REERIET R
1. 7E Secure Private Access ZEHlGH, BHIHNREE, RGP T HRREBEIEDE,
2. RISEBETERFREREIHI.

« RINEERBNARFEDF, ILETFITAFIMERTIFRFSTAER. ARAZItE
HAYERES,

« BYRERMNANATHENMEBER (FIa0RFENMGR. IP itsNKiE0) , EpRm
fEFURLELIP/IROIE £ H A BiRF4ER,

Dif—HHRA P T BRI R
L EERPRTENETE, REBANTFEAES.

- REAE | ERRLAPNRERE, FOAEERRE) .
« B OEESRAP XK.
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- ARAEARPA:: ((REEGEFTRAPERFINER) ERESTENBIZRFM X KRR

AP %,
- WHENS D ((REEEZTHENEDFRER) MAZSTENBRZRF X KRR
B,

2. BERFEMER, HMNBYINAR ST ETIRS.

« REEBRA.

o EREM (RFES. WEBEUE. WEUE. AR XRNTOMEFME URL) , JARERXEX
(=18

o R + SLURMEZ &M
° /ﬁ\iﬁ—“zmo

DI 4 E BIREVREE
1. RERATF Web/SaaS NAEERFIURLIETF, WUNEF TCP/UDP N HAIEFHIPEOED+,
2. WAMUTIFEHAER .

« URL : EESEIGI0)REERIN AIEFB URL,

o IP:RO @ EESREIFIREREEAR TCP/UDP NARRRER IP MiwO5, el UmA TN
%, BERwOS,

5 : 192.0.2.20:443; example.test.net:443
3. REMHA.

R REFIARIE D RIEENERE TN ARFIIRM X KR, NAREFZARHA— T REE
R, RNERENFHARIRICAIS T RISITES, B RE ] URE IR S BRE I R MR A28
ERBK,

TEERTFENAEFRRRE DS
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Secure Private Access > Policies » Policy Modeling

Model user or machine access outcomes, given various contexts and conditions.

URL | IPiPort | Machines

Device type Select IDP

Domain

Username or user group

Desktop ~ ‘ | *ad N ‘

aaa.local

~ |

akd

(%) Simulate conditions

User information

Account name: ak4
Email address:

Display name: ak4 test
Domain name: aaa.local

Application access @

Application Name | Result

saasapps-totb-itr3 () No policy matched - Access will be denied
Salesforce-staging o Access will be allowed
BingTest @ Access will be allowed with restrictions

sss_web-1 @ No policy matched - Access will be denied

test_saasapp2 ° No access policy found

Q|

‘ Filter by app name

| Access Policy Name | Rule Name | Actions
N/A N/A <@
Salesforce-staging Salesforce-staging y @
OpeninRBI OpenInRBI V2
N/A N/A fe3
N/A N/A

TEETRT Web MAIZFRIRBE DTS

Web 17 T2 Y SR BRIE BY (/en-us/citrix-secure-private-access/media/spa-policy-modell.png)

TEETRT$I TCP AREFNRR DS

TCP R B2 B RBEHEE (/en-us/citrix-secure-private-access/media/spa-policy-model-tcp-app.png)

RAERVIAIREE

ENARFARSS R, BEREEGUEFELEDMREFAERIE. HRMBHRFAEENE

BR T RNMZN BIERF G IELRRAIFTA 1R X REERYTE

FE

N RtER

PLECRY i im) SR A

AR 5

IERS

ISz A B PR

I P BV B8 R SR BR S Y

ByR, NEERUATER !

i

I T2 %o

5N AERF e e ltE s EITECRY IR SREEAY
%o

5 ICECSRB X BXAYAT E AL o

RIERIRITAAERVIRIE (B70, FoiF. 1B
%, IFEREF) .

X AERFRERITRIARIRE (W1RE)

ETRHAEN BIEFRETTAREEEE, RE8
HKEDIHIRREE. RIEREEAEFE,
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P ik

FRIRER BUR R HHIERE *’Lﬂo RARIRFE 717
AR (REMLER) , HRERIERE, A
AN AR (Exﬂ&ﬁﬂﬁ%é&) o

4=l ISR AR EE T B P 3ESK@E Secure
Private Access BRSSP RV ER 1%,

SMER VB SKIE H2ER FR B TRHA B 170
EEREIRAER ERETEEIRRE,

B X AEB &K@ NetScaler Gateway B
Mo IEERAER{GERTF Citrix Secure Access
B mZFRR S BIBRER. BXFHER,

i&£0% Secure Private Access IREZHIE S HUE

22
FERRMUE ENREF T EMUE X KA.
B HRRAE BEMMIENRT MMREEE) -

TEERTAWAHEN TCP ARRFHNEIRA DL

Access and routing details for2025-TCP-Test X
Application: 2025-TCP-Test Routing type: Internal via Connector
Matching Access policy: 2025-PolicyTest Primary resource location: First Available
Rule name: rulel Backup resource location: N/A
Projected result: Q Access will be allowed
Restrictions applied: Browser: Embedded,
Clipboard: Disabled,
Printing: Disabled,
Watermark: Enabled
Applied Route Policy Type: Access Policy
Policy execution order
Priority | Access Policy Name | Rule Name | Result
1 2025-PolicyTest rulel 0 Access will be allowed
Showing 1-1 of 1 items Page 1 ofil 25 rows
TEERTRFZRIARB Web R BREZFHEEREADITESR.
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Access and routing details for app-policy-modeling X
Application: app-policy-modeling Routing type: Internal via NetScaler Gateway

Matching Access policy: Policy-modeling-123 Primary resource location: AAA-ConnApp?2 €

Rule name: Policy-modeling Backup resource location: N/A

Projected result: @ Access will be allowed with restrictions

Restrictions applied: Browser: Embedded,
Keylogging protection: Disabled,
Watermark: Enabled

Applied Route Policy Type: Application Domain

Policy execution order

Priority | Access Policy Name | Rule Name | Result
1 Policy-modeling-123 Policy-modeling @ Access will be allowed with restrictions
Showing 1-1 of 1 items Page 1 ofl 25 rows v

TEERTHELIFER Web N ARFRIRBRA DTSR !

Access and routing details for Webapp-Test X
Application: Webapp-Test Routing type: N/A

Matching Access policy: N/A Primary resource location: N/A

Rule name: N/A Backup resource location: N/A

Projected result: @ No policy matched - Access will be denied

Restrictions applied: N/A
Applied Route Policy Type: N/A

Policy execution order

Priority | Access Policy Name | Rule Name | Result
1 29policy test o No rule matched - Access will be denied
Showing 1-1 of 1 items Page 1 of1l 25 rows W

NAEFSAIR - WK

Secure Private Access BEIEZEFIGUE—ITXHSATIE, EEEOILUER CSV X3 nsconfig
XHRZITINRAEFHES ARG, LTENTMES VPN ¥ME Secure Private Access FE =4k
FRRF RALRFRE . fltl, ARATUERLLTESRED VPN R AERFT#EE Secure
Private Access, F¥MEET ZTNA VM, #HtE HENRBERFHALEFIEE,

« CSV Xff ! IZRIHAIR CSV R SFAEHE XN AREFIFAREE. XEFMEEIENARE
FEin. BEXE, BRUBUREFNHMHKENEESH.
* NetScaler Xf§ : fSE ] LUBE EATIEMRY CSV XHESANAERF. It CSV XHFH—MH

AR, ZHIAM ns.conf #l ns.log XHHEITHIREE X N AIEFRE. HIAERB CSV
BEFB YN AR ECE 2 RUERAM S A Citrix Secure Private Access ZHl8,
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SATERE

UTEEEAEFERET CSVHNARFEAIENATRITHEEASE !

1. 4% CSV X : MNRIEERFoARMNBIER, 1B CSV XHHEEN AREFIFAER, %
FAER, BEBIRAER CSV X5,

2. A CSV X : HEZMA CSV XHEZ A Secure Private Access ##18,

3. EENHEEFREFAER | TEAWIISANNARERIIE,

4, BHEBANKFERLUE . IRFTE, EEHEMBRBARENFBFMNEIFMAER. BRIEER R
BEREDVDE N EESRLTIEIRS.

5. FNAEF TETEENBER | T NAEF TETEESANNARER, RERERS
HFrENBREFETERINZE A

>

&Rz AR BREFNYETIZMIEMECE, LUETE Secure Private Access IFEHSLIIZ
TR,

H&E csv X

M Secure Private Access ¥##I8 T CSV XE&HRNINN BEFRIFHE S

1. B NAERF > NBAERFICE.
2. mif SANBER.
3. 1 THREN{aI{ER CSV # NetScaler XS A 1, =i CSV Zf NetScaler,

£ CSV S A =X (£ NetScaler XS A TTEESHEN ETo
« CSV - T#H CSVXH (CSV i&Etk) HIEENREFFMERS. ZNEmEERT XA
[ AR BUERY R BIE B

e NetScaler

o FEFHFRTE Python IAZE] NetScaler FHBYSE X 4K (/var/spa/scripts)s

o LA python3 ztna-migration.py ETTRIAS, LAM ns.conf # ns.log XH4ERL CSV X
o

o £/ CSV Xfta, FHEEEUHITEA
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R

M CSV XHBAXRENAIZFE, BOHAE, St 50 1 LfF CSV/E, @%#EFal50 1
NARFHTASA, AREEETRN 50 MHEES IEE, EIFMENAREFEHSAT
F¥o

mi TERA UEFL2BIENTA CSV Xff.
£/ CSV XS AN BIZFRYIER !
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Import using CSV X

Max file size: 5SMB

Step 1
Download the <& CSV template

Step 2:

Fillin the CSV template with all the necessary details. If any mandatory fields have missing or incorrect information, the import will fail.
The following table explains the expected values in the CSV template.Learn more

Field Description

Name of the application. Only alpha-numeric characters,spaces,and some special

App Name characters(.,_-) are allowed
) Network location of the app. Possible value "Inside Corporate Network" or "Outside Corporate
App location "
Network
ApD tvpe Possible values "HTTP/HTTPS", "TCP/UDP". For SaaS applications we define AppType as
PR typ HTTP/HTTPS and AppLocation as Outside Corporate Network
URL Main URL for the application. The URL must include "http://” or "https://"

For HTTP/HTTPS applications, if multiple then add related domains comma separated Example
*.abc.com, *xzy.in. For TCP/UDP applications, leave this field blank

For HTTP/HTTPS applications, leave this field blank; for TCP/UDP applications, enter values in
the format Destination:Port:Protocol (e.g., X.X.X.X:8080:PROTOCOL_TCP or
host.vpn.net:5050:PROTOCOL_TCP), and for multiple entries, separate each with a comma
(e.g., X.X.X.X:5050:PROTOCOL _TCRX.X.X.X:1-65535:PROTOCOL_UDP)

Possible values: For Cloud "Internal via connector” or "Internal bypass proxy" or "External”. For
Hybrid "Internal” or "External”

Related domains

Destination/Port/Protocol

Routing type

Primary Resource location Name of the primary resource location

Secondary Resource location(Optional) MName of the secondary resource location. Requires primary to be filled.

Description(Optional) Description of the application
Category(Optional) Category of the application
UniqueUsers Number of unique users for the application. If value is not known , Mark the value as 0
- Total number of visits to the application (auto-generated if apps are extracted from ns.log) If
TotalVisits A
value is not known , Mark the value as 0
UniqueUsersperApp Total number of unique users per application (auto-generated if apps are extracted from

ns.log) If value is not known , Mark the value as 0

-+ Download examples

Step 3:

Upload the CSV file to start the import.

f£F3 NetScaler X+ S AN BIZFHIIER !
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Import using NetScaler files X

This tool allows administrators to bulk import multiple applications into Secure Private Access, facilitating migration from traditional
VPNs to a ZTNA-based architecture. Manual configuration is eliminated through the efficient upload of application details via CSV, which
is auto-generated from ns.conf and ns.log files.

Steps to import

Step 1

NetScaler Gateway administrators can download the script from <% Download Script. This script will analyze NetScaler configuration and
logs to generate a CSV file with your application data

Step 2

Copy the script in NetScaler under /var/spa/scripts.
Run the script as python3 ztna-migration.py. By default script takes /var/log for log files and /nsconfig/ns.conf for the config file.
Generated csv file is applications-<time_stamp>.csv

Max file size: 5 MB

Step 3

Upload your script generated CSV file to start the import.

CSV X EMANE
TR T FortlZNARERFEN, CSV XHRBIIERANENIESEREN

Fl% B
WAZEE TS vy NEIMLERNE GERTFHES Web RZFAER.
TCP. UDP MFER)
REIMENE (EATF Saas ARER)
WAEEE s 23 MR FEZ —

HTTP/HTTPS
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e =]
TCP/UDP

URL {SGEBTF HTTP/HTTPS MAER. NARER
URL. URL @S http://"K https://”

B3 {ERTF HTTP/HTTPS M ATER. eI LA
ZOEXIE, BES () PR

¥F TCP/UDP N R, BRI FEREZE,

DestinationPortProtocol {SGEBF TCP/UDP N AER. Buin% KB
IP 33k, 1P #u3ESEEIEE IP/CIDR fliwE, FHHE

85 () PR

XF HTTP/HTTPS RIFATER, BIFHFERE
as)

Frp AR, BAR. ORI
TRIUKE.

BAn:is O B
192.0.2.254:5050:PROTOCOL_TCP,

1R TCP/UDP RIEREFHEZ BN, %
TBEirZkBriEmEssR (B,
X.X.X.X:5050:PROTOCOL_TCP,X.X.X.X:1-655
35:PROTOCOL_UDP)

BAreJ U2 IP #uhit, IP #tSEE. CIDR. E

%, 1395 FQDN, mARIMUZEE N RO ()

40 5050) ZimESEE (a0 1-65335) .
REER (BIFE) IRIEN AEFR R, ERUTEZ—,

AL - LTI - tg 2@ Citrix Cloud

Connector™ Bg&H, SdEEEIEE LECER

g):l Web fﬁfio

BT EEEIRAE - N AERF B IUZR AN ERRIEAER
By, ERELTETERIRIRE.

S8 - mEEERR AR,
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e

HBEmAER (BEIFR)

FERFUE

HWEFRAIE (RIik)

UniqueUsers

BipRE

BTNANRIIAFPH

AEB =X SHER.
N 2 FFFRER E B R R ER BT
AR . MERTREAWIR,

[ A2 R FRTERVARBh IR BRI AR, 4HBhEA
RALERTEPRRIEE T R RIIERER.

AR . MERTREAWIR,
(FIE) AR,
(FIik) AR

N T2 R BYE— R P o

RN FAEFZM ns.log XHHIREAY, ML
BEZBEM.

INRICFhEEH CSV X, BRHEZ,
R FRRE R R [R] Y 2R

WNR N FAEFEZM ns.log XEEHIREAY, Mtk
ERBEERN,

NREEFTFohER CSV X, HRHEBZE,
RN RTERF BRI A P 2 8

RN FAEFZM ns.log XHHIREAY, ML
BB EM.

INRIEEFTFEHER CSV X, BRHHEBZE,

ERET cSVHNIEIBNAEFRNS R

A LUTEI% B Secure Private Access BIE{iG B E S AN HEF.

1. 1£ Secure Private Access ARSZRNG £, 2 EH",

2. EBIRSTIE, Bl 44K
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3. NARPKRESMMSMNEIE, WEMINERHEEE. BXIFAER, BEARESNNEMIIE

o

4. £ $B2 . NARRF NET, B& SANBER.

&, MRIER Secure Private Access BIRiE, iBM‘NAIEF"TIE (Secure Private Access

> AR Bi SANAER.

B Secure Private Access > Applications > Appimport
Import Applications
(2)
® : 3 ® ®
Upload Review Connec tivity Import Summar, y
a
Upload file
Drag & drop file here or Browse
Max file size: 5SMB
Learn how to import using CSV and NetScaler files
v

5. tff CSV Xff, fERILUR CSV XHHERILEAL, SN ELUREE,

6. B T—% : EEE.

Pz

s REXHEARSLZEREIR,

™% EFE BHFIA,

- MRE LETZHMYBZFMER CSVinsconfig X5, MXSAZRERS.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

305



Citrix Secure Private Access™

B securePrivate Access > Applications > Appimport

Import Applications

O @ g ® ®
Upload Review Connectivity Import Summary
a
Upload file
applications_collector_ 7Aug2024_10_06_20250915_1
50311 (1).csv(116.70KB)
Learn how to import using CSV and NetScaler files
v
N = {m
7. ERESANNARER.
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EJ Secure Private Access > Applications > App import
Import Applications
o ® ® ® ®
Upload Review Connectivity Import Summary
a
Applications Found: 394
Select the application you wish to import.
B | Application | Total Visits | Unique Users
> 0 jenkins_numera_priv 1 1
> @ 10 244_https_web 3 2
> 0 testcenter-jenkins_cs_loc 5 3
> 0O 10 .61_http_web 5 3
> 0O mvnrepository_cfs_loc 1 1
> 0 10 244 _hitps_web 1 1
> 0 10.1 _http_web 2 2
> 0 10 63_https_web 2 2
> 0O 10, 38_https_web 28 1
> 0 10. 46_https_web 7 2
> 0 10 .76 _https_web 10 2
> 0 certs_apple_com 1 1
> 0 10 149_https_web 2 2
> 0O 10. 12_https_web 10 1
> 0 10. 12_http_web 10 1
> 0 10.  .6_https_web 6 2
> 0 10 19_https_web 18 5
> B 10.4 121_https_web 1 1
v 8 iT_RFC-1918-Class-B 0 0
2 destination URL/IPs found for iT_RFC-1918-Class-B
(/] | Destination URL/IP | Port | Protocol | Total Visits Unique Users.
@ 72 1-65535 PROTOCOL_TCP 0 0
@ 72 1-65535 PROTOCOL_UDP 0 0
Showing 1-2 of 2items ~ Page 1 of1 10 rows
> 0O iT_RFC-1918-Class-C-0-177 9 0
> O iT_RFC-1918-Class-C-179-255 0 o
> 0 iT_RFC-1918-Class-A-0-223 559 91
> 0 iT_RFC-1918-Class-A-225-230 0 0
> 0O iT_RFC-1918-Class-A-230-255 0 0
> 0 iT_many_0.0.0.1 0 0
> 0 iT_many_192.168.179.0 0 0
Showing 1-50 of 167 items Page 1 of4 > 50rows Vv v
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R

- MREBHEFEHIEEFENNAREFEFE, WZNBAREFRERSA. BLREEF
XL AR

- SETMNARFNTHNEABNETE X ZNAREFINESFARES.

« ¥F SaaS/Web #1 TCP/UDP A2, SANAEFIIHE SN AEZERFNEIFER
HHE—RPH GhEdZzEARERNARRBRF) . ERBFENAEEN AR
AFMISGEAE S

o @ CSV Faf LfEH SaasS ARERF (ELEIMENE) #ITEAREAH, FEEE
EERD, URRERESANBER U ., Eit, BEISE CSV XMEFRFRM
XBXROIE SaaS NAER, BH4ITNBEFUBIRENATMBNGE, HEMABRE
FHRIGEAHTTPIHTTPS,

« XF TCP/UDP N 2R, ZITERSIHFEHEXIB R URL F IP ik, BRINER
T, EENEREFSEMEREE XA URL l IP #ib#ITS A, BREEBCEIEZRSEN
B4

\

8. BET—%: HEEH,
9. NYEDEE—ITNAREFN, T—F: FEEZERIAYER.
10. FEHEMERKE, NRFE, WRARBENFARUEHTHENENR, AFRETR.

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

- MREENRFUERFE, WAAEEEER XBENFRUBETRFHE—TIRAR
BRAIE, NRIBERRMUEFERRKERSE, WARFLIERK.

\

1. BF . T%: 8A.
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B[] Secure Private Access > Applications > Appimport
Import Applications
(7))
9 @ 9 ® ®
Upload Review Connectivity Import Summary
a
Import in progress
0% ]
Creating applications... v

- SANAERFNHETSANNARFFAER. XENAREFRERRNEIRARERRT
EPRNAERIERT,.

o XTFEARMHAREFSA, KMEREFERERRS S, £RAIESEE CSV X
TFHENSFAXENARERF.

B Secure Private Access > Applications > Appimport
Import Applications

o © © © ®

Upload Review Connectivity Import Summary

Import complete

Failed to import your applications to Secure Private Access.

&3 Recommendation:

« Review the imported applications
« Create access policies

Applications import failed e Applications imported successfully @

Application | Domain/IP Range | Port | Protocol Reason

10. 244 _https_web https://10 244 443 HTTP/HTTPS No connectors found for one or more Resource Locations
10. 121_https_web https://10.: 121 443 HTTP/HTTPS No connectors found for one or more Resource Locations
iT_RFC-1918-Class-B 172 16.0.0 TCP/UDP No connectors found for one or more Resource Locations

Showing 1-3 of 3 items ~ Page 1 of1 50rows

12. BF HINAEF UEET NARERF NEPSANKARER,

fiEF CSV X RS A IENBREFREK
LUTFREr e RBIEFER CSV XEHNF AN AEFAIELK :
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o WHBIMBERNEHTTRIERHEN,
« MIBREIECHE CSV XHAFFBYF,
« CSV XHFHRDIEHIMEN BIEF F Ko

« FATZER CSV XHHNAZFIRIFA CSV X, MTFEXH, HEREIRER. MRXMH
REFHRF, NWF—FHRAFRERRRS,

« £ CSV XHHIEENRRMUETRE I ANERSRIKE,

- BETHBRRUE, MERZRUERKINZE, SAKMFALRIEHEIR, EREEETRIRA
B

2E
HEBEUTER, WUIKENE X 7 Secure Private Access FEIEN BAEFMNE R,

o IFM Web N BIEF
e % SaaS N AEERE
. %1% TCP/UDP N B12FE

2= PRSP bt ith - T

ZRPIHEAEE IP S S NELEERAFMN IP #HSEE. 8MNAPRESEHSRE— 1 H—
RIARER IP Hitlk, XZ7E Secure Private Access Fi# TR MR SIEEIBFINEN, RPER
i 1P #IAHXER PR IBRALE R RIAE,

FAXLERER P #it, FRFRUBFRIKEILUFREERBELRIFEEERAPINRE,
MTSEIARSS 25 2% A IRAVIERL, B ImAED IP bR A & F inE AR S5 s FeE RERTR IP
FalE, HARERRE B

P imAER IP HUEBINEE A TR . EEAULIIEE, KR Citrix® XHFo

Z P IRAEE 1P Hiht g A

- BARSHBZTPmEVERE | KEES, MR E. RETEDERNLERYT, FTERS
BEHEEFPIRKENER, FFEAES IP tubh@Ed DEAFIRGIZFFiRIRENEX IP it
SEERSEIMUMEE R, XERER IP MRIER S L S XHMAE#ITOE. B0, AILURSER IP i
ISEEERTETARPA, HIIANZRIRER.
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EERARSHRIEPRINERE, BOMIBE— T IRSHIFARINARRF, FEESEPmLE
BiE O SOFRER, URATFIHREFIHIER IP #IBEE. B XIFHEMER, BEHRRS
=B E P inN BAEFEE,

- BRAZEPRRER IP bk @ AT RISER B, RENAREFRESE—FFIRERTES
RiF. BEATFIR IP #USAY, B2HZFin P kAL,

2R 1P UL AIEAED 1P MU EIEFRARSS 2R AHCRVERRINEE, BHRMRUTEIN

o JEFED) Connector Appliance FMAIZSHEH S ER 2R T IF 12 ARP,
o IHOREMENA ARP #E (DAl EBEBER MR 1P #l 5 AR S5 88 & EHNEZIIaE,

IP 3thsik 5t PR !
IP AR — LRI T -

- RIFUEPHFREERSREELANUTE— IP FHA.

« AEB IP bt R [E —F RO E P E R & T R 1P ik,

« AED IP AR IP MRS S ERRRENFA—F P EMIKEHEAER IP HULES,

« IRMPR IPHNERR, WASANAFZE IP i, RETAERRSSHRIZTPIREZNE
FIRAER IP AL IIEE,

« REAIANAFRDE 3 TNARER IP #ilE, BIFMERS 3 P ARERNIKEER. IRFA—AFNEHN
MEEER, WARSE P ik, MMFELEERRSSREIZ A in & ENERNZ P imAER IP A5
o

« DECHYRER IP MALEREHRY, EE—KE LEABRIIHERNREAE, B2, NRAFESR
15 XAESRN, EAGHAED IP iRl EFH o EL AP

SIEEAZER 1P ikt
1. S4B QE > P, SAEHE QR IP 3,
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Create IP Pool X

IP Pool name ™

ftp-pool

IP Range or CIDR*

10. 24

Connector Appliance Netmask (Optional)

Enter connector appliance mask

Resource Location *

ResourcelLoc5-SIC NS

: ) e
/I Only 1 Connector is up. Install Connector Appliance (]

Allocation type
‘ @ User ‘

‘ O Machine ‘

User *

Administrator @ N

‘ Matches any of N H spaztnablr.net N ‘

2. IP BT A IP AR,

3. IPSEES CIDR : MAATFIHFREN 1P HSEE, Hh— IP bSO AT P imit &l

4. EHEBGEMERD © (ANE) . WREEREEME TSR 1P MALFRARRE, TH5H
AR & MAE D,

5. WRIE | EEEHRSHEMENZRUE, BREEDVE—EEREEER.

6. B EERF, FEFLMERNEG. BURAPIAFE,

7. B AR,

ZRERY 1Pl S £ IP M DIE o
IP #i3ik 4 BT i (/en-us/citrix-secure-private-access/media/ip-pools-page.png)
BPIWEREGE, FAEFP RS IP ikt AR 2 E— 1AM 1P it

W EEFRR, SRS R UERMREERNIEIRZES MM AR, BEIARLIAE P HE X RN
LR F. Secure Private Access IREZMNERESMAERBIREMESR (MWLE)T) o8 IPthat, M
AR AT TN A 7> BEC AR VE1EH
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EEENLTREEERSHRT

fBR 1P Huhtth
IP At AT OB ST AE— I BV B 7 — ER B R S R
« BEIIIRR 1P 3t : ELLEIFTRA SR IP ML I EVEERGRERIEY 1P dhat. EFEMIR P e

AP RIEFI RS, NMSEZEAX ANERGEHE. REEEIET AR IP ik
&, FRAREEXRIAR DB IP itk

o E—ERESEIEMIFR 1P th ¢ (RLEEEFRA A E 1P MLk HITEIRBCRERAR IP ik, RAREFR
EREEHEIIH, ARFREMFRZE. REELIETAER IPHIBHE, FRARIEE
ZLIFRRA P D ECHEY 1P ik,

BNEWNEL B E OHENAF EH, AREE—RIEEMER IP . MNREFEEREAX
B9y 1P HINHERE R, ERILGREIMIFRRIRAIEERERN 1P ik, BE, F(MIZNERE2HH)
PRAEL IP Hhlkith,

PATUUT S EMIBR 1P -
1. SmE IgE > IP i,

FER IP BB R EFMAE BT
2. REHEMFREBEACHSHHERES () , AEEEEEIMER 1P iR EER 1P .

fIBR 1P 3thik(/en-us/citrix-secure-private-access/media/ip-pools-delete.png)
fRIER 1P #13%EI0 (/en-us/citrix-secure-private-access/media/ip-pools-force-delete.png)

=

xR

Lt IBRE I RIRRBREY, BIERMITPREEM LR, LRI ATIEFEMER M, U
BA1R Secure Private Access 1E1EM\IZ A BCFTEY IP ik, 1P it Ec = BoEhREIIERE
== 0pi

&EE 1P HhatF AR
RETLUAIP St P B AR P HOBbR PR EIR, TTEIEHT IP HAbRZSHOMER,
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« APFIRUNZECLXLERFRY IP i,
- ESECRIRTA IP MR H 73 LELUR AT 3 ECRY 1P Stk 280

EIE RO AER LSRR 1P #AEERE, FHAEE B IP it el B EA,
BITU TS EBEEE IP it ARFAER :
1. SMENGE > IP i,

IP sthibith s R R HIFARE RIUARBIZ L E T
2. PHEMIBHENNERS (), AEREEF IP FIAX,

RIF—EHYER

ATHEREBERIEESMNN BEFNEFEA R —RERE, BERUEAEESRAMREF T IP
HnbkEE, BABURFZATEFZLER (Web/SaaS 8 TCP/UDP) ., Secure Private Access X%
EIBRFMEFE P i 1P bR,

o EERSMNERART P IRSERSFEEREILERRE, KEREPHNFAERESIBERBEREIE—
(EERIRE) o
- BPFE IP MR MR RR BIFE R F i 1P tltAERIRL B B IR —amARSS 88,

ERRWE G P bR rf U TE 2N BRI E Ao
o XF Web/SaaS NEERF, EIERFUEAFRE—EIEREI,
« ¥F TCP/UDP M AERF, BERULUBIEZEEXRZEZ A IP MEHESS ID it
EXEAEER, BBRAUTES .
o EIEIRAEM
Z g P ke

o BPiE IP ARG THRE AN T 50 S M ER

- EERAEFE P b, EESMMECER P IRAER IP ik, 1P bk F AR
MXBISEDECHE—RY IP I EXEE, FFRRMUBERIREFIUEREFIHRIAEE IP
iR ERERMINEEERBANKRE. BXFARGR, BERZLImAES 1P it
o
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BT

RENVARFFEERSBEN, XERERFAIENFAEER, SERERNELRIBER, #WRE
E—EESRRE (BER P ) . MRBEREIFEEERKERE, WNARREFIRIE
EHEET.

ERSHERETE AR RE. IRE—AFBEXTANARR, REFESHEBEERERN
ERARIR .

- EERFEEFEMNLGE R RIEN A BEZREPREIIER,.

- MRERBJKBFLAENE, ERNEERIR—RRUBNS—TIRE.

EESBEEEUATHRHRER !

o NTLM thi¥, EIMEHIT IP #UEREIFTERS. MNRIFKETAFEIERESKH, NTLM B
PRI RERERN, SREIRHERKMK.
o EFnh FTP MNARR, EIEEEEAN U BEREEMEEEEEREIR— N aRRS
2%, MR BEXMEE, FTP RIEFTRES KM,

BEXANBEFEREESMEENER, BERUTER :

. 28 Web N B1EFE
. id& SaaS M AERE
- Bi2d& TCP/UDP R BT12E

Add an app X

hitps:/sharepoint2013.com

Related Domains * (2

*.sharepeant2013.com

() Add another related domain

B Maintain consistent connaction 7]
Use the same connector appliance for the entire length of the session while accessing the application,
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P 1P HiHEREYE - TR
A P S R B T Y B MR AR S T 1 B IR B S IR AR S AT, TR IP HUHFETAE
LB RATEANERERISE P i, 1P A HES TS SBULTAE |

- TCPIUDP ISR | SN AR BRI TR P IEHIRS S RS —RAIE, INRE P

it xR ETM, XENBIZFRRITERR. Wah FTP. £ FTP fXKLE Web RS FFNATE
AT IP sk EAME (#51%) FREIEERIETT.

- REMSERS © WFR P HUTIEFR, XERGAEELERENOITRE,
ATREFR P MR AL T, P TCP/UDP AR (BFinEIRSER) EZEF N
2R 1P AR, B E P IE 1P MUkEE M, AERAEIANAR RIEDE— T HE—RIAES IP i
Hke It 1P MUEFRATFRIFMES, MABEERIRE P ik, D EHERNE P IREEIRRS 2
A EEEEREERB D ENE FImAER IP It (EiR 1P ik, ZFim 1P bR IE R RS
RIERAMY, TICERIREERM N ERSRILE,

BXERERK IP #iIHSAMENER, 1§BMA TCP/UDP ABREFERE Fin IP Hitlbiaim %,

FoRFMH

MRRELIE P b, 1P MU F AR XEOSEDEH— IP I EXEE, GX1FAE
2, BEREFImAES P b,

79 TCPIUDP N B AT iR IP uikih w1t
HITEIX TCP/UDP N BIEF RS2 5y B,
ENRARFFAEERNDP, BIERFEBEETERUTEC—RERRZBAEFE IP #hF
o
o RMER . NAEFAZETMIFAM. NBERAILUEREMR IP ik,
- BFIRIP . NARERESNEENE AT infEREREAE IP ik,
- EEBID . NAEFRESTRIETEEIERNEESLE.
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Destinations and connectivity

Destination “ ® Port* @ Protocol *
443 ‘ ‘ TCP N ‘
‘\ 192.0.2.125 y ‘ | | | ©)
Routing Type * Primary Resource Location * @ Secondary Resource Location (optional) @
‘ Internal via Connector N ‘ ‘ AAARL 01 A4 ‘ ‘ AAARL 02 A4 ‘
@ 1 connector is available Refresh @ 1connector is available Refresh
A\ Add another for high availability Add A Add another for high availability Add
Destination * @ Port™ @ Protocol *
1024 ‘ ‘ uoP v ‘
‘\ 192.0.2.150 ) ‘ I | S
Routing Type * Primary Resource Location * ® Secondary Resource Location (optional) @
‘ Internal via Connector N ‘ ‘ AAARLO1 N ‘ ‘ None N ‘

. 1connector is available Refresh

A\ Add another for high availability Add

@ Add another destination

Maintain consistent connection @

Use the same connector appliance (Connector ID) or end user device IP (Client IP) for the entire length of the session while
accessing the application.

‘ Client IP AV

BEERAZFin P UL, 1BIEEEERER IP B ERNERRRAE, HBART N
RREFERTE RO PIRE T HENZIRUE

K1 EECHRIEFR A P ATENARINRIE LRI

BEANLIIENARIEFREESRIE, FRBFPATENRNRIELSIR, B ATENRINEIE LS
REXRIEFRAEERIN Secure Private Access W AIREFIE, HPELIESRAN BEFR AR,

1833 Chrome Enterprise Premium ¥ %128, BE#iAE). EHTF HTMLS E’\J Citrix Workspace R F3#2
FF#l Secure Access RIEBMIPRE AN FBIZF RIEEBFHML LEMPELE, @12 Secure Access {IEE
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EAPTERIR (PIMIXHHE. RDP. SSH RiE) WMFRALLMAL, ERFBAAATENMELESE
iRz B, BPEERERFNARER,

Z{#F Chrome Enterprise Premium X 58835 ] BEREY, EANESINE TR HIBRNIEH R
21k, HHEBHE Secure Private Access PHIEFRZRES, [E4RBERBFRIH—FHRIEK.

R_-=x

AR

o JMAPATEVARINRIELEYRA BRI RIEEEER Secure Private Access 1517 KB,
TiCHE T Afipin kg, #BMakEAnLEMBEL, —BRPATEVMNIIRBRER, %
BAFPBINA Secure Private Access iR SEBRIFIE & o

o BMERFBFAMBIELESIRE, i@ Citrix Enterprise Premium 33 55283317 Internet
Wia). RXPELEFTBE LR Secure Private Access N TR IR,

BH
EaI U TE L TS A ER It IhEE,
o RTHINHWMNEMRE, EXMERT, BEGEITLIEIERE Secure Private Access RigH
FE LE RIS SR A R FAFERZ 15 IR SR $HFR B Secure Private Access N T2 iA18l,

o REBFRIKE. EXMERT, HEFHREL, FrESRRIEERNEL, FERERIEGE,
BILURF A P MBR LEF) SR F I BR

- BPaANARERIHRNRIR. EXMERT, SRR AR RIHRRER. ThRR&EL,
E X AP HRANRETIRP.

{#/ Chrome Enterprise Premium BYFHIEF P BSR4

E{§FFH Chrome Enterprise Premium #1 Secure Private Access FEIEFAF, BRI BT AR
%

« 112 Microsoft Y Google Cloud / G Suite &#28[E4 Microsoft Entra ID FAFEY, BHARICET
IEHRYE EREY, WUEARF 5155 Citrix Secure Private Access I Fi2 RPLAD,

INRFKIGELEE, NFTF8T Chrome Enterprise Premium X% 283 0] N FAIZ R A, PELEA
P EREE AT BE A =aablI T,

AP ATENZARINRIPE L=
1. Sz LT iHE > HKig > fHIERIE.
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2. 7£ Domain #, EFEANNZER IR ETE,

3. £ User 7, BROININEIFELEIIRBIABR %, BERFABENGERZMHNAF %, WRAR
MBRIRSHMER, WiZAF&ASHITE User FIIRH,

User FER{XITIEIR T Users iEINFEB E 7R,

r directory or make nanges to the relevant

cess will be blocked.

Block duration (days) @

r aname, user ID,or emailaddress Q T

| Email Address Domain Blocked On (Local Time) | Block Ends.
1512024, 9:53:38 AM 7days )
Showing 1-1of litems  Page 1 of 10rows

4. 7 Machine F1, EBRAFUANNBIFALETIRBHEN ST HETHRENSERFGNTENS
Mo BIRITENMBE RRSFMER, WXt ENRIFA=HIE User 7R H,

Machine FEXXTEi%E T Machines £ £ 2R,

Secure Private Access » Policies » Blocklist

Access Policies
= e M
Policy Modeling
‘ou can block machines from accessing Secure Private Access apps for a set duration.
You can block machines f Secure Private A for a set durat
Blocklist N N
To permanently disable a machine's access, you can deactivate the machine in the active directory and revoke the device certificate.
Session Policies
Search for a machine and select for how many days its access will be blocked.
a2
Domain Machine Block duration (days) @
ET)] ~
aaa.local N ‘ ’ Enter a name, user |D, or email address Q } 7
[]  Machine Name DNS Host Name Domain Blocked On (Local Time) Block Ends |
(] ALWAYSON-TEST alwayson-test.aga local agsa.local 17/10/2024,14:48:25 5days D
Showing 1-1of 1items  Page 1 ofl 10 rows

5. 7f Block duration (days) 7, ALLAPATEVAIIHEEIERRE. B FAATEVZIEIE
IEFRfE, BRINER FRMELLEMIT 7 K. B2, ERILUHFLETEIEZCN 1 5 99 XK ENEER
B, RIS RG, HIREAFBRMLEEIRE HRNR, Lo, EXFRPERERR
MEREFAZ, Fla0, NREESNAFATENBMEEFENENZE N 30 X, NthigEXFHA
F AT BN SRR R IR

6. 1HMHEE 5 Block user 3¢ Block machine,
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“FHIEA P S B IETEN RN EREBURATFRERT+ (AP SR o

RPATENERMEIELESR.
Bil:
« EAILLBEHITUTNE—12E, 7EFELEHRRE R AR 8 717l
o RTINS IRBVIIENIR, SR I IRE AR
- BEREEEE ARV MR E B
EXFWHERT, EBRHA—PEINHEE,

« A7 ZIREAFEEA P ATENRIARIIER, EMMENEYE RARSS (B4 Active Directory) HRffiFR
ZARPATEN, ARRERNBIFELESIR, XK IEJERIRY Secure Private Access &i&, FHLE
RN ARERIAR, FE—BRAFPATENMNEETE, ATFERZELTY, BRATENET
EBRER.

AR ATENRMBBE LT RGHNRERAFFE
MFERSIRET B X A ATENRMEIAL RSN S ARA FRIBESELS,

B =AIRIRR BERF
YA #FELER :
« FRBSETHAY Secure Private Access SiEFIIEI&LE,
o JYPHLEIFRIFBIFRE Secure Private Access Bk fRBIN B2,
- BMEERAPRNBIELESIRE, tBREFEE Citrix Enterprise Premium X 53883/ 18) Interneto 1%
FELEIAIBIE & %589 Secure Private Access N EFo
IS SHPHLERS ¢

- —EREHRAMBIELLSIR, BFXFAESFEESTHNAEF R RERF R L,
« EASHARFN AEFIIREE S AT HIBER.

JEd A NetScaler® Gateway RN EREF (BEEEUIERE)

- SRFJEARILN (TRRHRTHAFREERHTHEE) , BNAES) NetScaler Gateway =&
BEh#ik,
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o UHFRIERMBF 288 NetScaler Gateway h 10N BIEFR, RASMATHIBER.

AR IE8N

&BI LU Web N FFERFA] Citrix Secure Access™ & P IxRECEBIHAR, LUEEsEEREEMN
LZENIERAP 21, X Citrix Secure Access B ik, X RILIECE Citrix Secure Access &
Pim, UEEIEEIEIREEBPEMNREZLERIE, S, —BEENEAREIEE, TIEAPFMMLE
SETHAN{A, {REREILLLE Citrix Secure Access & i o B aR & b FriE s,

Web W FHEFF RS 2REE R
1. SmEIgE > 8,

2. £ Web N AEEFIRSBERNIIEFEE B, %£HF Web ARSI U RFERIRSHFERES
18 (LUNFID AN o MNRBIEFRFTERIRZ, Secure Private Access ARSZIF1EZAT (8]
BHAEARIERIE,

EFIRFEERTIRI N 1 /BT, RAKHFERAT(EI D 168 /BT, ERIAEA 2 /BT,

A& Web 7 FRFZRF 80T (/en-us/citrix-secure-private-access/media/secure-private-access-timeout-

for-webapps.png)

Citrix Secure Access 2 P g8 0Y

& B LA Citrix Secure Access & P inEd B FHBET -
. BFIHAEED
o RFIBAEY

1. M3 g8 > 8,

BCiE ZTNA [ T2 (/en-us/citrix-secure-private-access/media/secure-private-access-

timeout-for-client-server-appss.png)

2. 7£ Secure Access fRIZBR 1, EFEEBHIHITHEI L E (LUNSFDSARLD) -

- BFIRAECHEBE | (RERENERAEEAFED (RARSH#E) , Citrix Secure
Access B P I TE ISR EIERIERIE. RRIMERT, WIATGTFREARS. EHAEH
YR X B A LLELGRFIHITEE BB IR, B2, NREREFEEEEZEAUMEF X,
B A2 E g,

RARHFEEETE 0 5 o, RKFFEEIE 168 /B, RRIAER 8 B,
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- SRHBUEBEY : Citrix Secure Access B IR IERIERFFERETE], TTIEH P HMEENINM, 1t
ETRIA T ERRTS. ETMERYIRFT X BRALEDT, LERFERITEERBEAR, 8
B, MRARFEERRRVIGAX, TRHRAZEIEN,

RIELLERT 156 HHR EREAER.

ERFEFFERATIEIN 1 /NBY, ERIKFEFEEETE)JY 168 /B, BRIAER 168 /Y,

MREAZMUEIKE, WE—TEIERRVERN B X HA P EE,

ZEREEBRAUEREBIRSG, LUEA TR Secure Private Access 188, ECBIRETASUTETHN

o BIENNARFMRIRILEIRGIE R,

+ 7£ Secure Private Access FERERIR AIERF.
s NN FRERFIZERRRE,

BE R XBENTRAE,

RFREIERF &7 S MR,
BTRFSMNSHRERER (1dP).

s NREEREXNEFRSH

5 REF#ERXNFELRE.

FRERSATATUTTR !

* RRH BRI E R o
« 5 Citrix XFHNEE, BFREMHE R,
- HiREREMKENSZNERMEREFAES.

ERECERS
RITU TS BUEMEERS.

1. 7 Secure Private Access BEEIEHIEH, %3 iE > £REE.
2. B SIERE UBHIREE TR,
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- REBTM | RMELENFAEEHMERINZLSERS o
- IREEPDTER | RRELEFRERRRIKRER.

SHENER T HHR & £ AR TTERIZER,
TEERT —MRERSIHEETS, HPAI BN DSTHETRS.

© Configuration report © Configuration report

Report Completed () /\ Report Partially Complete

The report includes configuration information for your: Some of the configuration information could not be retrieved
*  Access Policies * Routing Domains +  Applications

*  Applications + Connectors/Resource Locations

«  Auth Domain » |dentity Providers

Attach the saved report to your support ticket.
*  Customer Parameters * Store Configurations

https://support.citrix.com/case/manage

Attach the saved report to your support ticket.

https://support.citrix.com/case/manage
Download Cancel

3. B TH ARk SFohFHEIAMIEEER.

EERTE

£ REEBIRESNEFEEG LT Secure Private Access AEHEIER

- TRIFNEER
« QIREER

- TENREEE

it
m
A0

BEReEERACHNEERT A ENEERS

ADFS SR 2HhHiHIREMN

AN F S EEREE R EEN RS EN. FBEMUERAFEERRANRITIEFRE
/EXFEIEH/)H:O E;EF”EHE,JE§1E/L.\; fﬁE |;Ilf-—_| Microsoft I*éo

EI% ADFS 1§ B NEZF B Citrix Secure Private Access™ MR, AT ITIU TSR ¢

1. 7£ ADFS R INEBIREIZERET.
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2. 52X Citrix Secure Private Access tHIN FBIEFEIE,
£ ADFS R INERBIREEFET
1. ¥TFF ADFS EIE#4I5, %3] ADFS > 5 X R > FRREMUEREEE.

a. ARBEHHIER FINEBRHEREFEE.

< Add Claims Provider Trust Wizard =
Welcome
Steps _ i )
Welcome to the Add Oaims Provider Trust Wizard
@ Welcome
@ Select Data S 'lTis_wizard will help you add a new claims provider trust to the AD FS configuration database. Claims

providers issue claims about a user in a security token for a particular transaction.
® Roadyto Add Tt The claims provider trust that this wizard creates defines how this Federation Service recognizes the claims
@ Finish provider and consumes the claims that it issues. You can define acceptance transform nules for issuing claims
to the relying party after you complete the wizard.

< Previous | Start | | Cancel |

b. TE Secure Private Access FARII—1HEFEXSE] ADFS N BIEF. B XIFHER, B8
i Citrix Secure Private Access RN FRIEFEE,

BARMINARER, ARMNRARERR SSO ECERRD, ERTE SAML JTHIEX 4,
AR TEIEX S A ADFS,
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Select Data Source

Steps Select an option that this wizard will use to obtain data about this claims provider:

@ Welcome
) Import data about the claims provider published online or on a local network

- — Use this option to import the necessary data and cenfficates from a claims provider organization that
@ Readyto Add Trust publishes its federation metadata online or on a local network .

@ Finish Federation metadata address (host name or URL):

Example: fs fabrikam.com or https://As fabrkam.com/

(®) Import data about the claims provider from a file

Use this option to import the necessary data and certificates from a claims provider organization that has
provided its federation metadata in afile.

Federation metadata file location:
[£:\Users\Administrator\Downloads idp_metadata (1)xml | [ Browse..

() Enter claims provider trust data manually
Use this option to manually input the necessary data about this claims provider organization.

| <Previous || MNet> || Cancel |

a. SETBRUSEMAMNERREHMEFET. TRRMIERREHREREER, SR RES
BARIBYE o

b. FI—"1%H Feiffe AR BEHEMN,
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Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:

|Tranafarma1hooni1g0a‘11 Vl

Claim rule template description:
Using the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type. and optionally change its claim value. For example, you can use this rule template to create a rule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of “Purchasers” when there is an incoming group claim with
a value of "Admins”. Multiple claims with the same claim type may be emitted from this rule. Sounces of
incoming claims vary based on the nules being edited. For more information on the sources of incoming

c. BFRUTEFRFRINEE, NRIEN ADFS EZHMER, NIER X AERHAENIE
Secure Private Access FfZE SSO,
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the
outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

nameid to emai

Rule template: Transform an Incoming Claim

Incoming claim type: [Name 1D v
Incoming name D format : |Emai vl
Outgoing claim type: v|

Outgoing name ID format: Imwed

(®) Pass through all claim values
) Replace an incoming claim value with a different outgoing claim value

Incoming claim value: |

Outgoing claim value: I

) Replace incoming e-mail suffix claims with a new e-mail suffix

New e-mail suffoc: I

Example: fabrikam com

| <Previous | |

Fiish | | Cancel |

BNECEEEBIRIEEREE, il ADFS IIE1E1E Citrix Secure Private Access FiF SAML,

ERREMUEFEE D

B IR AR EIZEIE(E ID. 7E Citrix Secure Private Access RECEN FHIEFEEM D,
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Offered Claims | Organization | Endpoints | Notes | Advanced
Monitoring Identifiers Cerificates | Encryption
Specify the display name and identifier for this claims provider trust.

Display name:
Fitrix Secure Workspace Access

https://citrix com/9a%sx0ijvihg
Example: hitps://As fabrikam com/adfs/services/trust

EHAIRART
WNRIZH SaaS NAEFEFEHE ADFS #HITEMREIE, NEKRMENZNBEFERNITEHAE
£, 7% Citrix Secure Private Access FECEN HZEFREEIL ID,
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Proxy Endpoints | Notes | Advanced
Identfies | Encryption | Signature | Accepted Claims
Specify the display name and identifiers for this relying party trust.
Display name:
Lervice now

Example: hitps://fs contoso.com/adfs/services/rust
Relying party identifiers:

https://dev98714 servicenow.com Remove
servicenow

£ 1dP RiERUREF B APANRTS

RelayState & SAML thiXMI—15%, BFMRARERHERIERAKEIRSSREHRNGGTE
ZiR. SNSRTE ADFS HKEF RelayState, NMAFRERZEECHNRFRREEFHTEHORIIERE

IR,

3FF ADFS 2.0, ST EFEH KB2681584 (F#FCE 2) ¢ KB2790338 (EFTLCE 3) LURMH
RelayState 7#F. ADFS 3.0 A&7 RelayState z¥f, EXFMIE R T, RelayState IREER
=<8
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7 ADFS fR%528_EEF RelayState &3
1. FTHAXMHS

« ¥tF ADFS 2.0, TEidEARPIAL T | %systemrootds\inetpub\adfs\is\web.config
« XfF ADFS 3.0, FiEEARFRALUTXMH  %systemroot%

\ADFS\Microsoft.ldentityServer.Servicehost.exe.config

2. 7E microsoft.identityServer.web Z3 /R, =0 TFF/R/ useRelyStateForldplinitiatedSignOn 7
M—17, FREFEHR . <microsoft.identityServer.web> ...
<useRelayStateForIdpInitiatedSignOn enabled="true" /> ...</

microsoft.identityServer.web>
« 33F ADFS 2.0, i&BfT IISReset MUEHEHN IS,

3. WFXWMNFEE, BEHIEE Active Directory Federation Services (adfssrv) service. &
E . NREEAMIE Windows 2016 B Windows 10, i&EfEALLT PowerShell (s S EAE.
Set-AdfsProperties -EnableRelayStateForIdpInitiatedSignOn $true

R CE::3ES

Citrix Secure Private Access TN FBIREFECE

BRI ECE 1P &ECRYRTEER SP & EHY7AFE, TE Citrix Secure Private Access FEZE IdP 5 SP
REHRIENSBE2ERD, FARZQAETF, XTF SP LKEHMFHIZ, EHME Ul kR~ ERIETE
URL EshRBTERF (SP &) § iEHE,

IdP &RVt
1. AIRE IdP ZEERRIZR, BRBEUTREA.

- AR URL - MATER URL EALUL T https://<adfs fqdn>/adfs/1s/
idpinitiatedsignon.aspx?LoginToRP=<rp id>&RedirectToIdentityProvider=<idp
id>

« ADFS FQDN - &Y ADFS i&iERJ FQDN,

* RPID - RP ID @& u] U MEF A EEFIRENE ID, EEEMAFIRFER,. MNREE
URL, MI<:#1T URL 4Ri3,

 IDPID - IdP ID 55 HIZERE1E ID #EE. fIRER URL, ME#HIT URL 4R,
ANl

2. SAML SSO fri&,
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LUF 2 ADFS Br558:BIRAIAE. MIREMEREEN, 15N ADFS IrS52BITTEIEFIRINER
B9{E. ADFS IRSZZRHIEXETTEIET UM ERK S TiER R T8, Zinm UM ADFS > fRS5 >
R PEA

WS URL — https://<adfs fqdn>/adfs/ls/

AR — AR T 1dP RENRERER, BHRBILTERIERMETY - FHRS

3 RPID=https%3A%2F%2Fdev98714.service-
now.com&RelayState=https%3A%2F%2Fdev98714.service-now.com%2F

o TR - http://<adfsfgdn>/adfs/services/trust

« BXHfth SAML SSO EREIRE, HEHATE, BXEZFMAER, HBHAXE Saas A
2o

Which single sign on type would you like to use for your Saas app setup?

SAML Don't use 550

©

What does this form do?

Assertion b This form generates the XML needed for the application’s SAML request.

https://adfsl.workspacesecurity.com/adfs/ls/ Where do | find the information this form needs?
The application you're integrating with should have its own documentation on using ¢

RPID=https%3A% 2F%2FdevIB714 service-now.c SAML Metadats

Audience Provide this metadata to your Service Provider (application)
http:/fadfsl workspacesecurity.com/adfs/servic https:/fetxaccess mgmt.netscaler netfidp/sam, iiviha/4b2f73ed-5fa:

Name D Format » o Login URL
Email Address
https:/fapp.cixa.netscalerg ydev.net/ngs/9aSsxOijvihg/samlflogin?APPID=4b273e
Name o
Email
Certificate

Launch the app using the specified URL (SP initiated) Select downioad type * v
PEM

Advanced attributes (optional)

An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values are consistent with the settings in the 5aas vendor.

v e v

Add another attribute

3. REHRNABREFITENSA.

SP KRR

IFF SP ZECHIRIZ, 1BRERIDP REHHRR S0 AIRBEECEIRE, Lttt , BB R EREE
URL Bz BEERF (SP Rig) § iE1E,
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Citrix Z2F\815i0] Terraform IRHEEF

1B1d Ul FahEIE Secure Private Access™ ECEFER. ZHiiE, HEMUEARIFEHRT B, XA
BB B R EE—MAER B Secure Private Access Boi&. s&FIRE—E4E,
F¥ Secure Private Access BEERE] CI/CD BEH,

Citrix Secure Private Access Terraform 2 E R P eERBER Terraform LURZEA X FfC. ACiE
FMEIE Secure Private Access KRR, T©RFEANEMISHENRIE TIERN—ED, U—. 0I£E
Mali B A NEIR Secure Private Access IF15,

Citrix Secure Private Access Terraform I2t2FEHTF :

o Citrix Z2BIAR=EE.
 fEF Terraform #H{TREMISHENICE S EMNE .

TEESRT Terraform 12ETEFLEH :

~ =~ =

v | - | (=] g

Provisioners ]

Y

Terraform Core
e \ Plugins

/ \ Upstream APIs /

;

Golang

/

[Client Iibrary}:

HTTP(S)

EFBEMRE

Citrix Secure Private Access Terraform {2{HF2 %[ Secure Private Access ZRIEANFF A Terraform &
MR, ZFA AU ERYE#E X Secure Private Access BRE, [FESNAREFEMIGHE—EHT
R3S, FHLAIFUNBY A =R E S,
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ERLLER A ZNEEMNEE

« Secure Private Access HIE G HEEN LIS EIE,
BINE (Fk. Wit &£/7~) W—%EE,
BOFHITEEMREEER.

5%F5 cl/CD &M GitOps TIEREM.
FERAMF AT E & BIEE,

FAf

ALY Citrix Secure Private Access Terraform 122 BEFUTEA .

 SSIFRR AT SRBRTE Secure Private Access HFEIBERILE A

- BEZ NIRRT H#(L Secure Private Access FEi&.

« fERMRAILEY Terraform KEEFTEIZEEIXE Secure Private Access 15,
* ¥ Secure Private Access ECE ENEKEIIMA Terraform TIERFo

« f DevOps HPARER G5B At I —EC EIR 118 SR,

* ¥ Secure Private Access FcE MR EB R EFHF,

- &3 2 NEFH Secure Private Access L BN 3 U R o

RFER

HRHEU TRAEENK !

o Terraform v1.3 {8 & A
o« FREYXT Citrix Secure Private Access T8 BYiF R AR,
« 5 Citrix Cloud™ API FYRI£RIEEE,

FoRFMF

T£{E 8 Citrix Secure Private Access Terraform Provider Z &, &R HEU T RS ¢

. BB B Citrix Secure Private Access 1T [5o

o BB TE Citrix AP HEIE Secure Private Access ZIRHIIIR,
« Terraform BREHEERIMZRET A,

« F3F Citrix Cloud By API SRS NRIEFEERE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 333



Citrix Secure Private Access™

AR

Terraform EANARS EAEF R ICIENK P A E L TR :

o BIEE. EFHFMMIFR Secure Private Access &,

- EEVIIER Secure Private Access ER & LU TR,

gogS

EE& 7 23 Terraform FEZE Citrix Terraform Provider,

j—p

Terraform g iE

{&Bh Terraform Provider, BJLATE Citrix Ul ZVEIE Secure Private Access EiiE. B RILUIRIESE
BUGFER Ul, 1B Terraform @R TF Bt KIS E TS %o

ZE ¢ Terraform Provider B F Secure Private Access, EATIEIEH Terraform BR & E X%
Provider, 30 FFA7R :

terraform {
required_providers {
citrixspa = {
source = "citrix/citrixspa"

version = ‘<version>"

provider "citrixspa" {

base_url = "<https://api.cloud.com/accessSecurity>" # for
commercial deployment
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customer_id = "XXXXXXXXXXXXX" # the CC customer id
client_id = IXXXXXXXXXXXXX'" # client id of service principal
client_secret = "XXXXXXXXXXXXX" # client secret of service principal

—BEETIRMHER, ERLeILUER Terraform FIRRE X Secure Private Access FiR, FHERR
A Terraform &p55 (Bla0 @) AT

* terraform plan

e terraform apply

Terraform & HF2F1E Terraform ERBPEBHwRLE, BRIAEE,

P REHEER

« terraform apply R{FEB SIS IRTMAML,
REA : Citrix Cloud ERETHEERK,

RRAR . WiHRMHREFBMNIIERENNR,
o £ terraform plan FKEIBEHNER,

REA . BTF5h Ul FEXEREEZR,

ARAR . B Terraform JHFFEN, HEFEZBIRIFTIRS.

PR
« H3IEPRHE Secure Private Access NEEED Al BETE TR HAZ R VMR AR A E] A,
BT Ul R THERERER B Terraform R&ER,
« terraform destroy IR{ERJEER=BoIMPRFAIBEKEIZ IR,
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EEIEFN

o Terraform RS X e SBRRERIE, ¥NLeEFE (PIM0, TiERER) o
o BNBINVEERBR, XEMA Terraform &2 Secure Private Access &ifo

o BABRFVENEERMEFRAE, UBREINEH,

s ENAEN A, BEZHEEF terraform plan Hi,

BE
o Terraform ;EMERSCRY

o Terraform 314
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A DA B i

EIERTUFIBUTINEEMNEIR, ¥ Secure Private Access #17a] DL RN U5,

st

Secure Private Access E5 Monitor (Citrix DaaS FIMIZEFHERIRIESIS) £/k. BERMEA
XEFARPBRT Secure Private Access #EHIENR< 4, BB AM DaaS Monitor S5#EFHEER Web/
SaaS # TCP/UDP N BEEFRIEMEMH. BXFHAESR, 5% 5 DaaS Monitor &£f.

Secure Private Access A5 /&I Eik

Secure Private Access AP . MR, REEFHEZEIFIRESEIR] W IERI7E Secure Private Access
ZHIEAR IR, BRG] ERESEREEXEES, BXIFAER, 53R ZHEiR.

Secure Private Access N TR S5 51%

@2 Citrix Monitor Y532 H Secure Private Access iFMEBNALKR M AREFEE., %
FHAEER, BERUTER :

* Monitor ARIEM N FBIEFFIRHIHIETEE, NMERMRM DR FIEEIH RN AR 1E6ER
B BXFARER, BEHE BN ARERF B

« EIEGAUTE Monitor FERRIENHIRED, XA T IRFIRAHEFRE B XFHER,
BEH HIRNRIEBEE.

N S=y =
EE ST G
EB%ZE Secure Private Access BY, EEZKFAMG BN ENEMEM TN —E DR M. EEE)

Citrix DaaS U RVEMNERSRIKEEZEEMALEITEESE, HEERREHXE X BEMMEHK
BHRSTTIRRAERERY SR A TL 1%,

BXERSFRESTRRSENESER, BEH EEFRETTRET.
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Secure Private Access {8 {E /Y =R

Secure Private Access fRZ YRR E R SaaS. Web. TCP #1 UDP N FEF IS ER B R
B ZINRIRNEERIREMNENARER. AP, EERSTRAUKHERERBRNEERT R
M, FAEXLEHEPTE—MIBHEFR, EBIEM Citrix Analytics FJREX. BAIAF X FIEET 815 5
EXNEEEESHERENEIE, WFRELELE, FaUATHRUEEELFAER.

FEAMMABD WATILE
- BFEIERMBEGR

I-.FF E JCA 5'%{,7-]\5@1&\ EFH*EF‘%_E E\j.]\ ELFH*Ef*&?*UlR%&u’@ *E 3& E’J E /GO
- AR

o SEEKEP  fEiEERE)ERAA RN AIER (SaaS. Web #1 TCP) BIME—RAF 28K,
o % . ke E)EfEREId Secure Private Access IRSZ HIERIERE,
o T . R ERaE)EfREAED Secure Private Access RS FTHRNHIELE 2,

- NAERF

o NAER  HRIRENNARF S (5REEREX) o

o NAREFEMITE  mEENEERAS AP EHNNARER (KARFRIE) S8
- BECER : EEEE)ERAEENIRES .

- BRUNARER | BMIHERS AN ARER X BXRIME—IRITINAY S B

« IA)ERES

o IFIEIERES © HETECERVIFIEREE S (GREIEREX) o

ﬁm E ICN

FREHBE BREESFHNIE. NAREFEN. NARFEKEURSERESHEXNEE. &£
N HEREELSHEESEALFAGEE. FHAGEURBEXEN. FIUEETLMNEHEENX
EHESEENM AL, EaLiEd e+ SnaERANG, EARATFEFEENRRFEING
. el AR EESE A Csv 83l

o OB AINTERR IETHRIEN AIEFEE. X5, MRSESMEGMER, flm, F8
RFEEH, Eo]LUIRILIRREIZEE Transaction ID . = (equals to some value) FHHA
7456c0fb-a60d-4bb9-a2a2-edab8340bb15 , UERSIHES ID HXWAEHE. BXA5
fiamal— i EANERSENINIFAESR, FBREZRTSERN,
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Diagnostic Logs ° Device Posture Logs @

@ Add filter  Transaction-ID = 3f37fcfa-f880-1655-9678-6045bdc2f9dc @

[ Transaction-ID v | [ =equalstosomev.. /| [ 3f37fcfa-f880-1655-967 | Ti]
Results are limited to Export to CSV format|
Time ss | Infocode | Username | status | +
> 2024-05-28 21.... App Access N/A 3f37fcfa-f880-1655-9678-6045bdc2f... Secure Access ... 0x100502 ad:g8a4thnldlIn... @ Failure

Page 1 of 1 20rows vV

1&%&?&55@ ERAILURIERBEER (83, FEMMELER) MR, BXIRERTH
WAMER, BERIRERS.

« Secure Private Access 12 B ENRIRPENKWEHFEHE— N XBENEERB, &%
HHAER, BRREERE,
o E% D XBLAINERMFRAE Secure Private Access HE. BXIFMER, HEEHESE D

Last 1 Month Y

Logging and Troubleshooting Users Applications Access Policies

Logging and Troubleshooting

Diagnostic Logs ()

Device Posture & Login/Logoff © App Enumeration App Access ©

@ Compliant 0 @ Success 60 @ Success 0 @ Success 2
Non-Compliant 0 @ Failure 60 @ Failure 4 @ Failure 44718

@ Login Denied 0

See more|

° j&jﬁb(%ﬁ)ﬁﬁ.*]- (>) KEEII_:\E?;TE%ﬁém1§I§\O

- “CHBE TTHERAARNS T E URL BIERA TS, BESALETREE URL EHEFE
7 () BERBRANE, EERAIUERRANSIRKERENARZFHRSNARER ZIEX
AR, Hlal, MRVAREFEEFRIVENE, WELAFRTEHNZSENAERF. EXM
BRT, BERAUEBERANEIIR, RFERKAE, ARERRINEEFRNAEZEFEIE

%ﬁkl A, “SEEE TUE RS a1 ANBIEMRIIRY 10000 K2R, £H8BEX BRI
gEaRit— AL IEIERER
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ecure et Access > Dsshboard > Disgnostc Logs
“«a Diagnostic Logs
Diagnostic Logs ()

Device Posture Logs ( 0
[ vest 1 week v

(® Add filter

Results are limited to the first 10000 records. Narrow your search criteria for more relevant results.

Export 1o CSV format

Time | Category App name App type. App FQDN
2024-10-31 20116:28 N/A N/A Saas N/A
2024-10-31 20:16:28 N/A N/A Saas N/A

> 20240-31201531 App Access N/A Upp 173162551

> 202410-312015:28 Login/Logoff N/A saas N/A

> 202440-3120:14:29 Login/Logoft N/A N/A N/A
2024-10-30 09:37:25 Login/Logoft N/A saas N/A
2024-10-30 09:37:13 Login/Logoft N/A N/A N/A

> 202440-3007:1819 Login/Logoft N/A saas N/A

> 202410-3007:18:11 Login/Logoff N/A N/A N/A

> 202410-2913:32:38 Login/Logoft N/A saas N/A

> 202410-2913:31:44 Login/Logoft N/A N/A N/A

| TransactionID Mode of access. Infocode. Username | status 1+
21196A21-F44B-46DB-AGCB-ABY. N/A N/A asalocallak2 @ Success
21196A21-F44B-46DB-A6CB-ABS...  N/A N/A asalocallak2 @ Success
3B7FSE03-C316-4197-BOFF-FBB..  N/A 0x10000409 asalocallak2 ® Failure
A29B83DO-2E22-419F-A44F-82..  N/A N/A asalocallak2 ® Success
2956311d-0afb-4509-b6ed-40bb...  N/A NIA asalocallak2 @ Success
15¢5b70e-b0f2-1721-9678-0022. N/A 0x1800d3 ad:g8adthnldinb/565.. @ Failure
721711e1-d8f2-4b77-9867-6e38a..  N/A N/A N/A @ Success
01606a80-905d-1721-9678-000d...  N/A 0x1800d3 ad:gBadthnldinb/565.. @ Failure
eafb92ea-54b8-4521-a70d-93fa..  N/A N/A N/A @ Success
208a1285.9669.1720-9678-000d...  N/A 0x1800d3 adg8adthnldinb/565.. @ Failure
d199c138-adff-4b11-2827-d4224...  N/A N/A N/A @ Success

Page 10f1

2010ws

B X AP 1EfER Secure Private Access IR BB RE)

g 2

= o

BERY

HIRHTEIIR, i

SR E 208

TSR

R EERRS BREEEEISHFAINS U ED
MER. T ERBREE T

o

EEARA
E T, M—JL,(TE%“*Enb”‘i“#/ﬁnb”

RIRLE

o RH'ERESHENEEF
Mt AR AR B i AR BV RSN Ho#t 1T

i

tpt-10-222-102-236.canet

varunt-10-222-102-198.com

< Connector insights
Filter Clear all
v Status
— Connectors
(O Active
[ bown
— NAME RESOURCE LOGATION

Tirupati_CAOI

VarunT-ssprod

pasdev-ssprod-ca pasdev.net PasDev AAD
tpt-ssprod-10-222-102-200.caunet Demo_CA
ssprod10-222-102-17Lasalocal ARA

a-10-222-102-251.ca.net

Tirupati_CA02

STAT

us

Active

Active

Down

Active

Active

Active

Page 1  ofl

10rows

BREREHF BRI BERF

R RERIRBHRNANNARF BRI EERENAREF B, LERNARZFRSSEN
HIESEURMNAREFRS S THNEES 2 MR AEFYIR. ERUNASaas RA

EFF'. “Web NF#EFF 5 TCP/UDP N AR Thitds R4/ MEREE, UEHENARERF. &7

LUZFRIS BT 18] £ 5K B TE X BY (8] Tt 24z
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If\pplications O} Application launch count ()
326 482
T 225

Top applications by launch count ()

1.ms saas filemail
79

20.1 Direct access app

@
[

DA ssprod

@
3

Direct Access CQEB

o
~

Jira-Citrite

w
w

AR_WA_31May

n
o

ms 20.1 ked a

I
©

ms tcp 23may app

E

See more

BN AR B s R HF R A AP

P R AR B RM R AT AP BRI SES N RAIKIE, fl, ARED TCP KA
RFHORM. LRI ARFRS BHRIER B AR M RRFRS S FANKELR. ERUE
TR 81430 B E X B A T S

- Users

Active users () Uploads () Downloads ()
1 8.20 ws 6.34 ve

T2 ., 63MB s 7.65MB

Top users by application launch count ()

Fi
L=
B
H
»
5
2
8

®

3

ar@aza.local

|
| ‘
9
©
o

©

@
&
=
g
a
o
o
=

N N
= .
B
2
2
@
o
g
S
™)

3

s [l
) 3
[ =]
® M
I
o |
3 =3

H
8 =

3

ARG AT T R HF A BRI R SR

A RRBIRI TR BB RNAMIS RS B X EE N AREF LRERITILREESIR, 2
T EEES HEIEESNARER X KBVRIEYIRUKLREBRFIHITRE ST UER A
REETUE R R ETURIE RIS L MR L EREE, SR UERERSETERNERE, NiHt—
TR, BXFARER, 152 BRTEMT.
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AR BN ARERF

AR EIARIEBHANAMNABNARF I EEEX TN B R KARERSAEMRAER X BB
ME—JRITIET R, XEFRIER X LB SIH R EH T H, BEERAUERLEREERS
WERAP AR T AR RERNE, EXMERT, BEERAMUSIEESZENNARER, UE

FiniEk

Domains configured (©)

103
46

Top discovered applications by total visits (©)

DOMAIN UNIQUE USERS TOTAL VISITS ASSIGNED TO APP(S)
ssl.gstatic.com:443 1 62651 0
10.10.10.10:80 2 4745 0
10.10.10.10:389 2 2329 0
mail.google.com:443 1 1852 0
10.10.10.10:443 2 1629 0
10.10.10.10:135 1 947 0
kfcprodnecmsimage.azureedge.net:... 1 676 0
webgl-redesign.cnbcfm.com:443 1 531 0

Applications discovered (1)

861

See more

TEXRD, HEANARFYERFILEEENEMEX URL BT URL E—MONRARERF S

#H, PHZBFRETRDES NN ARER.

TR EEEESHREUEEFEENESFAER

< Discovered applications

Domain ~ "™

x

Last 1 Week

v |

Select a domain or multiple domains to create an application. Protocols cannot be mixed.

Results are limited to the first 10000 records. Narrow your search criteria for more relevant results.

D DOMAIN PORT PROTOCOL TOTAL VISITS UNIQUE USERS
0O w 50000 upP 13 1
0O w 3389 TCP 11 1
a w 3389 uoP 5 1
o w2 137 upP 5 2
o o 23 TP 3 1
O  windowslztnacloud.local 8080 TCcP 3 1
(O  ztna_conn_app.ztnacloud.local 3389 TP 3 1

MOST RECENT VISIT

2023-03-28T05:47:36Z

2023-03-29T05:13:237

2023-03-29T05:13:282

2023-03-28T21:12:57Z

2023-03-27T07:06:33Z

2023-03-29T10:05:062

2023-03-29T09:59:542

ASSIGNED TO APP(S}

0

CREATE APP

{9 R R

3
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AN ARFUESTENFAER, fAlilEs. w0, thil. ShEE. E—RAMRARRE
B, EXRPHIFABEYIEEHF. EAUERERERERHITER,

p=3

o NEIRIER P E AR s CURE R,
o RIMAYIHZIZFRFESI/9 10000 2R,

MER LR AR

BEENEZEIAN + BRIV AREF. NARFEERS#E. XTFEEAERE. mOMh
WARRZBLTRRIRSHTT, FeEREIENARERET.

- NARFEESRESERNNAEFMINENET. B2, NAEXE, EANEWREE,

« URL. X5, BfR. WO, FRINETZEBMNETT. TRAMINARFNT R, BX1F
AER, FEHEESF I SHNEMRAMNMIZELER.
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Where is the application located? *
Outside my corporate network

@ Inside my corporate network

App type *

HTTP/HTTPS

App name

Discover Web apps -citrite domain

App description

App category

Ex.: Category\SubCategory\SubCategory &)

(] Direct Access

Enable direct browser-based access to internal web applications.

URL"

{ https://xyz.citrix.com l

Related Domains *

* xyz.citrix.com l

@ Add another related domain

“  Single Sign On

Appicon
PN Change icon Use default icon
L A

(128 kb max, PNG)
[*) Do not display application icon to users

[T Add application to favorites automatically @
Allow user to remove from favorites

Do not allow user to remove from favorites
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Where is the application located? *

QOutside my corporate network

@ Inside my corporate network

App type”* App icon
TCP/UDP E Change icon Use default icon
(128 kb max, PNG)

App name *

Citrix Secure Access Client for Windows

Discovery tep apps by IP Citrix Secure Access Client for macOS

App description

Destinations (7)

Destination * Port Protocol *

l windows.ztnaaccess.cloud 8080 l l TCP v | O

(*) Add another destination

-~ App Connectivity

BRI R LI EEUEEEZ AR ERHANZELENARER, SEREEEEN, KER
AR EMNIIERE. RhEIBNARFET. STlAMINABREFNTE,

4« ztnha_conn_app.ztnacloud.local:* w

Filters
e User ~"" AND Access_Outcome ~ "" X Last 1Week Ve ‘ m
(0 ACCESS_ALLOW
(0 ACCESS_DENY
TIMESTAMP UsER AGGESS OUTGOME
Mar 29, 2023 15:29:57 ACCESS_DENY
Mar 29, 2023 15:29:54 ACCESS_ALLOW
Mar 29, 2023 15:29:50 ACCESS_ALLOW
Mar 29, 2023 15:28:58 ACCESS_ALLOW
Page 10f1 20 rows v

BRCER
NUFRABTFRERMIETEE |

« = (FTFENE) | BTERSERFZ AL BE/RE,
o 1= (FFETENME) | BTERFESHEERGIAE/RE,
- ~ (EEFEMNME) | BT ERSDEERFMFNE TR,
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o I~ (FESENME) | BTERALSEEEERMBBET/HRE.

ZEWFIHENAERF. RENES

Z2FHiF85 Monitor 7%, Monitor 2 Citrix DaaS BV SR EHIGRESI S, BERNBEAS
FARBILUERILEER, M DaaS Monitor #2255 B2 BERR Web/SaaS #1 TCP/UDP M AEF S
EMES, XIEHTINNSEEINRE, 7T ZeIEHESIER.

Ef¥ DaaS Monitor EE SR EFIEIHNEESER, EHIERBEZ2MEIHRH Daas 1%
1B U MNEZ LB HREZEHIEHR (B3 Monitor) BiM Citrix DaaS ARSSENL1H18] Monitor,
ETHE X5 Monitor EENEZER, BB Z2EiHE,

NMRREF. SENES

Monitor {21t 7 W Z B RIEREE X BERIERA I, XMMEEVEENRRME T WA
RFINEEIGRMERNBARE, URXERERRETBFEDIFHAER. XEEESESEE
ARAMT BARTA. NAEFRERE, NMKRINZE2E LR RNIRREEN M.

BYMEEAEIHRLETXFHRIFEN, BEEH RIEE X
BRAPEEZEMEIHNRIE, FER EERAF S

BEEREFRAER, BEH 2B HRRSHA RIE.

i CiriX | DaasPremium

Daas > Monitor [Bq Tryunified search Q_search
NEW  Your dashboard now has an Application usage widget that shows frequently used applications and a way to review least used applications, helping you optimize your application experience and ensure proper licensing. Check it out x &
a
User Connection Failures (0 Failed Single-session 05 Machines S TIEE S SNl Aop Failures (Web, SaaS and TGP/UDP) 11 P Dataupdated every minute O A

Total app
app
n

App Failures (Web, Saas

dTCP/UDP)
of 11/22/2024 5:07 PM

[}
Total app failures.
s

410PM 420PM 430PM a40PM 450 PM 500PM

Average Logon Duration 5 ... 4 3
Nologons over last hou

View Historical Trend M verags LogonDurstion  —— Number of Logons

10
155
Active Sessions (Web,Saas
and TCP/UDP)
Asof 1/22/2024 510 PM

Application usage Data between 11/21/2024 4:00 PM and 11/22/2024 400 PM

®
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B{TRN b5

UTFETRETEXSITRIEZENESRER,.

BRI E

EERISEEEEENELWEIEREFRE T Citrix A5, EFY Citrix Cloud S1FREIRMIE (8]
REERE, TEEME ZMMEREMEMEEEBN SN EEIE, EER B FETEBEERE
ATFAEFIRENENZR. BXIFEAER, B3IRERT Secure Private Access B 23185

EREZRIS DI TR IR IR A 7 M5 4% Citrix B PiESRIg & AT AN L RERIE AT
Ao ULLAMFTEIERRR) Citrix DaaS i REY B EIMNALHE, MM ERITLES MR EMLEH n EEHR
GE

SITRIER B RTE RSN m GRS, REEEEISENSHERRE, EEGZALIAEE
MpFEITAEES, LUESDIRAIAMARE],

TEE/RT Monitor FEEZEF I TR RE,

i cilrix | DaasPremium

@ Dashboard Daa$ > Monitor > Infrastructure [LQ search J
57 e .
i Trends Infrastructure monitoring  New % B OB A
Filters
@ Cloud Connector| | < Storefront | Connector Appliance| & Provisioning Service
Q Aers Resource Location Connector Appliance Reachability
[__Select Resource Location v ] [ Select Connector Appliance v U Down
£ Applications Ow O
BB Probes Connector Appliance (2) (0 Last Updated 05/20/2025 336 P O Showrowswitherrorsonly [ (%
Name | Resource Lacation ServerStatus | Dependent Services Status | Connectivity Status | CPUUsage% | Memory Usage % | Disk Space Usage % | Network Bytes Tr
connector-01.example.com Miami-EWS Up 5/5 Healthy Failed ¢ 0.8% 25.36% 27.01% 6
connector-02.example.com Miami-EWS Up 5/5 Healthy Failed ¢ 15% 26.46% 27.09% 1

Showing 1-2 of 2 items Page 1 of1
connector-01.example.com
Details Service Details
Connector Appliance Service Name | Version | Service Status | Connectivity Status
Neme o comnec tor-0t.example.com Active Directory Service 357188 ° o
Resource Location Miami-EWS
Server Statls Up App Layering Provider 161355 o ]
onnectivity Status Failed ¢ Forward Proxy Service 3.11.3120 (] o
h 10383 Gateway Service Provid...  0.1135.201 ° o
05/06/2025 6:52 AM
o °

Core Connector Services  n/a
Collapse

RENNAREFES

EIESIATLAM DaaS Monitor EsEHARRNRIEMN AIEFEE . XIERERE. 7 HERAE
ERYIET ‘I’I‘%?RLX)S’Z?J‘*E‘}E-*EI‘D?@O

B XEAER, iBEEIESecure Private Access Service BIA] T4,
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mIENNRREFES

f§8F8 Citrix Monitor YA/ NAL R Secure Private Access IEMN BIEFE#EE, RIRIRE#H
E, THREERMNEENHITER, HRECINERESR T ZWAFRIZ, Citrix Monitor Fe# 3t
FPrEhAl N BIEFEREREE A I, UMRLBIERE,

Citrix Monitor 32X} Secure Private Access ERSERIFA AR, FEEREBMAFEDA. &
BRIEEEFN A PRI SOH M BB IR SRR SR, ISIEThRE AT BB IR RIF R EMRE, FANBERZE2E/]
4,

fFEEE

EIE R A LUER Monitor SERY SEEETIR P 2iE, B o] AEZEHIMR A+ 512 Web/SaaS #1 TCP/UDP
N AN AEFERIE, HEE Web/SaaS N AERAENRIE. B X1IFEHEER, 1B5EI1% Secure
Private Access IRZBIET I 1%,

N RERFES

#53¥E Secure Private Access TR IARIEE, EEEINARERSIE, HIRBHI RS fER
N AA*EF. Citrix Monitor 22 EMOH, FEENETHENAEFERABER. LIS HBER S
IB)£H 4R R % N AR RS

B XX i TN REFN R R BURRIF RS2, 18Z1 Secure Private Access ARS5BY7] W%
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7 A EHEPR

AE TR T BBHEEM D2 S Citrix Secure Private Access X B]@NEBEEIZEZNMNSE, &
BARUEAAEERIRG]. 12 RRBNIERE, BERBFARETLEEZ2IFIR,

BXFAER, BEHUTER :

HFEN FATERAE X RE

BEESREBESUE. BRAAERES, NARFNENNABRERFHRAEXNEE 8§ X1F4AE8,
BERAFENREFEX &,

DaaS Monitor B Secure Private Access £151tHE
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(A%

3102

3103

3104

Rz FAERF B EH 2D
3
4000

4001

4002

4101

4102

4103

4104

Rz FAEFF B EDERIRTLED
3
5001

5003

R&

ESL

ESL

JUVFIHELEIR I

RE

Sk

ESL

K

TOVFIHELEIR I

K

i

TCP - EELIK

TCP - $FEM5LK

PN

AT REETHEHRE R ERE,
R TR Fr AR AR EE

N RTINS ZE - SRB
PEERE &R £ RER IR

W3RN B2 RESIFA(E 2R
iR

f#h
RN REFER

MTFRERE, NAEFED)
58Sk

N RiER BERIEE, AR
BIEACRSREE

N REFEMEIR - NARER
BRI R £ REREIR

MAREFEREIR (RER)

3R N A2 REIFA(E 2R
R

N R

[BEITEIR - RIXEIN
RiEFERE

RAARITESE

FIERIBATBIMAE Rk (M
NetScaler Gateway ping -S
<SNIP> ) o
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5002

5004

5005

5006

5007

5008

5009

5010

5011

5013

5014

(A%

TCP -

TCP -

TCP

TCP -

TCP -

SPA -

SPA -

SPA -

TCP -

TCP -

TCP -

it

RIERRSS 2R E X ]

M X AR ERR

- BRS32REN

RIBEEKXW

RIEBLRMEY

i =pl!

P HIEK IR

D b e R £ 1%

RIEETH

M X Rt IR

DNS fRZ523E X 7]

RARARITESE

HERAEXHERH.

Fﬁﬁﬂ.ﬁté&ﬂu E /L,\lai#}‘)\
NetScaler W& 154,

IER| BARRIME AR (M
NetScaler Gateway ping -S
<SNIP> ) , HiBERSHRR
Er=ple

HERAEIVERMHERE
.

FIERIBATBIMAE R (M
NetScaler Gateway ping -S
<SNIP> ) . ERIAIRXLRIHE
FIEFFM NetScaler iEX
o

I93IF Secure Private Access
it URL BB ERE. (&
FB NetScaler CLI £BY show
vpn
securePrivateAccessProfi

le CLI @91 E URL IR

&) o

I93F Secure Private Access
= URL BB ERT. BA
AL BEIERHM
NetScaler WEZ1F,

XRNMEAFPRIEFRBLTE
EjJ)Ikn_.\E—.tu‘ﬂEJTr_ﬁH*Er_o E
oFTHERI R P 2.

Fﬁﬁﬂ.ﬁté&ﬂu E lu\lai#}‘A
NetScaler WEZFa,

Ia{R DNS fRS52:EB 50,
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(A%

5015

5016

5017

5018

0x1300000C

it

TCP - X DNS REREIR

BirARSERIER R

E1RARS5 88 DNS KK

M X REREIR

N FBF2RF1ERY DNS BRI

RARARITESE

Ha{R DNS fRE23BEED. B
BiERES BEIERFFM
NetScaler WE 158,

FIER) BFRRILE RR M (M
NetScaler Gateway f 8 ping
-S <SNIP> ) o

HRIEN N BREFERREN
£ EHEARY DNS ARS8 (W
ERERNEL) AEAR

EREREINBEICRHM
NetScaler IWEZ1F8,

HRIENNBREFERREN
£ ETHEARY DNS ARS8 (W
ERERNEL) AEAR
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Secure Private Access H &M= 4

HEMSBEHRNTFIEE. BESHRMBERESIMEE X EZE, Citrix Secure Private Access fRSZHE X8I H
BB UM RRIRR -

CETNERIR
BENRIRRGE T —NERRRE, BTSENMRESANEE, SRRTUER RIS

MPFES Secure Private Access X BRI, B XFHER, 1HE%Secure Private Access Y3
Mo

HiRYI&R

B X B 7EfER Secure Private Access IRZ B RIRE BRI ESFR, BBHIZHEEEME

o

HitA&

Hit BSHERAPENNRAELNFAICR, XEAENTFEMAMENZLBNEXEE, BNE
MBI FRERER 7RG, #1777 HEBERURXERELENIE, B XFMRER, BBHH
HHRFEHE.

RFERE

RGAEEEE % Secure Private Access IRENEPIZENER, XEHERFIZMRARRZE (B
WNtEREIR) S ARSZIEEREIR) FIEEER. EXIFEMER, BEHRAHE,

IRESHEE

G ESEBEERME T X518 Secure Private Access IRESHNEZ R ESEIEAT R, XEHEEE
FHRRISEERFIHONEZEHBFISNEZEIE, NTIEREBAZSM, EXIFHER, B
FIRESEEE,
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S
A&
UTFETiR T B X ZHEENEZER.

= )
MFESRET B ¥ B RAENESEL,

4.2 Secure Private Access iZ#TEE?

Secure Private Access IZ¥THEREHRB R IFRMEANBIEF (23 Web. SaaS. TCP # UDP
HKB) NAENFREEN. XEAERRRTREBRES. NAEFREMRRIE. NBRERKEUNNE
BFEHEIEL. FREEURBERZEW, EoUEETISHEERSEEXMEEERNAE. &
FLUBTREHF+vSHEERAG, UBREEFEENRKRFEENEE, EAIUWSAFREESEN
CSV &z

TEBE I 3R R Secure Private Access Hi&?

1. &R Citrix Cloud,

2. 7 Secure Private Access IRSHML £, BHEE
3. AEERAFRREANAEMNSHM=SR, BHNRIR .
4. ' PHEAEERD, B EEES I

87 Secure Private Access il B ERY/NALE?

‘BERIERMEEIR AP ZBEE N UNER B TE 550K, NAERFER.
N AR M A RIS & IR ZASHE X B9 Secure Private Access Ef4, Secure Private Access Z#TH&
MEPNAREBAHREEY, SMEHERLAPIARNARFRNEE—"SM4. XEEHTAUT
K37 BROEH. NAEFRRENNARRFRR,. HEE RS MR SEETIIAKLLER, BEE
AIER ENERHELRS, BRREIZHBE, EUEEFRIIENNESY. NREEATIZS
KBRS, FRETRRERSHE, EEIURETEEES HEUTERTENIZHBAE.

Diagnostic Logs

Device Posture (1) Login/Logoff (O App Enumeration (O App Access (U

|
15 36 2646 10856

@ Compliant n @® Success 35 @ Success 2641 @® Success 3511
Non-Compliant 4 @ Failure 1 @ Failure 5 @ Failure 7345
@ Login Denied 0

See mare

© 1997-2026 Citrix Systems, Inc. All rights reserved. 367



Citrix Secure Private Access™

“ Diagnosti

Results are limited to the first

Time

2024-07-1015:33:48.

2024-07-1015:33:48.

2024-071015:33:28

2024-071015:33:25
2024-0710153205
2024-071015:32.03

2024-0710153202
2024-071015:31:37

2024-071015:31:37
2024-071015:30:10

2024-071015:2953
2024-071015:2952
2024-071015:29:49

2024-071015:2946

2024-071015:29:40

2024-071015:2935
2024-071015:2845

2024-071015:27:01
2024-071015:27:01

2024-071015:26:59

ic Logs

Diagnostic Logs ZEEE)  Device Posture Logs (15)
‘ Last 1 Week £\ (® Add filter

t Narrow your for results.

| Appname Apptype | AvpFaON Transaction 1D | Mode of access
NIA NIA 3f411d01.4934-4aca-865b-02f1cad69...  N/A
a NIA NA
Web/Saa$ NA 4b28d126-16da-4957-820b-bae171ed7...
er..  Web/SaaS NA 4
Web/Saa$ NA 1
Web/SaaS NA 7154
NIA rodt. b NA
NIA dl NA
SRK:WebApp NIA ssprodingsautomation.n...  7b6fe40d-5e43-4b21-84ae-128184c1l..  N/A
DAapp Web  htpsy/ssprodingsauto..  c46e3101-9336-4821-9302-88614 4. NA
DAapp Web Tb6fed04-5e43-4b21-84ae-128184cl.. Browser
DAapp NIA NA 6720b9(5-235-4b95-a87b-4{f01099..  N/A
NIA Saas NA 672bOf5-23a5-4b95-a87b-4f010991..  N/A
Web NA Citrix
aasS..  Web/Saas NA dab
Web/SaaS NA b2d
Web/Saa$ NA 2871
SRK-WebApp Web 4cl NA
SRK-WebApp NA NA
NIA SaaS NA ac91222e 1316-434e-bbaB 757e56e8b..  N/A

0x10000000
0x10000005

0x10050¢

0x10050¢

0x10050¢

0x10050¢

/A

0x10000000

0x10000005

Secure

Private Access i

i B EPRIFAER?

Secure Private Access AP BRI FRIREIAREU T IFAE R

R -

BF4 -

SR - Secure Private Access 12

Bt {El& - S=4FAY UTC BEl,
RN ARERNELRFNAR 4.
BB - EERNARERRATR.
RIS R - SHAEIfAt & AU R SRR AV BT,

MRS, IR,

BEABNEZER.

o {5l - KWREESE X BHENEZFMAER,
- 2R FQDN : BifinlN A2 FQDN,

o EHRE - SRITRREXEXBVE MR,
o BRIEEAY - 4Pl BRRVIELE,

°¥%—Tﬁ¥%,m&$$#¥ﬂoﬂ%ﬁ
R, TG A A T

- 85

ID-E%

\0 /U\__]-L/{ﬁﬁﬁ

ID % BXif1RliEKBYFRAE Secure Private Access Hi&o

TEREHFNRIRRAMR + &5, ATLEREBUATIFEMAER !
« SPA PoP {iIi& - NV FHTEF i aHAEl{E AR Secure Private Access RS PoP fiIERIFHID, i

£|%] Secure Private Access PoP &,

i B RN RIRP SN RMEH X BRI,

EEEXTE

TalfE - E\Zﬁﬁﬁf?%@%ﬁiﬁ\ F_‘Zﬁﬁﬁﬁi*ﬂzéﬁiﬁ_‘iﬁﬁﬁ
ETTARHE 18 I B 2] &

Irl\-\

I)l-ﬁ E JCNO

TRRANEERES ID, @
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anfmEIZET RS

IEEI A ERAITEESAT, RIBESMHEY (FIUNARERAER. X5, #ih) Mgk, Fi,

EERFED, EAUBATEESID, = (ETENME) , RABRHA

21538289-0c88-414a-9de2-7f3e32a1470b, LUEER5ILES ID xBXWFMBEBRE. B X0 5THitss
EN—RERNERSERNIEAER, FBREREER,

“ Diagnostic Logs

Diagnostic Logs @)  Device Posture Logs (15)

Last 1 Week v ‘ (@ Add filter I Transaction-ID = 21538289-0c88-414a-9de2-7f3e32a1470b ©

Results are limited to the first 10000 records. Narrow your search criteria for more relevant results. Export to CSV format
Time Category. App name. App type | AppFQDN | Transaction D | Mods of access | infocode User name. Status. +

> 2024-071012:2025 App Access ARTCP 30 Nov 211 Tcp 10220177102 21538289-0c88-414a-0de2713032a14700 N/A N/A aaalocalismi ® Success

> 2024-0701220:25 App Access ARTCP 30 Nov 211 Tcp 10220177102 21538289-0c88-414a-9de2.713e32a1470b NIA N/A aaalocal\smi ® Success

> 2024-0710121951 App Access N/A Tcp N/A 21538289-0c88-414a-0de27f3e32a14700 N/A 0x13000010 aaalocalismi ® Success

> 2024-07-10121951 App Access N/A Tcp N/A 21538289-0c88-414a-9de2.713032a14700 N/A 0x1300000b aaalocal\smi ® Failure

> 2024-071012:19:41 App Access ARTCP 30 Nov 211 Tcp 10220177102 21538289-0c88-414-9de2713¢32a1470b Secure Access Agent N/A aaalocalismi ® Success

Page 1 of 1 20rows

Al Diagnostic Logs

Diagnostic Logs Device Posture Logs (15

Last 1 Week v ‘ (®) Add filter
Results are limited to the first . Narrow your for results. Export to CSV format

Time | catogory Appname | Appipe AppFQDN Transaction D | Modeof access nfocode | Username Status I+
2024-07-1012:28:56 NA NIA Tcp NiA cfle1144-5352-4c85-bOba-8256dea4..  N/A NiA aaalocalismi ® Success

> 2024-071012:2025 App Access ARTCP 30 Nov 211 Tcp 10220177102 21538289-0c88-4140-9de2 713e32a14...  N/A NIA aaa localism! ® Success

> 2024-074012:20:25 App Access ARTCP 30 Nov 211 cp 10220177102 21538280.0c88-4142-9de2 713032a14...  N/A NIA aaalocalism! ® Success

> 2024070121957 Login/Logoff NA Tcp NiA 473c058-2580-4588-883¢-60b426c..  N/A NIA aaa local\smi ® Success

> 2024-07:01219:51 App Access NA Tcp NIA 21538289.0c88-4142-9de2 713e32a14...  N/A 013000010 aaalocalismi @ Success

> 2024-0740121951 App Access NA Tcp NiA 1 4142-9de2713e32a14...  NIA 0x1300000b aaalocalismi @ Failure

/gi;r_\.E_U'XﬁﬁE%*EFffﬁ‘ Fik Iﬁ;Eﬁ_'ﬂ: 2%4*/@\ IL.\E,J$$§

“ Diagnostic Logs
Diagnostic Logs (5)  Device Posture Logs @E)
Last 1 Week v (@ Addfilter | P Non-Compliant ©
Results are limited to the first . Narrow your for more re Export to CSV format]
Time Policynfo Pollcy result Operating systom | infocods | User name Staws |+
> 2024-07-0918:01:52 NoMatchingPolicy Non-Compliant Windows NA aaa.local\mal @ Success
> 2024-07-0918:53:01 NoMatchingPolicy Non-Compliant Windows N/A aaa.local\sm1 @ Success
> 2024-07-0918:52:04 NoMatchingPolicy Non-Compliant Windows NA aaa.local\mal @ Success
> 2024-07-0918:33:01 NoMatchingPolicy Non-Compliant Windows N/A aaa.local\sm1 @ Success
> 2024-07-0918:30:05 NoMatchingPolicy Non-Compliant Windows NA aaa.local\sm1 @ Success
> 2024-07-0918:10:51 NoMatchingPolicy Non-Compliant Windows N/A aaa.local\mal @ Success
> 2024-07-09 18:01 NoMatchingPolicy Non-Compliant Windows NA aaa.local\sm! @ Success
> 2024-07-0917:52:29 NoMatchingPolicy Non-Compliant Windows N/A aaa.local\sm1 @ Success
> 20240709 17:4211 NoMatchingPolicy Non-Compliant Windows NIA NA @ Success
> 2024-07-0917:26:31 NoMatchingPolicy Non-Compliant Windows NA N/A @® Success
> 2024.07-0916:25:37 NoMatchingPolicy Non-Compliant Windows NIA aaalocal\smi ® Success
> 2024-07-09 15 NoMatchingPolicy Non-Compliant Windows NA N/A @® Success
Page 1of 1 20r0ws

Secure Private Access 12T AEHRIER T BRLLE 42
Secure Private Access I2WrBHEHFUTEH :

o BERE . BERAPIEERS. XEAEHRE XIEERTERNER, SHEIXEERBELEY
BERSERBINEM. FEMTE2ELIHE),

o BRI 5RALBPBEEHTE Citrix Secure Access BRI TEIE (RERaS SRR
) HITEMIIEE X NEG,

- RFATEREREE | 7 Secure Private Access RSSH, HEIERECERIAIDREEREWLER 81U
HIRIRLE R AT F. #WIBLERIN FIFERF1E Citrix Workspace N FREFRNERZXBAFP AR (KK
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28) , XUEEHEBIEEENIE T BEARYE Secure Private Access FREZHECERIFIRIER, LR B2

ISR R P 1R

- NRBERFAIR : RIEFMER EIERIVEESRERER, RARPNARFERIGE. ALK

S BREFRRSHNERRSHEMS

EIRFIR

£ X AP 1E{ER Secure Private Access BRSSBI AT #

B

L EERE RN

EBEINEIRITEIIR, I

FRRAZEBESE

ISSae

ERATEEIE—ENAREFIE. FMKIEN SSO SN A ZFIFIE X B, M Secure Private

Access 1Z#THEHRBIEE
BRI B, UTe—LER

SYRe TRl R ]

BEXZHAENESER, B2HIZEHEE,

LUFEIRERFREEBLR T B EERA Secure Private Access RZ B AE

ERAE

0x180006, 0x1800B7

0x180022

0x180001, 0x18001A,
0x18001B, 0x18008A

0x1800A9, 0x1800AA,
0x1800AB, 0x1800AC

0x1800AD, 0x1800AE,
0x1800AF, 0x1800B0

0x1800B1, 0x1800B2,
0x1800B3, 0x180048

0x1800EF

i

4

NARFEEK, RANA
2 FQDN KEi8 R

NAEFEMRK, EHASH
WIEARSS B X ]

BHEFRIEIR. Citrix Cloud
B AR ERERR 2 B HEEE
LK. SAML SSO kK. T¢

MBI B 2R FQDN

B BER IR ST H I A

BER IR

PERTS B

NAREFRENERM, RANA
2% FQDN KEBHRH

SRME, ARTEINE HERIZABUEIAEN B EF
[BRRE, AN EFthEAAER,

NBEFEHRY, EASHD

WIERRSS B X ]

N A2 PR IELE

B BERARIR S H IR
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ERHE

0x18009D

0x1800A0, 0x1800A2,

0x1800A3, 0x1800A5

0x1800A6, 0x1800A7

0x1800BC, 0x1800BF

0x1800BD

0x1800D0

0x1800CD, 0x1800CE,
0x1800D6, Ox1800EA

0x1800DE

it

DNS &/ EHEELK

Web N AEFEEIKNK,
ATEEED G Web N
=

B F XA 1R] Web/SaaS M
BiERF

BRFEXRGhRAF
DirectAccess BY Web/SaaS
N TR

Citrix Secure Access KIES
EEREN B ERN B
K

Citrix Secure Access agent =
EREIRN, EATEREY
FTEFFECIE, Citrix Secure
Access agent N 2R Ezh
KM, HARBEIER,
Citrix Secure Access agent 7

JEEE3E =i S

Citrix Secure Access agent 7
BREFERY, EHREIT
(BN

PR 5

L2 5 aRARSS - DNS &/
EEHIR

Web W AEFBHERY,
ATCEEEDEH Web RZF3
EF

P E#A18] Web/SaaS [
BiERF

BRPERGAR AT
DirectAccess BY Web/SaaS
N iR

Citrix Secure Access agent &

EERM, EATERIY
2R B2 & (/zh-cn/citrix-
secure-private-access/
service/secure-private-
access-
troubleshooting.html#citrix-
secure-access-agent-
session-launch-has-failed-
while-fetching-the-
application-configuration)

&P iniE K& VIR (/zh-cn/
citrix-secure-private-access/
service/secure-private-
access-
troubleshooting.html#tcpudp-
apps---malformed-client-
requests)

Citrix Secure Access agent 7
REFREIRY, EHZHEEIT
{55 (/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#citrix-
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ERHE

0x180055, 0x1800DF,
0x1800E3

0x1800EB

0x1800EC, 0x1800ED

0x10000001, 0x10000002,
0x10000003, 0x10000004

0x10000006

0x10000007

0x10000008

R A2 £ SCRBRFR S,
T RESECE, ThiR)HBEL

Citrix Secure Access agent [\
RREFEhRK, FARZH
IPv6

Citrix Secure Access agent 7
BiEFEMRY, F7 IP i
HEFERK

Citrix Secure Access & i
BREM, ERMLERR

Citrix Secure Access B i
BREW, AATiEEERIE

Citrix Secure Access & F i
ERRW, EAIEHmENGE
rREE

Citrix Secure Access B i
BREW, RAUERLER

PR Z

secure-access-agent-app-
launch-has-failed-during-the-
policy-evaluation)

BPERRFPRIE—PHZ
N RLFAE R (/zh-cn/citrix-
secure-private-access/
service/secure-private-
access-
troubleshooting.html#one-or-
more-apps-not-listed-in-the-
user-dashboard)

Citrix Secure Access agent [\
RREFEMERN, RAFZH
IPv6(/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#citrix-
secure-access-agent-app-
launch-has-failed-as-ipv6-is-
not-supported)

Citrix Secure Access IR
BREFERK, RN IP i
TR

Citrix Secure Access & i
B L8 E A A 14 R) 7R

RERSHBTINE P imSARSS
ENPEES

RNBAFRZEERIARS IS

E1j=3

MBI TR BIARSS 2R IUE (0] 7
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ERHE

0x1000000A

0x1000000B

0x10000010

0x10000013

0x11000003

0x11000004

0x11000005

0x11000006

0x12000001

0x12000002

0x13000001

it

Citrix Secure Access B F i
BREW, B>

HRFEFELM, Citrix Secure
Access B InE RKM

AF=iEdH, Citrix Secure
Access B IRERKN

HFECESIRIE K, Citrix
Secure Access Z P inE Rk
M

B EfhEE R,
Citrix Secure Access % F i
EREM

BT EHh@EEeER K,
Citrix Secure Access % i
BERRM

B EfEE R,
Citrix Secure Access & F i
EREM

BT EHh@EEeER K,
Citrix Secure Access % i
BERRM

ARFRIEEZH], Citrix
Secure Access & P IR fH%K
4

HFSIEE BT, Citrix
Secure Access Z P imE sk
M

ATFRIESH, MAIRRKK

PR Z

MTRAFNEERNZE, ERX
i

EEEMES S REBEPALE
AFSIEEDHE, BBETHX
8

Citrix Secure Access & i

ERRM

MATRIETH, ZEHLEEEL
E S

EHEEREIIRY

EREEEIIRW

RFMKRE, ZEHhEEEIL
KK

BTFRIEELL, TEFHE

RIERERHILLLE

NABEFEIRY, HARIE
EiZ #A(/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#applicati
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ERHE

0x13000002

0x13000003, 0x13000008,
0x001800DF

0x13000004, 0x13000005

0x13000007

0x13000009

N RIBIRIRN, EAFRIER
E

NMAIFRIKLK, EIhRHEE
1k, TCP/UDP N FAEshiEE
RERIGIELE

N RIBRIAW, EAARSSEEF
C1)::

N RBIRRK, EAininsRE
BREASARRITIE

N RIBRIARY, FAEBEREE
ERK

PR 5

on-launch-failed-as-session-
is-expired)

NAREREIRY, EiFe]
JE[A)# (/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#applicati
on-launch-failed-because-of-
license-issue)

NABEFEIRY, HARS
$B481%18)(/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#applicati
on-launch-failed-as-access-
is-denied-by-service)

NAEFEEIRY, EARF
& 7o A1 1B AR 55 (/zh-en/citrix-
secure-private-access/
service/secure-private-
access-
troubleshooting.html#applicati
on-launch-failed-as-the-client-
is-unable-to-reach-the-
service)

NARREFERN, FERE
FEFNBC B ISR (/zh-cn/
citrix-secure-private-access/
service/secure-private-
access-
troubleshooting.html#applicati
on-launch-failed-as-policy-
evaluation-and-config-
validation-failed)

NARRFERK, EANA
R RFERE(/zh-cn/

citrix-secure-private-access/
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ERHE

0x1300000B

0x1300000C

0x1300000E

0x001800D3

U
B X AT &R

1812 ZTNA 24 FQDN &K

B F A T IE Chrome N
2%, WAEFREHEK

ERNNARFEE THEXW

PR 5

service/secure-private-
access-
troubleshooting.html#applicati
on-launch-failed-because-of-
issues-in-application-domain-
table)

EFPiH%XF7T 5 Secure
Private Access ARSSBIZERZE(/
zh-cn/citrix-secure-private-
access/service/secure-
private-access-
troubleshooting.html#client-
closed-the-connection-with-
secure-private-access-
service)

DNS ARS5 88 T AMEMT FQDN(/
zh-cn/citrix-secure-private-
access/service/secure-
private-access-
troubleshooting.html#unable-
to-resolve-fqdn-by-the-dns-
server)

HFEA T IF Chrome %
2, NAEREIRM(/1zh-
cn/citrix-secure-private-
access/service/secure-
private-access-
troubleshooting.html#app-
launch-failed-due-to-use-of-
non-chrome-browser)

REERINEC BRI B2 BT
5| (/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#failed-
to-fetch-configured-
application-destinations-list)
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ERHE

0x001800D9, 0x001800DA

0x001800DB

0x13000006, 0x001800DC,
0x001800DD

0x001800DE

O0x001800EA

0x001800ED

it

TCP/UDP [ B2 B oh1Ef#
AT SR BT A i Rz B 5 T

TCP/UDP [N B2 BohTESR
BT HA 8] K45 R TR 1K

TCP/UDP N FBiEFEThk
¥, BERRRBMBRBLN

TCP BEFEMRM, FEE
ENZNBREFREETAREX
FEgR R 2R, TCP NA
EFEmRY, FEZHR TCP
NAERFIEET AZZIHNE
RGN ERRSEEM

TCP/UDP N R Bk
W, REARIED BRI BE
FrECiE

TCP ARFEEM, FEH
ZHE+5 FQDN ¥k

TCP MARRFEMEM, RH
28R IP X

PR 5

N A2 E R (/zh-cn/
citrix-secure-private-access/
service/secure-private-
access-
troubleshooting.html#applicati
on-configuration-issue)

RIRALE R (/zh-cn/citrix-
secure-private-access/
service/secure-private-
access-
troubleshooting.html#issue-
with-resource-location)

BB S REEER HTTP [
FB#2 % (/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#enhanc
ed-security-policy-is-bound-
to-the-http-application)

ToEEIN 2R (/zh-en/
citrix-secure-private-access/
service/secure-private-
access-
troubleshooting.html#unable-
to-locate-the-application)

FNBKEBT 256 MFR(/
zh-cn/citrix-secure-private-
access/service/secure-
private-access-
troubleshooting.html#host-
name-length-exceeds-256-
characters)

FT3H 1P ik
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ERHE

0x001800EF

0x001800F5

0x001800F9

0x001800FF

0x10000401

0x10000402, 0x1000040C

0x10000403, 0x10000404,

0x10000407, 0x1000040A

0x1000040B, 0x1000040F,

0x10000410

0x10000405, 0x10000408,

0x10000409, 0x1000040D

it

E5%E TCP IR EILE
HAlE), TCP NAREFEIR
i

HF IPVe6 ik, UDP R FATE
Rk

AFEFim&EEEL, UDP

MEARRER(Y

UDP R RER RN

Citrix rendezvous [REZ 8B k=

ESL

ToE M IEEESI&E, UDP
ML IEZ IR LR K

EREIR. EH 2T RARK.
BREX X ARSSET HHER. 1EHE
BRATR. B AR X ARS8
h

[EiRAAIL. UDP #iEa(%
WM. UDP #iEEEWRk

PR 5

P e RVl

AR IEKPUKE] IPve

UDP BB RERTEN

NAREFEhRW, EML
3R (/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#applicati
on-launch-failed-due-to-
network-connectivity-issues)

EEERg R EME
Secure Private Access BRSS(/
zh-cn/citrix-secure-private-
access/service/secure-
private-access-
troubleshooting.html#connect
or-appliance-failed-to-
register-to-secure-private-
access-service)

B EsEnig s ERE R #(/zh-
cn/citrix-secure-private-
access/service/secure-
private-access-
troubleshooting.html#connect
ivity-issue-with-connector-
appliance)

B ENEmihg
TCP/UDP BRS3 2aBY & #im) @ (/
zh-cn/citrix-secure-private-
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ERHE

0x1000040E, 0x10000412

0x10000406

0x10000411

0x10000413

0x100508

0x100509

0x10050C

0x00180101

0x00180102

0x00180103

0x20580001

it

K. BAGEHEHE. FinX
RIPESE=S

DNS 2ok

M X BRSS X A T &%

FATE AR L [RR AT H R

BR L TFXEnRMN AR

tfc

InREREEAR S N ABIERF X B

RFERERNERNZ T NA
PRI SRBR IR LS

TCP/UDP R Bk
W, RANBEFEERPRD
ERH%HE

TCP/UDP N BBiEFEahk
W, RAEHZESEAFLEE

UDP/DNS &Rk, EAE
e NPV

mETImEEM, EA NGS
Cookie B33 HA

PR Z

access/service/secure-
private-access-
troubleshooting.html#connect
ivity-issues-with-connector-
appliance-and-back-end-
private-tcpudp-servers)

EIEEIR B I IA N FQDN
#Y DNS

MEIRSRERELLE

TEERDBRSS 1P L
FQDN Bli[a H & X EE

TEPCECHY SRR S

RESNAER XERIARR
B&

NMARFRERER

TCP/UDP N R Enhk
W, RANBEFERPHRD
ERH%E

TCP/UDP N BiEFEnhk
W, RAEESRALESR

UDP/DNS &Rk, EAE
e NEIPV.N

EHFNGS CookieEidHf, &
ENE LM (/zh-cn/citrix-
secure-private-access/
service/secure-private-
access-
troubleshooting.html#failed-
to-load-the-page-as-the-ngs-
cookie-is-expired)
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ERHE

0x20580002

0x20580003

0x20580004

0x20580005

0x20580007

it

T MEHE, 7SRRI
ESL

FRTISON WebThEET, 519
ERBRIRENR W

FRENIF1R) SR B ¥ 1S B BT LR
M=

REVATIEHEY, SRBRIRENSK
i

IFIWTE Z8Y, FRRIRENS
4

PR 5

RTFMEHEE, Thia)SREEIREX
5K (/zh-cnicitrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#access-
policy-fetch-failed-because-
of-a-network-failure)

FEMTISON Web S5 hERT, 1718]
RBEFRENL K (/zh-en/citrix-
secure-private-access/
service/secure-private-
access-
troubleshooting.html#access-
policy-fetch-failed-while-
parsing-the-json-web-token)

FREN 17 1) SR BE ¥ RS R BT 4K
# P& (/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#network
-failure-to-fetch-access-
policy-details)

REVATIEHEY, SRERIRENSK
T (/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#policy-
fetch-failed-while-fetching-
the-public-certificate)

TEIOIE JWT E BT ERBRIREX
5 ¥ (/zh-cnicitrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#policy-
fetch-failed-while-validating-
signature-of-the-json-web-
token)
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ERHE

0x20580008

0x2058000A

0x2058000B

0x2058000C

0x10200002

0x10200003

0x10000301

it

ERIIE N HIE RIS SREEIRENR
i

RBEHATE 77 B3R 1R LA A SR B
URL

REEFRENIA 0] R E&IREUER AT
fa] vz

HRF4EB) DS SMRIETHE
THA, TR ERBEIRENRIK

BRI B AT

TR RIS E

ZEIET| Citrix SPA BREZ LK

PR 5

TERIIE NI SRS IR AN L
T (/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#policy-
fetch-failed-while-validating-
the-public-certificate)

KREEHAE MBI SR AR B SR B
URL(/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#failed-
to-determine-the-store-
environment-to-form-a-policy-
url)

RBEFREN 7 1R) SRERIRENIA K AY
M ¥ (/zh-cn/citrix-secure-
private-access/service/
secure-private-access-
troubleshooting.html#failed-
to-get-a-response-for-access-
policy-fetch-request)

HT4iBh DS BHMEIESHEE
HHR, IR SRREIRENK K (/zh-
cn/citrix-secure-private-
access/service/secure-
private-access-
troubleshooting.html#access-
policy-fetch-failed-due-to-an-
expired-secondary-ds-auth-
token)

BRI B AT
TR AR S

JE$ES| Citrix Secure Private
Access IRSS KM
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ERHE
0x10000303, 0x10000304
0x10000305
0x10000306
0x10000307
0x10000005
0x10000107
0x10000108, 0x1000010B
0x10000101, 0x10000102,
0x10000103, 0x10000104

0x1000010A

0x10000202

0x10000203

0x10000204

0x14000001

RSB

i
RIZARSS BRAFTE
RIZRRSS 2R NIRRT
EERNERS SRR
MIEtHARSS 2R UL B $EIR M AL
T AR BT URL ZXi53K
RIE SSO KW

A8 SSO K, TTEME
SSO IgE

KEIETE SSO KM, KB
FREENIERH

FormFill SSO 4k, FREN
FBECEARE

Kerberos SSO kK

REERIZ I SR I0IESE BBy
SSO

Kerberos SSO 2k, {B[ELE
F| NTLM

Citrix Workspace [ FF2FH
BT 2 ZTNA A

RABR
RIBARSS SR ARIK
RIBARSS BB H R IIERY
FeERRIEARSS B R RIX
MG iHRRSS BRI B 8 IR AL
FEE BT URL ZFiER
SbI2 SSO KM

QI8 SSO kW, TTEME
SSO igE&E

FormFill SSO 5k, FREN
FBECEA EH

FormFill SSO ki, FREN
FECEAR

Kerberos SSO &K

REERIZ I SR I0IESE Ry
SSO

Kerberos SSO %K, {B[0):E
F| NTLM

7£ Citrix Workspace N Fi2F
FECE T 21 ZTNA UK
(/zh-cn/citrix-secure-private-
access/service/secure-
private-access-
troubleshooting.html#multiple
-ztna-entitled-accounts-
configured-in-citrix-
workspace-application)

WTFERRM T ASHERABHBRAT R, NTRAEHRBRS RN, 1BECR Citrix 3285
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BPNERIRPRIIE— T2 N BAEF
FEAH . 0x180055, 0x1800DF, 0x1800E3

HFLETXEREIGE, FLEAPRRERELEEIINAER. SERERX (RFZIXTHINITES)
EFEBHET M AR RIARE,
1. MIZBTHE CSV XHH, £ HIFEIRES ox18005C HY reasons FIHFHIES ID,

2. B CSV XHHH prod Fifikss, UEBTRRKE®% SWA.PSE T SWA.PSE.EVENTS HYZH
HHEMS, HERNERSRETEEXNEE.

3. £ reason FFERITEAVRSGE, AHERTBAFATRNAENARFHAR LTFXH
THEERES,

4. MERBETLETAFRNAREFHKELS, FTENRRERZ

o SRBRPMIICERSEARIER - #27 Citrix Cloud™ HHIN TR RIRECE
o SRERPARIICEIRINIARIER - #97 Citrix Cloud RN FHEF RIREE
o RBEHPRIFIAPCECAR N A IER - XEB— 1B BN AENMIEESE M,

PR X5iE Web/SaaS M AR
EB 83 . 0x1800BC, 0x1800BF

RPAIBERT 7 ERITIHRIN A2 F i,
HMIRA P BT X ENAIZRF,.

1. EEEMPPEIINARER.
2. YRAEN AR LR ITINETF,
3. WREMAFEITAYIRPERE

faimN AR REE IS
(= B{LRT : **0x18000F

ARERRT, EPMEAEARE, REFERARUETRERZE XA, HERIKRSSEEX
BB,

1. BRERSRSFEMIEMUE LFOERRSS 2R, UBFFRMSIER,

2. WERIRRSSFHIHANERE R EZSRLE,

3. MEERFImERIERIIRENT POP,
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Flan, EZF#% L, nslookup nssvc.dnsdiag.net ZEFMIELIRTHIBSERS

2%, 570 aws-us-w.g.nssvc.net. o

NARFERIRY, ENNAREF FQDN KEBH RS
E24H . 0x180006, 0x1800B7

[ AAEF FQDN FKERGEBY 512 NFER. MENBEFIZE R ETRINBEIERF FQDN, HMIFRK
EARBiE 512 F5,

1. EMEEEZEH S LM NRARE ET+E,

2. &1 FQDN &8 512 NERIIN AR,

3. ‘REBNRERHIE E AIEF FQDN KE,

NAEFRFAEEKEBY
E2 3 . 0x18000E

NERBERMELETNARERFIIR,.

1. SMmE)IHERE",
2. BN BEFEGENIIERER,
3. HEHWRARFP ARG,

R BT FF IR MiE4E
fEE2E : 0x180001, 0x18001A, 0x18001B, 0x18008A, 0x1800A9, 0x1800AB, 0x1800AC,
0x1800AD, 0x1800AE, 0x1800AF, 0x1800B0, 0x1800B1, 0x1800B2, 0x1800B3, 0x180048

X5 ETFXERBEEX, HPRIIES THRERF N ABRERIAR.
MERRERMELT NAERFIHE

1. SMEHRIHRE"

2. BN AREREERNAER,

3. HERZLAF VRIS,

R BTRFF AR
N A2 R RE R T RERE AL TR E AR A IHREMMMET R FERK,

- MRBTNEENREFERIHANR, BEEIEIAER, BERERERATEMLBNRNE
Fio
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o & Citrix Clouds
o MIXERFzEhi%E StoreFront Cloud, A2 & IREBER.
- BRZEIEIHNFPNEKRSEE, AREE BA.

- MRZ2BEIHRNEREER, BRERA, AEBRER, UEERSHEANARER.

HEEDEERIGEN HI R =
E8 88 . 0x1800EF

T EESAMIEERET TCP &, NARERKRHKK,

HERFIRANRNEN

. EIPH R CSV XHHEHTEIRIS 0x1800EF A transaction ID o
2. ik CSV X555 ID IEEEFAIE F 4
3. B, THik CSV X5 swa.GocTRL PLECEY prod %,

MNRIEERTE connectType HE multiconnect::success BV, M ;

« XRABREREILEREBIIRUEZESIZR,

« WEHEEETHE Resource Location =R IEM. MIRfEIR, 1BTE Citrix EIEM AN
ERFECERD HE E RRMUE,

- WEHKBEEFRMN VDA Ip and Port BEIEM. VDA IP MlixOXRTEiHNAIERF IP flis

H. WREIR, 1B7E Citrix BIEMP NN BREFECER 72 & 8 N ATEF FQDN I IP it
ik,

- MRERERDEAHERBIVEE, BRAEEE EEEFT

MRIEZEFHE connectType HE connect::failure IZ¥ multiconnect::success HY

S5, W
EILAEEHEMENIEE RSN - check if connector is still connected to
same pop o ﬁ%ﬁﬁh;ﬁmlﬁﬁ’ﬂl_%%%ﬂﬁ%e%fﬂo BEEER EEREN
- INIRAKEDFERBIBVER, BEBKR Citrix TP X5,
INRIEEF)HAHE connectType HE IntraAll::failure BIEH, iBBX% Citrix BP &%
EREERAGPOEHS

1. FiIZWHE CSV XHHEHREIZRLIS 0x1800EF BY transaction ID o
2. @ik CSV X EES ID ILEEHFrB E14.
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3. AEIBFIE CSV X{HH5  SwA.ConnectorAppliance.WebApps FPEEZRY prod %l
4. MNRIEEF status I failure FIEMH, W ;

BEEBTXLEXMEHH reason HE.
+ UnableToRegister RNEZERAKRAEAINEME Citrix Cloud, IFELZR Citrix 32#¥,

IsProxyRequiredCheckError EY ProxyDialFailed I§ ProxyConnectionFailed I
ProxyAuthentlcatlonFallure 3 ProxiesUnReachable FIE#HZaRILABINIBICE
Bt aIm URL, 1BINERIBEER S EMR.

Bx#H—FRIER, FE0Y E&Es SSO FHifo

BERERER

MNTFERRER, ANAEFEHESRERANANBREFEEFRAR SSO B, MRKERF
REXEREHEIERER, WERBRAGERRK. BHFREEERTIR.

1. %3 eI 5REE,
2. BN ARERFEERNIRE,
3. BEEARALAFRBINMSEMT,

FRE SSO. Kerberos 1 NTLM % SSO A/EHAMEZESNIT. BEREEFOUTIZHAES.
EEEERAGPMN SSO EHF

1. ik csv X4EH5  swA.ConnectorAppliance.webApps PEECAY component name o

2. BREBINSH R BEMF?

%

=)

- BEEBITRMEAIER.

« IsProxyRequiredCheckError 3¢ ProxyDialFailed 3 ProxyConnectionFailed I
ProxyAuthentlcatlonFallure 3% ProxiesUnReachable FniEikssT/A@dIEACE
R fEi% URL, BRERIBRER S EM.

* FailedToReadRequest IZ¥ RequestReceivedForNonSecureBrowse I
UnableToRetrieveUserCredentials IY CCSPolicyIsNotLoaded I
FailedToLoadBaseClient I ProcessConnectionFailure I

WebAppUnSupportedAuthType FRRBFEM[E, IHEXZR Citrix 32#F.

« UnableToConnectTargetServer RN gimARS L ENEEKRRILIN, BERXNEGIHA
o

IncorrectFormAppConfiguration Z{ NoLoginFormFound Z

FailedToConstructForLoginActionURL 3§ FailedToLoginviaFormBasedAuth 3R/R
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ETFRPENBMWIEKRK, EFHNE Citrix BEMP RN HARRFERE RHERE SSO BESR
o

* NTLMAuthNotFound FAET NTLM BEMHRIEIELK, BRE Citrix EIEMN PR N BEF
AoE A9 NTLM SSO EEEER 9.

- BXE—THIFE, BERAEERSRSEMN

SREIERS X H, SBNBERFREN
E84CH : 0x180022

Secure Private Access SCIFEIERALBRE = A BMIIERS, BFIUNE4 Active Directory. AAD.
Okta ¥ SAML, XLEHRIIEARS HRFAIRE S BRI,

KER=ARSHRESERHEA A,

SAML SSO 5

SR : 0x18008A, 0x1800A9, 0x1800AA, 0x1800AB, 0x1800AC, 0x1800AD, 0x1800AE,
0x1800AF, 0x1800B0, 0x1800B1, 0x1800B2, 0x1800B3

U BIEFEIA IdP &K, ARRBRBMINIERNY ; YN BERFEEA SP Ak, AP
BES BRI ERIFRIMSEE, 51T Secure Private Access RS IHEY SAML N BEEE B U RIRSIZ
HEiE,

RETRNNKE :

1. BRI NMRARF EE,
2. BHABRTM SAML N AIEF.
3. (REBNRAERHER BRER TR,
4. WEUTFE,

« S URL

o AR

o« TR

o %5 ID #&30. %¥5 1D MEMEME
IRSIRHFECE -

1. BRIRSREMERE,
2. %3 SAML g8,

. KT IdP IEB. ZAM 1dP EF URL.
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QD%EEEEEﬁ) iﬁﬁ*% Citrix i?%o

TR FQDN
EE24 . 0x180048

EFEERARERM T THH FODN, & DNS it faimARS 28 ERMAY FQDN,
EXMERT, REXBARREMNLERHEIR, KENARERRE,

SAAS MFRIE

MBS UMMEIHIRIZN FERF.

WEB 2R3

1. I NARFERFR.

2. RERRENNARERF.

3. BRI NARFIFHARER TIH,

4. ¥2E URL. 1% URL BTN BB A 18]

BN ERARSS - DNS ZHREEERK
8888 . 0x18009D

BT IR N W 2R PR B AR S5 N WAL kT, MERALRAF R IHERNERRSS R,

1. ®%3eimiksses, REHRSIER

BT
2. WEREIRE, EHETMELT 5/EIRARSSBRER,

Citrix Remote Browser Isolation™ BRZZLAHIFI /Y Secure Browser fRS.

CWA Web - Web N FTZFHY DNS EIREEEIR
SR . 0x1800A0. 0x1800A2. 0x1800A3. 0x1800A5. 0x1800A6. 0x1800A7

AR FTITHY Web N T2 RYN ST R ET,

1. &2 AR, ERITTERTEY FQDN.
2. BERIMERNIBEE AR EHRIRS 25

3. RERERE, ERERSELHALLINRERRS.
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Ei%&i5iR - BEX Web N AR HIE
BT Web ARFREHRLETERRKE, RILER LREER TN SBNAEFHRIHEIR.

WERREXRNNAREFEE B RS FE R E,

1. BBEEMNPPNARER.
2. WENAEFHOERTERTEEIL,
3. ERARHKRPNNAERF FQDN BEEATCAREDR.

AP ESGET DirectAccess 3518 Web/SaaS N BEF
E84CH : 0x1800BD

NAREFEESEAREETNSHENE P iR RENERAR.
HERAF EITRXENRRER.

1. REEEMPPRNARERF.
2. RENAREFANELTAENREE,

BBRETLE - RN KNBRSIEERER
E888 . 0x1800C3

MERITA S REEMNFTHAFRRT . 1BRE LT O5RRE,

1. 3 ERBE ETR,
2. WESNRARERF XEXAIRES,
3. MEXLEREAIMN,

IBRTLREL - WIGECEHEIR
MERITA SRV TR, BRERRELEIRE,

1. BAINARER.
2. BEHIHRHRE EDE,
3. KEATARZLEE : "HBoPHKE,

Citrix Secure Access™ RERIFEIRIY HEFECENE TR M
E2AH : 0x1800D0

Citrix Secure Access W FRTERTT/AMINEILE] Citrix Cloud FIFEEFRIE,

1. % TCP/UDP N A2 RIEALE,
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2. WIREAFBEBILET 16k R,

TCPIUDP RIFTEFF - &P imimRAETUHIR
S8 : 0x1800CD, 0x1800CE, 0x1800D6, 0x1800EA

VPN BREREZEIL, &R FQDN AIRERMIEETL,

1. BFRIEKRRMPERENEREM,
2. BLRIBAR S,

TCP/UDP W F3f2FF - Secure Browser Service E AR E#EIZ
E885 . 0x1800DD

NN 2RREBIRESEERCERT Web NEBERF, FEHTF TCP/UDP MEBTEF. 1BTE Secure
Private Access iRS3 GUI FEENAERFEE,

Citrix IF2 N % 23k B AR LARIFR /Y Secure Browser ARSS,

Citrix Secure Access VBN IR E RERTiLHBIE BRI
E2AH : 0x1800DE

BA1RPTARFHA Citrix Secure Access B imP2E{LBIAER FQDN 1ER& AR FFE B HNEE,

Citrix Secure Access RN ABFEIELAM, AAREZR IPv6
S8 : 0x1800EB

WERREZRE. BERKRFERE IPv6 5kH,

Citrix Secure Access RENARFREEIEK, HEX IP it TiK
**{Z B : **0x1800EC, 0x1800ED

KWERBEZE. WR IP thiutEBFism ERN SR,

Citrix Secure Access & P i M4EERE ol X 14 0] &
E5AK . 0x10000001, 0x10000002, 0x10000003, 0x10000004

1. REZFIHITEVMERE K. MRMEEHE, BEKR Citrix ZFHRME A HERAE.
2. WEREHMHANER S EEHELEML,
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BWEEFIHARAE, BEANAREEFiRES.

REBRSSEBTREF IS RSHEE
E24 . 0x10000006

1. BRI ENESESE A,
2. MEEFIHEPESIEREET AE,
3. INRMEAZBR, BEAR Citrix XFFHIRMEE P imiEiR B

ELI&%EF ﬂﬁtEln_,\, 1ﬁ%|ﬁl §D1—JJ‘|&$%FTL E/ Cho

MER A2 EENIRSIHEF -
E24 . 0x10000007

TBELR Citrix 255, WERSHIIEBEEHEUH CA EFBERRK.

MR THHIARSZEEBiR =
285 : 0x10000008

IBERR Citrix <5, NERSHIBEESH. ETHERRBEATIRETNIR.

HAFEFPNEBAZE, BREK
S8 85 : 0x1000000A

1. AEREDEET — TCP/UDP/HTTP MR, B XFHAEER, B8R HNNFMEENAZER.

2. MR N 2R & (Secure Private Access > Settings > Application Domain) S NZESFRAE
X BHFREM. 7£ TCP/UDP/HTTP AR EEN Bins BohAE th&RF,

BV ARERIFREZAES) TCP/UDP/HTTP N BTEFREHRE, URL,

EEWMENISNRLBAPALE
E24H . 0x1000000B

KEMBEETH, NERZXAFREE ZTNA RIEEZRHRIEEUE 7 &%,

BB THEK, RAREE I
E2£E5 : 0x10000010

£ ZTNA 2IEECE T &1 KEAE], VPN 2IEAIEEE A, B EFHE R Citrix Secure Access &
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2025-06-2313... NoMatchingPo... Non-Compliant Windows dd33f310-4db... N/A N/A 6¢0ab353-ble... N/A @® Success
2025-06-2313... NoMatchingPo... Non-Compliant Windows 118eab28-1bc7... N/A N/A 6¢c0ab353-ble... N/A @ Success
2025-06-2313... NoMatchingPo... Non-Compliant Windows ecc2h35a-a83... N/A N/A 6273a9¢c6-dd9... aaalocal\ak2 @ Success
2025-06-2313... NoMatchingPo... Non-Compliant Windows Bbbc7c96-951... N/A N/A 6814abe8-00b... aaa.local\smil @® Success
2025-06-2313... NoMatchingPo... Non-Compliant Windows 0e041aa4-9bff... N/A N/A 6273a9¢c6-dd9... aaalocal\ak2 @® Success
2025-06-2313... NoMatchingPo... Non-Compliant Windows c8546095-a6... N/A N/A 6814abe8-00b... aaa.local\sm1 @ Success
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B, 727 NetScaler Gateway Windows VPN & F i AR I,

4. X AMTRmIERE-

5. EFEMNTENUBFRIEEER.

FFIEIEHIES |P 3k S DNS IP it ERIRSHMMA T RN, BERMIARITU TS BFEERZ S
& VDI,

1. $T7F FMRYRIESS (regedit.exe)o

2. §fn% HKEY_LOCAL_MACHINE\Software\Citrix\Secure Access Client,

3. 8 EnableMultiSessionFlow #1 AlwaysOnService JEMRINUEAZRIE VDL, B XiF
MER, 5L NetScaler Gateway Windows VPN & i R IR,

4. BRI} REG_SZ Y CloudAlwaysOnUrl SEAFRINHIZAIZERE URL.
5. X EMRAER.

6. EXFEITENUBFRIEEER.

7. T Secure Private Access IR £, AFESIRREZROIENRAER.

HiEEfI2s 1P #hik 5 DNS IP #itBERY, PR R EEERIZRaY A RE =8 H EF.
MEREIRRISREEIRER, BNCIBNARFHNFERF BRI,
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8. 5 DNS ARZ525 |P it PLACRYISZERSS |P tUERINRIN B2/, H 2P B TCP/UDP i

Ho
9. REVIIRREELAAIRFTE B P R LA Rl Hl 28,

10. FREHZESMNNFRERAERNEE, UHIEE#IREL, IREEZESNENESENE
B2 (Fan, =iFEERHENA cloudconnector.cloud.com, 543 *.cloud.com) o

e
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& B F#Ehig &M Citrix Secure Private
Access

Citrix Secure Private Access BPEZIFohi%sE, MIERTF iOS B Secure Access Client 25.08.1 ik
MSEFATF Android B9 Secure Access Client 25.11.1 ik FFi8. &P vJLLIE Secure Private Access
SEEERE T RGN BEFN Web BE, RESESERAFERNZ2ES]. REESCHEMITLEE

%o

TIFHNRAEES
i0S %% -
« CSAZPi :i0S 25.08.1 (AJ7E App Store LFXER)

. i0S BERGIRE : RIEi0S 16
- EREERY

o SERT=EBER Secure Private Access

o SERTEEBBER Secure Private Access
Android 1&%&

« CSA EP : Android 25.11.1 (BJ7E Google Play /& _E3XEY)
« Android R ZtREZA | &1E Android 12
- EREERY

o SEATF=EBER Secure Private Access

o SERTREBBER Secure Private Access

X FFRITheEE

3+F Secure Private Access S&E, HRiGAET REEEEHITIEH, BERTLUENXEKE, 1I5EH
AP SRATER TSR TURMNEHARNRE A E LR RS EN N BERFE R,

« IRIEIEBY Secure Private Access SRB&SE 41510 Web. SaaS #1 TCP/UDP N R,
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o RIELLIRME | Chrome Enterprise ZFHEEEERLFIF (DLP) 5,

B X ZHEINEEMTESIR, 15217 NetScaler Gateway F3735#Y Citrix Secure Access & P IRIHAEE

o

FoRFMF

Secure Private Access fREZNIME R EHRIF=H. B XIFHAER, BESRUTER :

o BEARZEIEIFRAN
« Secure Private Access AT E

- VARFEENERE

&R F{ER Citrix Secure Access 2P IiHY i0S # Android FH
FPRTEE

RS8R 4E T {5 Citrix Secure Access & Fi5HY i0S #1 Android i& & P Y Secure Private

Access g

« Citrix Secure Access B IRRE | WINERNI&E L Citrix Secure Access B U, iXHA]
LOEE &R NEFEIE (MDM) LI, siEHBF MSEWN BEEF THNBER
KMo

« BRI FAEEMX URL : BFRMEIFRIEENNABERM X URL, It URL BEIARIARE
BREAOS,

- AR BMIIE . RASRTHEFRRIEES DN, XEBINREBAEE (FlIRF&MEE) , i
BZESRIIIE (MFA) Ao

o SRBZITAEFHIREA
o REHRE I MRAFPNBMIRIEIERLESHEENXNEZ MR, MIRFiHRNR, X7
R PIARIEINEY Web. SaaS f1FAE Web N AER,
o TRERRNG : MNRABF REEHERIEER (Fla0, IESRVIRIERSA. REHDERIRE. FIEM
FENE) , NARIESRISECE, HRNRFZEREIHTTEIELE,

- BHISIERP | BFIHRNERE, F5EEIHIT Chrome Enterprise SZ3FHEIBEEKLIF (DLP) 2
. g

- BARSIKRI
o PELEFTED
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o URL id}E
o PHIETFEL
- BN (EEHN) BE

X EH

o SERF=EBER Citrix Secure Private Access

s SEATF RS EBER Citrix Secure Private Access

{FH i0S Kerberos ¥ Bi#1T Kerberos H133511F

AFE TR T @EERTF i0S B9 Citrix Secure Access N TEFEANNEE Web N BIEEERETF
Kerberos B s1 & F (SSO) FrEMIRRIRECE,

i0S ZEF IR E
MDM AkS52:ECE
IIS ici&
2R EC B

i0S B IRAE

UTEHARETEX i0S BEFRHALBNESZER

FoRGMH

AR i0S Ig&F B XM MDM, 7ENAE(R SSO BREZHi, i0S REFNIUEM MDM fRAE (Fla0

Microsoft Intune) o MDM ;EMDIFRF Kerberos SSO ¥ BECE XHHEXE)IEE.

ISJEF iOS ig#& LAY MDM 3}

1. £ i0S k& L, #2)gE > &M > VPN 5ig&ERE",
RSB, SUEDSIH T EEAN MDM BREXH (B, Microsoft Intune SR
B9 MDM ECEXH%FT)

2. REREXHUMINEERE, HFERSETHERIE X ERE .

3. EWiA Kerberos SSO ¥ REH MDM HExx !

- BIfE IE > B > VPN 5i8&EHE,
o 5 MDM EEBXH, EEREBEXHIFAEETEN BAERY B 5 Kerberos,
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- &, FI1E IRE > @A > VPN 5i&EE > BQER HRIE Kerberos I BEEESHo

INRIGERIMHRECEXHRK, BELRIER MDM B RESRSHREZREMLE-

MDM [RSZ2BECE

MDM SSO ¥ B HEEETE S Apple X1,

« EATF Apple IRENE S ERIGREIBHHISE
« SEAT Apple &% Kerberos Ea BRI E

BARTE MDM SSO BT EHHEE TIUTFER ©

1. 18 : AT Kerberos 9 URL,
2. AppBundlelDs : ERMNNAREFHNAFSIR. (Flal, Chrome :

com.google.chrome.ios , Citrix Secure Access : com.citrix.securehub )

3. i ERBUEFROUIE,

Intune REGEE
HREZH . HARIOS IEEEEME Intune,

1. 1£ Intune BIREHIEH, HFER > g& | i0S/iPadOS - iOS/iPadOS | ERE.
2. RUEERFTEREL,
3. (EEENHHEBINIAFENR, ASIEFISEINE,
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Joii E>»

B

X ke B Be

Home Devices | i0OS/iPadOS

i0S/iPadOS | Conf

‘ 0 Search ]

><

i0S/iPadOS devices

$ Monitor

v

Device onboarding
[0} Enroliment
Manage devices
Configuration
E] Compliance
Manage updates

O i0S/iPadOS updates
(deprecated)

Organize devices
Device clean-up rules

B Assignment filters

«

Add or remove favorites by pressing Cmd+Shift +F

Create a profile X
Platform

| i0s/ipados v
Profile type

I Templates 4 I

Templates contain groups of settings, organized by functionality. Use a template when you
don't want to build policies manually or want to configure devices to access corporate
networks, such as configuring WiFi or VPN. Learn more

Search by profile name

Template name
Custom

Derived credential

Device features O

Device restrictions (O

Edition upgrade and mode switch

Email ©

PKCS certificate

PKCS imported certificate O
SCEP certificate ©

Secure assessment (Education)

Trusted certificate ©

4. ¥ReE,
5. MARREH, ARHSHITEREIRE,

6. TR—BRNMEAY E >SS0 MAY BIR %R Kerberos,
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2 Home > Devices | i0S/iPad0S > i0S[iPadOS | Configuration

' Device features - X
Ef i0S/iPadOS
0 Basics @ Configuration settings Assignments Review + create

& O

v AirPrint

 Home Screen Layout
v App Notifications

v Lock Screen Message
Single sign-on

\ Web Content Filter

I A~ Single sign-on app extension

X kbl Se
<

Configure an app extension that enables single sign-on (SSO) for devices running iOS 13.0 or later.

All enroliment types

These settings work for devices that were enrolled in Intune through device enrollment or user enroliment, and for
devices enrolled using Apple School Manager or Apple Business Manager with automated device enrollment
(formerly DEP). This includes all supervised devices.

SSO app extension type @ | Kerberos A4 |

Realm* @ | EXAMPLE.COM |

Domains * ©

7. RIEEMNREEKIEEER.
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Device features

i0S/iPadOS

~ Single sign-on app extension

Configure an app extension that enables single sign-on (SSO) for devices running iOS 13.0 or later.

All enroliment types

These settings work for devices that were enrolled in Intune through device enroliment or user enrollment, and for
devices enrolled using Apple School Manager or Apple Business Manager with automated device enrollment
(formerly DEP). This includes all supervised devices.

SSO app extension type (O [ Kerberos v ]

Realm * (O [ example.com ]

Domains * (O

Domain

testwebdemo.example.com

fi]

testwebdemo2.example.com @ b
example.com ]ﬁ[
fii

testwebdemo3.example.com

example.com ]

Block keychain usage © ( Yes Not configured )
Require Face ID, Touch ID, or passcode (O ( Yes Not configured )
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Block Autodiscover @

Allow only managed apps O
Principal name @

Active Directory site code O
Cache name O

Sign in window text ©

App bundle IDs O

App bundle ID

com.google.chrome.ios

Device features

i0S/iPadOS
Require Face ID, Touch ID, or passcode (O C Yes Not configured )
Set as default realm ( Yes Not configured )

( Yes Not configured )

Not configured

)

[ {{onPremisesSamAccountName}}

)

| SiteA

l

‘ Not configured

‘ Kerberos sign in 2

com.example.app

Domain realm mapping @

DNS suffix

EXAMPLE.COM

| EXAMPLE.COM

Review + save Cancel

8. IHHE + *RE
9. R ERIEAILE :

- RIGEREE, PR

* {mEESEC,
o EFRENIREE RERLE, BAERENREEE—RED

10. AF1&&E-

I1S EdiE

7£ 1S Web AR$335 £, BT Negotiate IRHF2FHI Windows BRIIE, HEHE BELSMRRIE XU

sBEIHITETF Kerberos HIF 1R IE,

FCiE 1S B RIS !

1. $77F us EEds (M BIT N FI"FIiEHE inetmgr) o
2. EEEERD, ERBERENIERENABRER,
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@

EF“Windows E{3E".

IR & Negotiate 122,

TETHREMERY IS BR D, W& BHRRIE"
R ERSHEIE.

AL BRFERPRNANREES,

(EN%E) MRFRESTIRATHEIT iisreset MBIV AERE.

- EEFERSHEIE, AREREFERDETRA

« ZEFE‘Windows SRR, ART#RFEERTESBA

« EiEF Windows SEBINIE'HERT, TRFERPREITREER...
- F41R Negotiate FTEENI (T NTLM 2 E) . WIREBRD, EHRM.
° /'ﬁa-:lmlrﬁo

|

o @ » WIN-
File View Help
Connections

e-ld 78

l

€ Start Page
v “.:“ WIN-
L Application Pools
v - [@ Sites
&P Default Web Site
& FTPServer

» Sites » Default Web Site »

0 Authentication

Group by: No Grouping v

Name

Anonymous Authentication

ASP.NET Impersonation Disabled
Forms Authentication Disabled
Windows Authentication Enabled
Providers
Enabled Providers:

[Negotiate ‘

Status

Disabled ‘

Response Type

HTTP 302 Login/Redirect
HTTP 401 Challenge

Select a provider from the list of available providers and click Add
to add it to the enabled providers.

Available Providers:

Cancel
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iR SR imEC B

555 FQDN BY SPN 2} © Kerberos ZRE FimfEARY URL 518 LAY SPN ZiElfEH T
fido i5iA) http://testwebdemo HIEFimfERBY SPN 58] http://
testwebdemo.example.com HIEFIR{ERM SPN RE, FItFAEERLIEM.

1. ¥ TEM <dc-hostname> Eif 7 EAVE SR EN %,
2. A

- BENR (HEFIREIELTSENGER, 90 http://testwebdemo )

setspn -s HTTP/testwebdemo example.com\<dc-hostname>

- FODN (HEFimEdTERERBIHEEER, F40 http://

testwebdemo.example.com )
setspn -s HTTP/testwebdemo.example.com example.com\<dc-hostname>
3. WIFREL SR EMRBIK, LEm
 setspn -L example.com\&lt;dc-hostname>
4. TERMEANE B RE

o BXALREDIVNIANSET

e HTTP/testwebdemo.example.com
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ThREFFFE

AIIEEHERE Secure Private Access IRS R IETE XL AARITNHEE, UEER KBS Il ZRER,

Citrix REERFERIBRAMKRE, UAEREEIIE, AEF

BERTERIRARER, HAAHE

TNEEFREEFANINEE. X mEmBARIFRIFARESE, 1B8H T mEm AR,

TRIE T EFAHITRIFAR Secure Private Access ARSZITHAEE,

mB
BF Web N BIZF

RN TLEF i VPN
iRl AE

BT 2587 Web &
i

REIFMMZ 22|

Citrix [ % E#28

FRARGRHT

2023 %F 1 A8

2022 F£ 12 B

2022 F£ 4 B

2022 F£5 8

FRBEM

October 17, 2023

December 31, 2022

15 June 2022

30 September 2022

BRA%E

IRIBZRAAG, FH
Citrix Enterprise
Browser 3§ Direct
Access, B X EZi¥
MWER, BEBRE X T
Web 2R 1HIRIRY
T&E s VPN i8]
FH.

Secure Private
Access FERAL
BSIF. B4 RBI
EERBERIRE
L@ Citrix
Enterprise Browser
AR IETEE X W
BEROEEEIE TR

R5EF

EERigE. BNE
B X E iR ERT AR
E#ZaRIgE, FEH
T X E AT R
EEARILE.
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X FHRRELERE VPN HinlLU#1T web 18]

. TAREZEFIH VPN (clientless VPN) 58] 5% ?

HiEid Web RS 2HEIEE URL IR RECEEMIG5a% £RHIBIREE Web NZFEY, Citrix
Secure Private Access™ fEBETF CVPN BYiAa1 A ixo

TEFim VPN iR 7537 REREE Web RS 2RPHIEE URL RSN AR(ER. JEXR
BB Z £RFIBIN Y ZMFAL.

« BTN LEFRLLINEE ?

TEF % VPN SEEREFR URL EE, XEFRETISEERARE, TELEERT, =
Web WAFNFELHEERETRN, RERSENALNAN. X2SEREENRZLAF AR,
AT RAFENNEFRESENNABRARE, FNEEFALDIERE, HENATEHRINER
j:’_%z_o

- EEEminRL 2B IhREENBREFNRLRR ?

WNRET Web FIEERMENE URL 5 EMERIKREEEIRRE 2RHIEY Web N BTER, M3HZL
EFBIAREEIELE, EARETHRLAF @ Citrix Workspace AR, BE#EiHE). TiE
N 2RPRERSS (RBI) EZ2IHRRIEIH RN BER,.

- BEMLEBERAR? EBARZEAM?

Citrix Enterprise Browser : {8 Citrix Workspace N FAIEF&id Citrix Enterprise Browser 3
XN ARRF, WAEBSIGRNEZLIEE (FIGNREITE. FTENRRE. KD, FREIZINLHRIA
a]) MAEEERRERENRLAFLARR, EfFR | NREELFERALEF RS EAR
Web N R1ER, BFERERIFNAE, BIiZAETUERMNERANNLESE (%0 Chrome) 5
BRIV TR, A ERBTFITEAERZIZE LR Citrix Workspace N BIEF AT IFREE IR
NERTR. BXEZHFAER, BFSREZIARIEL Web AR,

- ERESMEE Citrix Workspace N RIEFHZ 214 RIS NNEAINENBERF ?
R, FHANTHPELEET Web 355 23R 3T A BIREE URL 3510189 Web N ABTEF. LHFRARRFINE
I Citrix Workspace N AR HEZEERLZILE LNEEIHRE P iRARERNBER. R

it Web F 2R RECE 718582 T 2 REIF Web RZFEFER, MXHXLER FAFER R RF#PE
1ko

« EHEMRERG ?
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JEBEZACitrix 5,
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BRI

A FEFIRMHEA X Citrix Secure Private Access fRZIWE. FRMFEEHENER, EARE EXEB
2 HENXBAIE, HEE Citrix REBF RS Y PIEERNS Xo

BELE

Citrix Secure Private Access KFEZXIEZEM, AR IAMMNTR. B XIFHER, B8R (/

zh-cn/citrix-secure-private-access/service/secure-private-access-service-pops.html),

. EEFH
£ E 75

. BEEH

. KB

. ERHALER

. ERNEGER

. EARITARE
. ENEEFEED

MR ARSEEMETTH BENARR B xR,

12[5&%.1&[:5/] Splunk HEJ’U ) ﬁﬁ?%\‘/ﬁ%}wﬁf”ﬂﬁt E PN
Citrix Analytics Service BFiZEifIEFIARBE, BXIFHAESR, 1EEIA (/zh-cn/citrix-

analytics/data-governance.html),

Citrix Application Delivery Management lRS B TREMNAFIFRBEE, EXEZEER, 55H
Citrix ADM EEA1E,

Citrix Cloud™ %éﬁ H /u\ﬂ&ﬂﬁﬁa: JI: -l- E Inee) 1ﬁ Mj»l'/(-l:%hﬁ

]

£ X Citrix Cloud Services I—#%E 2, 1&&5 Citrix Cloud Services ZF RNAHM BHE IR 1 Hhig
AEEIL,
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BIEBEE

Citrix Secure Private Access FEIEREBELEF XN EERTICENEIERS MHE X BEEIRIK
Bo ZIRSWBUTREMNEFEIE -

« SEMATF Secure Private Access RS

- BFPBFAEM Saas MAER
> Web RZFT2FH FQDN #1 URL, W& RS
o IP #IttSEEL imOF Y
o XEXNEIRGIE
> Web #] SaaS NAEFHNERERESH
o« NRREFENNEFIRRA
- BERIAIRRERISM

- BRE%
o BPARERHIEIE

o APASEMEMUE, @ Citrix Cloud WEMUEEE. B XFHAER, B5H EREEIE
EERNE 5 EERER,

o IREAER
s BEXEERIGETE, 585 Secure Private Access 1 % 1 E B FEIRZSHNIEESRISE,

o |P #13t3, FQDN
o AP, BENRRMUBIFIRF

o NEBRIEERCE
N FIRSAHFRENSITNAE, XRERIFBATRA

- AFR%

- FAFRX%ID

- FAF B TRt

« FAF UPN

- AFARREHR

« B P AR O
« BI4T FQDN/AtE %O
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« B User-Agent

« NRREFST

- MR URL BRE

VAL T AR EIEESZE4:N )

- ERFTHH

o AR T5EL

o STXREM AN BIZFH Web TIRRE

« HTTP E5 D

B X &3XE| Citrix Analytics Service FIEUIERITTEESZR, IEEIA Citrix Analytics Service ZiERIE,

BIEE

Citrix Secure Private Access ¥ HEAXHZZHERT S FRIFBIBE R

BB

Citrix Secure Private Access fRZ BRIFMEHEFR X ABE LR ZHALEEFPABTELECEEN & HI8Y
eI,

BERE

RHE Citrix Cloud BHRRE R, TP EESERETITETE 90 XGRS FIEHK.
A& B iR B AR S5 15 E RUEHE R EE SRR,

° ﬁ%ﬁéﬂﬂ'%,%\, i%%[ﬁ.l i&?& IEJ Tﬁg AnalyUCS EIL;\EIJT%E\.?%B%O
« B X 1Ff%7E Citrix Application Delivery Management RS H, FE% HIEARIE,
* Splunk BERTE 90 XEFEHREMIFR.

BIEFH

HMNAEEENARE, BFRBIBIES HED,

° %EEJ'E'\ Eﬁi-l- E /l_.\_..l-}‘A Citrix Cloud %é? E IL;\#D%J = 17‘3-“5.'0
« Secure Private Access Service iZBrBERIIUM Citrix Analytics Service S CSV X4,

* Splunk BEAEEFER. XEEHWAILIM Splunk FH 7 CSV X4,
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== \\
EX
« TFAR B LEREFIKF HITEEIMERIEIE, 3 Citrix % FiA RN RUARITIREHNE R
B A ERE,
- BE BIESKRSHEXNEHICE, SiEfH=14eE. REM. FRBR. TE2MNEZEFNIER.

- AR5 21879 Citrix Analytics BRITHIRAY Citrix Cloud ARSS.
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FamIAEM S RE

Citrix Secure Private Access B—FEEEMLZIHIR (ZTNA) RS E, AIEEMALNTEMGEFE
EINARER, MEENMKZEEERLLBEEM, Secure Private Access {ERNET 2RI Citrix Cloud
EERSAEEN—BRME, HSZ Citrix RS EMMEMFIHTRINE,

ATEELE T ERTF Secure Private Access BYIAEFSFI4EIERR,

IAIEFI R

SOC2® FE"%:

Secure Private Access ‘@S 1E Citrix B SOC 2 Type 2 Eititil=,

SOC 2 Type 2 EitBi{& TiEAT Citrix Cloud FRSHZEM. AR, REM. BIBREM
Mp2FLZEH|, ELFEE Secure Private Accesso

ISO 27001 1 1SO 27701

Secure Private Access G1&1E Citrix Y 1SO 27001 (EEZRLEIE) M 1S0 27701 (FRFAER
E18) INERRSAHEEF,

XLEELIRIVARIAEIN T Z2 MR BB E ENEL. IERFIFEYUH,

HIPAA :

Secure Private Access i@ T EZE HIPAA §FL4AIIFIE, AR EURENEITERE,
Citrix =& 43REE Secure Private Access iEF HIPAA,

PCIDSS 4.0 .

Secure Private Access @& 1E Citrix $# 3 HERA RS IIERE PCI DSS #H{tH, 7 PCISEEIFIE

&R Secure Private Access Y& P AT EE SR B L HEENAN B HIFEFELAH B PClI E3K, PCI DSS
BEHMETE Citrix 1T 2B HEFREERE,

FIPS | EFt5 4 :
Secure Private Access BJLUER FIPS &R A EN—EHITEE, L5 FIPS JAIESL

FIPS 2R NetScaler FF& LUK Citrix Workspace N FF2FE AR FIPS IAIE Citrix CryptoKit
SEEER,
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@R, Secure Private Access 5@ T4 (NDcPP) AIERY NetScaler FEa 118 AR
INIERY Citrix Workspace N RIEFER, MMSEH SR ZHKFA0E BIn AR FRE—EAVER
=,

« BAFIT IRAP (BRZEZEMITMEIEIR)

Secure Private Access @& 1E Citrix W=ARFZH, XLEARS AN BGEAF I EAT TG R EHTT
IRAP i,

IRAP $2IRI7 I8, IERA Citrix Cloud FRSB & BRAFILEATE R R 2 FM (ISM) B 2126
&l

IEBMETHRES

J831d Citrix Trust Center N R]FHBEBMEITIRS,
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index

o T X EEIRTBREERISE

BER, BTFHRRHERMEXES| R

- @1 Citrix Workspace N 2F 2 =5 R F] Citrix Secure Access™ & i
* ADFS 5 L2 Hhi7 K

« Citrix Z2FF1HE]™

« 1 DNS EHRHIGE TN AREFNFRIUE

- BZ& G Suite

- BCE Jira

- ECiE 0365

- BCi& ERP Cloud

- E2& ServiceNow

« E2i& Tableau

« B2iE Workday

« Bici& Zoom
BEFiprR LAY SR SC i

o XFFARSERE)E P ImERE - Tl

R X R T SRR inE

Citrix Gateway Connector™ B3, Citrix BINHIFIZHIEE{ER Citrix Gateway Connector FI%
P HARFRE LLETHA Citrix Gateway Connector Sz 20 G 1510 BHIEBE Connector
Appliance, A F IR T ¥ Gateway Connector 3T %] Connector Appliance BI$5E,

¥ Gateway Connector 5T %] Connector Appliance IS5 B
1. ER—&RMIEBEZREE Connector Appliance, LU Gateway Connector,

2. XM Gateway Connector FMRXIHE Web N BREFHNEE Y, RER—ZFFRMUE LFEEN
Web RS AIAIE,
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3. MiA5ERLfE, #BR Citrix Gateway Connector

REREHE

ERUTH B ZE Connector Appliances

1. &R Citrix Cloud,

2. NEREAELANREF, HF HRIE,

3. XFEFRN Connector Appliance FIZEIRAIE, i Connector Appliance A0S BT,
4. EEFEERER, ARRE THIRER.

5. EIENEIERRF L THHZLEE Connector Appliance,

6. B3R Web Ul (EIEEF#ZHG LIRMAY IP i) , HESERIRENE,

7. BRI M R REERD.

8. FEMLEAECEIEITE Connector Appliance BY{EFHY Citrix Cloud BRREH (FE5) .

EERRISEE M.
BX1FEHPE, 75 SR T=ARSH Connector Appliances
DL ja)
« #0faI F & Connector Appliance ?
TEEERLE.
« H0faI%22E Connector Appliance ?
BIREEIRLF.
« 0{aNEM Connector Appliance ?
EREERR IS
« Connector Appliance FOIEZEERZ 4 ?

Connector Appliance B ExMiEHEE K,

« Connector Appliance FIRFERZ 4 ?

Connector Appliance RFHEEXK,

« Connector Appliance 31{aIE % ?

EEEARIR R IR
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EREATR, FTRURBMEFEME XI5 Ry

Citrix Secure Private Access™ ARSZEIN FBIEFISIEEFR F e M EREIRER, NMAFNBER
BUHE X @I I E R RIS R H TN B A SR B o

BRISEF ETE SaaS MAEFMANE Web AR HEE THENMEXE. a0, R Okta 2
Salesforce (SaaS WA#ERF) # Jira (WEB Web NATER) BY SAML IdP, NEIRRATRERERD
RARREFIEES *.okta.com EREBEANEXEH. XRSEHHE, RELAFPRBIA—EHNT
Ho EXMERT, BERAILIRIBERE XN, @i &k & IX LN AR HITHABHN
EREE A,

PR RAY TVEIRIE
BT 5 ] DURIEMY ) LUNRIE SORE MK A FIR2 R E XA RS EEE,
- POEB - 3R - iR =@ Citrix Cloud Connector™ B&H, Sl 1EEEEE LREBENE
Web iE,
o BT EEBRALE - NAEFRENTH, ERBMIETEERIGERANEBIMLE,
- SR - REBERERMEEKM,

_[-=r .

AR

- BAKXBATMIENARER LERENRT 2R,

- NMREEITTEEABBAXRTHERE, ENRBNNNARZFRZTATE, EER
IR MR R IZEEMARMIRE,

- FEEZPHFEERSRILE, TINARFERNM, MR SSO KE. LA, HEN
2RI SSO KBS AR RUESE.

FREAR

Secure Private Access #ZHIEFREERHER (BB > MAREE) 2 — 1 RIENERR, SIRETFRE
NAREFTEREBENAEIFAER. XUTBETEEEMIEMNUTER :
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g
g
s
]
2
H

3
H
3

)
F
H
H

0O 0O 0O

nnnnnnnnnnnnnnnnnnnnn

BRAAAAAIE
VRNVVDIIDRND

o

FEREHKRAIA ?*EEHWE’JMT&. B!

- FQDN/IP . HAZEFE/RERAZEEIA FQDN 3¢ IP ik,
o KR WARFEHEE, MINARRIERNAT. N - SN,

MREFE AR, WRERPENITER—INERER. ERRDE, EEAMNEE=A
WERH N ERPERNY AIRFER

- BHMUE  AMERERBENRRUE. NRADERFUE, NWEBNNABREFHERUESH
FHERM—T=ZATERT. FERRMEEZER LN, FERUTHER
RLVZTFLE, 1EHRIL FODN E X BRI B,

« K& RS PRTHRA X FTATREARBZEMBE, MEERRNARRRF. SR X X
By, BREAFRBEANEN. I, MRFEHBAHTER FODN, EEGALIEREARERER.

- & BEREE WRA) .
o BF  REETB TR RV ENERBMEERE, HIERENRATHFREH,

KIREEEHR

[ FAERR I SR AV R RhR A AT B FEN 2R EC EHA R HH B BR SR, RARERFFRAI T Citrix Secure
Private Access IRE R A ENNAEFEERD

[FIRK RIS ER R AN E& R

7E Citrix Secure Private Access lREZFRINNN BIEFNT BE X8 MREEIRSZ N AERNSZF M
Ak Web W BIEFRIIF PPty S BAER, BEUTHRINEX !

1. FTeRATSE .

o EE—PIER,
EHUA}-‘_m*I ﬁém{n o
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- RIEFEEFTENZLIFAER.
- RIEFEERERERA .
2. Rt NARTEFERE, - NAREFEERIEIRRA A BT 72N A2 EC E AR B BUR SR,

v App Connectivity

2 Domain(s) below already exist in the domain routing table. Changes made below will update the domain routing table.

Total 2
Domains
Type Resource Location
Internal - Bypass Proxy ~ ‘ aaal N e

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

Domains
Type Resource Location
External-via Connector N ‘ aaa? A [+]

Connector status
Detect | Install Connector Appliance

Only 1 Connector is up.

- 8 Y ETRENAEFN—1THET. FTEREERTEMINAREFFAERR
WARSKIR BIERF URL, Eth{TERENINBREFIFAE S MmANFREE X, R
N2 URL M XEHER, ESlTHERER—TH.

INRIFEFET SAML SSO, NI=E/R SAML BirE URL,
o JER I FEBEUUTIEZ—,

o PNER - ST SH - 157238 Citrix Cloud™ Connector 38, £33 7E Connector
Appliance EEEEBRIEF Web I,

o B EEBRNE - AR NS, EBRENIUET Connector Appliance 7B EB
%

o NN - MEBERRREEM.

o WHRAE © HIEANARRERANIEUN, LFEREBETR. IREERRMZEIRN
B, -lﬁl_’f—_rEE&o
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o ERILENRS | STANAREFER AN, hFREREFRUE—LEINER.

J@D Citrix Workspace MRS R Citrix Secure
Access™ & I

Citrix Secure Access B P I EXIFEE @D Citrix Workspace N FZEFE R, MEE URL #
TRERER. It SSO IhEEEIT B o 2 X B0 IIERIG R A - (K58,

TR

« Citrix Workspace R FA#2F#1 Secure Access B P IR#EiA NMEZETEIEE Lo

« AP#IEER Citrix Workspace N 2R, FHETE Citrix Secure Access &P imR LIl BTN
SSO,

B S B RINEENZIFIE Citrix Workspace N REFFEEN T EF(E, MNRAFRSRETEFHEU
NEREMFME, WAREKRE SSO, AR YMFENEF Citrix Secure Access & F i

TEIETT Citrix Workspace N FFERFH Citrix Secure Access 2 P im~Zi8]8Y SSO Fifs.

O User provides credential to
Citrix Workspace url,
example : test_url Citrix Workspace

App

User authenticated
to given url

/
4

/

Actor

A
SPA entitled store

Secure Actess client, requiests CWA
to get user login success status to| proceed with SSO

User allowed access
to TCP/UDP apps

Secure Access
client

& F Windows BYTHEEER
« Citrix Workspace RZFFEFARAN - 22.10.5.14(2210.5) S EFARA
« Citrix Secure Access hR7 - 22.10.1.9 S EFEhRA
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« Citrix Z£75i8) Windows 7Efift3k - EnableCWASSO
SSO EERING FEARS. EEAILINEE, BEKRZLBFPITEV LRI T EMRR.

« JEMFERSLIT - EnableCWASSO

« SEAFFRERTE - HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Secure Access Client
o JEMERZEE - REG_DWORD

o JEAERIE-1

B, RERBAPIREFRFTEENEE, FREMINEILE Citrix Workspace N BIZEFHERE
Fo

ADFS 5 Z2f\Fihin) £k

EEEFMN X F1ZH i@ FEEENRAE RN ERN, FEMNETUESFBEMRNHITIERRETF
BEXERR. BXEANEZER, 3E1% Microsoft X1,

EfY ADFS & B NEZH B Citrix Secure Private Access™ HIEEE, EXHARITUTSE !

1. 7£ ADFS R INEREHEREE.

2. F2HX Citrix Secure Private Access tHIN BIEFEIE,
£ ADFS R INERRR A EFEE
1. $TF ADFS EIE#4IHE, %3] ADFS > BEX R > EHRUEREE

a. ARBLIHIERE FINEBRRHEREFEE.
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Welcome to the Add Claims Provider Trust Wizard
@ Welcome
Data This wizard will help you add a new claims provider trust to the AD FS configuration database. Claims
@ Select Source providers issue claims about a user in a security token for a paricular transaction.

® Roadyto Add Tt The claims provider trust that this wizard creates defines how this Federation Service recognizes the claims
@ Finish provider and consumes the claims that it issues. You can define acceptance transform rules for issuing claims
to the relying party after you complete the wizard.

[ < Previous | Start | | Cancel |

b. 7E Secure Private Access FRIN—1THATFEXSE] ADFS N BiEF. BXIFMER, B
i#) Citrix Secure Private Access N FAEFEE,

BRANNARER, AEMNEERR SSO ECESRS, ERILITE SAML TR,
ARHTEIEXH S A ADFS,
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Select Data Source

Steps Select an option that this wizard will use to obtain data about this claims provider:

@ Welcome
) Import data about the claims provider published online or on a local network

- — Use this option to import the necessary data and cenfficates from a claims provider organization that
@ Readyto Add Trust publishes its federation metadata online or on a local network .

@ Finish Federation metadata address (host name or URL):

Example: fs fabrikam.com or https://As fabrkam.com/

(®) Import data about the claims provider from a file

Use this option to import the necessary data and certificates from a claims provider organization that has
provided its federation metadata in afile.

Federation metadata file location:
[£:\Users\Administrator\Downloads idp_metadata (1)xml | [ Browse..

() Enter claims provider trust data manually
Use this option to manually input the necessary data about this claims provider organization.

| <Previous || MNet> || Cancel |

a. SETBRUSEMAMNERREHMEFET. TRRMIERREHREREER, SR RES
BARIBYE o

b. ZNM—ERAMIN, HIERN HiEARRA,
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Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:

|Tranafarma1hooni1g0a‘11 Vl

Claim rule template description:
Using the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type. and optionally change its claim value. For example, you can use this rule template to create a rule
that will send a role claim with the same claim value of an incoming group claim. You can also use this
rule to send a group claim with a claim value of “Purchasers” when there is an incoming group claim with
a value of "Admins”. Multiple claims with the same claim type may be emitted from this rule. Sounces of
incoming claims vary based on the nules being edited. For more information on the sources of incoming

c. BFRUTEFRFRINEE, NRIEN ADFS EZHMER, NIER X AERHAENIE
Secure Private Access FfZE SSO,
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Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to map an incoming claim type to an outgoing claim type. As an option, you can
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the

outgoing claim type and whether the claim value should be mapped to a new claim value.

Claim rule name:

nameid to emai

Rule template: Transform an Incoming Claim

Incoming claim type: [Name 1D v
Incoming name D format : |Emai vl
Outgoing claim type: v|

Outgoing name ID format: Imwed

(®) Pass through all claim values
) Replace an incoming claim value with a different outgoing claim value

Incoming claim value: |

Outgoing claim value: I

) Replace incoming e-mail suffix claims with a new e-mail suffix

New e-mail suffoc: I

Example: fabrikam com

| <Previous | |

BIMEEEEBERRHEEZEREE, il ADFS MEISE Citrix Secure Private Access #1T SAML &

(GETAN

FREHERFEE ID

B IR AR EIZFEIE(E ID. 7E Citrix Secure Private Access AR EN FHIEFNEEM, D,
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Offered Claims | Organization | Endpoints | Notes | Advanced
Monitoring Identifiers Cerificates | Encryption
Specify the display name and identifier for this claims provider trust.

Display name:
Fitrix Secure Workspace Access

https://citrix com/9a%sx0ijvihg
Example: hitps://As fabrikam com/adfs/services/trust

EHAIRART
INRIER SaaS NREFEEHA ADFS HITEMINIE, BBAENME RZNARRERNTEHAE
£, 7% Citrix Secure Private Access FECEN HZEFREEIL ID,
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Proxy Endpoints | Notes | Advanced
Identfies | Encryption | Signature | Accepted Claims
Specify the display name and identifiers for this relying party trust.
Display name:
Lervice now

Example: hitps://fs contoso.com/adfs/services/rust
Relying party identifiers:

https://dev98714 servicenow.com Remove
servicenow

£ 1dP RiERUREF B APANRTS

RelayState & SAML thiXMI—15%, BFMRARERHERIERAKEIRSSREHRNGGTE
ZiR. SNSRTE ADFS HKEF RelayState, NMAFRERZEECHNRFRREEFHTEHORIIERE

IR,

3FF ADFS 2.0, ST EFEH KB2681584 (F#FCE 2) ¢ KB2790338 (EFTLCE 3) LURMH
RelayState 7#F. ADFS 3.0 A&7 RelayState z¥f, EXFMIE R T, RelayState IREER
=<8
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7 ADFS fR%528_EEF RelayState &3
1. FTHAXMHS

« ¥tF ADFS 2.0, TEidEARPIAL T | %systemrootds\inetpub\adfs\is\web.config
« XfF ADFS 3.0, FiEEARFRALUTXMH  %systemroot%

\ADFS\Microsoft.ldentityServer.Servicehost.exe.config

2. 7E microsoft.identityServer.web Z3 /R, =0 TFF/R/ useRelyStateForldplinitiatedSignOn 7
Mn—17, SAIGfRFZEN | <microsoft.identityServer.web> ...
<useRelayStateForIdpInitiatedSignOn enabled="true" /> ...</

microsoft.identityServer.web>
« 33F ADFS 2.0, i&BfT IISReset MUEHEHN IS,

3. WFXWMNFEE, BEHIEE Active Directory Federation Services (adfssrv) service. &
E . NREEAMIE Windows 2016 B Windows 10, i&EfEALLT PowerShell (s S EAE.
Set-AdfsProperties -EnableRelayStateForIdpInitiatedSignOn $true

o HEHE - <https://docs.microsoft.com/zh-cn/powershell/module/adfs/set-

adfsproperties?view=winl10-ps>

Citrix Secure Private Access TN FBIREFECE

BRI LUBRE 1dP KECHIRTZEL SP R EHI T2, 7E Citrix Secure Private Access FEZE IdP B¢ SP
REMRIENSBEZHEERN, FRIZAET, T SP ZEHRIE, EHNAE Ul EFRERIETE
URL BN BTERF (SP ki) § iE1E,

IdP &R

1. ®E IdP LHRCHIRIERY, BEREUTHS.

R 8/ URL — N ATEF URL R T8, https://<adfs fgdn>/adfs/ls/

idpinitiatedsignon.aspx?LoginToRP=<rp id>&RedirectToIdentityProvider=<idp

id>
« ADFS FQDN - &8 ADFS i& &/ FQDN,

* RPID — RP ID @& u] U MEF A EEFIRENE ID, EEEMAFIRFER,. MNREE
URL, MI<#17 URL 4Ri3,

 IDPID - IdP ID 5EEERHIZERE1E ID #EE, IR ER URL, ME#HIT URL 4R,
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. <https://adfsi.workspacesecurity.com/adfs/1s/
idpinitiatedsignon.aspx?LoginToRP=https%3A%2F%2Fdev98714.service-
now.com&RedirectToIdentityProvider=https%3A%2F%2Fcitrix.com%2F9a9sx0ijvihqg>

2. SAML SSO Ei&,

LUF 2 ADFS BRS58:RIRAIAE. MIREMEREEN, 5N ADFS IR 2RHITTEIERIRINER
BB, ADFS IRSZERHVEX S TTEIREAT UM EEX S TR R T &, Zimm AT ADFS > fRSS >
RS

« BTE URL — https://<adfs fgdn>/adfs/1ls/

+ Relay State — Relay State 3 F 1dP ZiCHRIEREEE, HRRILEZEIEHEET -
https://docs.microsoft.com/zh-cn/previous-versions/windows/it-pro/windows-

server-2008-R2-and-2008/jj127245(v=ws.10)

3 : RPID=https%3A%2F%2Fdev98714.service-
now.com&RelayState=https%3A%2F%2Fdev98714.service-now.com%2F

« 2 — http://<adfsfqdn>/adfs/services/trust

« XTFTHEM SAML SSO ECEIRIE, B2 TE. BXBEZFMAESR, 1521IdT SaasS VA
12Ro

Which single sign on type would you like to use for your Saas app setup?

SAML Don't use 550

©

What does this form de?

b This form generates the XML needed for the application’s SAML request.

Assertion
Where do | find the information this form needs?

https://adfs1 workspacesecurity.com/adfs/ls/
The application you're integrating with should have its own documentation on using 5/

Relay State *
RPID=https%3A%2F%2FdevaB8714 service-now.c SAML Metadata
Audien Provide this metadata to your Service Provider (application)

http://adfs1 workspacesecurity.com/adfs/servic https://ctxaccess mgmt.netscalergatewaydev.net/idp/samil/9ad9sx0ijviha/4b2f73ed-5fa3
Hamelbtammate v Login URL

Email Address

https:/fapp.ctxa netscalergatewaydev.net/ngs/9a9sx0ijvihg/saml/login?APPID=4b273a

. v
Email
Certificate

Launch the app using the specified URL (SP initiated) elect dow Type * W
PEM

Advanced attributes (optional)

An attribute is additional information about the user that is sent to the application for access control decisions. Make sure these values are consistent with the settings in the Saas vendor.
v B v

Add another attribute

3. RIFHRNABREFIIENSHEF.
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SP ZECHTTE

XF SP KiELHHRIZE, 15IRIBIDP RiEHHRE MO FARBEEEIRE, tH, EAERIEE URL
B BERERF (SP Rit)” § E1E,

Citrix 2R/ IR™

Citrix Secure Private Access RSB EEIZREBIRME— MBS TERER. ERHRAMNABSKRENS
—BERAEE, ULMimT A, 1T BEERATLOEIECHNE R ERAKREEN S HAERN
SaaS W RIEFHIIAIR, fEB Citrix Secure Private Access ARSS, S5 A ] OB 1T I8 X345 E R ik
MMEZERYIAR], RIPASHNMENRLAFPIRERZEERENBIEEZENEE. SEEPTIU
BHEIITIERMIAN R SR, URLSR SaaS WAEF. —BEENBHRRIE, RITHAIUME
gEIHRIFAE X BUSNARER, TIRMUTMNEZEDLE. RPEEEMEF.

EESAUSEAPER, AIRlinRIRERS. GBRERAML, EFENHRE, URERATHM
EE1T R BI XA RINE A UG SR #H 1T 4, EIE 5T P LAKEA TR RIP B 4,
E8Y, ZRSNRLBFRENEMERENBREFHNTE BT 2/,

EIRIE ] LAPRGIIR(E, BIAIZIRITED. TEMBMMRiIAR (8 H-4505) o

T B2 Secure Private Access IR BIE Wi,

e,

e
// 2 \ Sams

= f’ = . 5

- /" = \"'.
i B Web I'-_ _ {i E)
J CX) .-’/ | Filtering N

: - Secure Ay Intemnet
‘ l,.r/ Browser c.‘ﬂ 1 ’

o | -' - &-+0

_r \ Cloud App Control
n = Workspace app %, Aooss / Virtusl Apps
- & Desktops

Citrix Secure Private Access Y EIHEE

W TFEMBILAER Citrix Secure Private Access FRE RN —L T E(FE
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« BEPERERIPIRALTM SaaS NEERF - —BERFERFESMNEBERTEMIONE, FEN
SaaS # Web [N RS IIEHkEREHET Citrix Cloud™ FRYEE S & RINEEER SAML B
= B
INERT, SAML BRrEfEA S5 A Active Directory tKFP (B 01R1IEFE) X BXAYEB FHBAFhhE, WX
5P SaaS ot Web MR IKF (BRSZBIRMFE) X BV FHBAF i,

« ) SaasS NARERIEEEERNRLKIR, (Fla, KED. 8H-KEUSPREIFELETH. ) - A7
RIFNE, AR SaaS MAEFPRIMIEENET LK, SIERREFEHAEEAR Workspace
N FFZREBY 3T Citrix Enterprise Browser™ s2&IH1TRRES, SXTE{ER Workspace W 2R M TThR
AL THARAT X Secure Browser 325 IH1TFR o

o ENENEES | BRAMNSESER, FHAKH Citrix Enterprise Browser 512 (Workspace [
B2 - £mhRk) X Secure Browser (Workspace N T2 — BophRFMBIAR)

o PREHISINEAR A © 22N TR ANin S B AR 2 [B1 RIS )/ § Hl/AE G121,

o PRAUFTED : Z2F MR FAFE X 53 88 BB 1THT ENAYThRE,

o PREITH : ZAMAF M SaaS NAEFAERHIT FEIINEE,

o BIRKED : ERELEIKE, BTRAFNAFR AR P #itt, SNRAF=IHITENSE
B, KENFHZRRE L ERMAEI,

. TE{#J:'F)'(*DEIE RERNK SaaS NAREFHIANZLZEM, (B SaaS NAREFPHAA LR

REREM, MNRENK, HAFTE SaaS NAREFPELEEEN, RERET Web I

J'*IJJ‘ﬁ PTERE, ZINRENEHERREXRITE, RIEEERR XL ITFEF B EXE URL 285!
5K, Web DIERERIRINT AR, ELNEEMAFRBEZIAK !

o B BEERIANEEZEM, Citrix Enterprise Browser £ Workspace [ B2 Hi4A]
ZiBEE,

o BIE% | BHERIANEERN, HRHIEL,

- BEEM | BEEERFEEMIITEN NERERS, BFNERMN EEMTTIZRSF
BinRig &, REIMEH Saas AEFRSE.

o REMMEEDT - BREAZRIPRAEEGIERE MM SaaS MAER. Citrix Workspace [ F3
#2F. Secure Private Access FRZHIZIEN N 2R BRSZ A RZE DRSS REEE X U THFPM
NMARERITANGER. XL mEAF N SEXITESD

- [ T2 B EhEY(a]
o [ FATERFLERAY(E]
o FTEMIRIE
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o BIMGHRIAIE]
o URL I5d]
o BUB L%
o BUBTH
Web i3IEINRERTTHE SaaS M ARFHIEENES NBFEENXG, HEXEESHISERAPITAE

{EIBMAF B SEKEITS, RHAERRBRRIZEERZIBMHFEREANMELE, HERF
Mg & EEGERIRF

Z2FFihir REST API

@B LAfE Secure Private Access REST API Bl EZ N AREFMERE, BXiIFHAER, 58S

%) Citrix Secure Private Accesso

f DNS i EAFE T AEFNHFIRAE

BRI FENAEFE DNS ERERKMAIETARRMUE, XrJUKLIE R DNS #
. BeeRETEMEFRAF A, L1, FiB DNS ERIARBEIMIEUERIIAA A DNS
k558, TIENAREFEEEME, XERFAIEXRRMERN DNS IRSZ5HREY, XHIFLEAUEL

Mo

RHER
BARLIBEE A :

« macOS - V25.08.1.1 REShARA (Citrix T, V25.08.1 REShRA (App Store)o

« Windows - 25.7.1.11 S EShRA,

TheeR A

€ TN AZFRY DNS BREIEERIA T ERRS. ENERNARSALLINEE, 18R Citrix X
o

fidi& DNS Zifi&H

ERZMEERE, AR TR N ETZ —5 M DNS 2538 ©

- E—ATEEEMGE | RUFE TS IR E R AR B S TR, R
EERILET, 5HREFE & BB RIS DNS RERSERS.

- NAEFAENRRMIE @ BRREIBSETYARFNARUE | ERILRIENAEFNENS
*t DNs EERBE T BRRIE,
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WITU TS ERECE DNS B ¢

1. Bf1%) i8E > DNS > DNS f##r.
2. BEHEEHM,

it CilrIX | Secure Private Access

D

o
<

@ B SecurePrivate Access > Settings > DNS Settings.

DNS Settings

DNS resolution

Choose where the DNS requests should be sent for resolution

Primary routing choice
@  First available resource location

O Resource location where application resides

DNS suffix

Suffix to be appended when resolving domain names that are not fully qualified

Enter

Total-5
Order | suffix Actions
1 azure.com VZ8U)
2 citrite.net V722
3 aaa.local VZ2I |
4 abc.com VZ2IR ]|
5 yahoo.com VZ2I |

3. R TRD—:

« BT IRREFE
- NREFMERRUE

4. B R1E

Secure Private Access Z 1552 A DNS EEHCIRVIEH], LUARIRS EL . IR TENLATE DNS
EMRASETREFRNRBEMAE, 15X BEoERRIIEENSBRH.

RIRG TR R R B R SN T EREEFIREN MABRFAERRME FH#TE
IEO

&R LUK [ELHEAN BRI ECE A A Tl —:

- BN THARMLE | RIAMNMIERIRAE.
o ERFRUE . EEREXNEBEERRUESRPHN—MIE,

FCiE DNS ZiERIELRERH:
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1. % i8E > DNS > DNS 24t

2. B &,

Hocifnix Secure Private Access

Settings B Secure Private Access > Settings > DNS Settings

Application Domain

DNS Settings

Global Configuration

Certificate St .
erificate Store DNS resolution

Primary routing choice

(O First available resource location

@ Resource location where application resides
IP Pools

Multi-session Virtual Desktops

(O First available resource location

@ Select resource locations @

Choose where the DNS requests should be sent for resolution

Routing for Unpublished or Unmapped Domains

For domains which are not configured in applications

AAARLO1 @ A\ I‘
a
AAARL 02
Reset_lssue
DNSsu L.
Suffix to} re not fully qualified
Azure_A2V2
Enter. Azure_MidSize
1 Azure_MidSize_SSD
Total -! v
Order Suffix | Actions
1 azure.com y \mj
2 citrite.net y @
8 aaa.local VZ2R]
4 abc.com y \mj
5 yahoo.com y @

3. ' EERMER T, EF NARFAENZIRIE.
4. FERRMERBREIHNERE"F, ERUTEDZ— !

o ‘BT ANFRMUE

INREEF ERHFME LD, AFMNIRPERIENZRUE, ERTUERSPEIRM

B

5. BHRETF

B G Suite

E3&1d SAML EEiE G Suite USEEMBE SER,

1. UBERBARFRBMER G Suite,

BHITUAT2E
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Security

Manage security
features

2. BHREL,

API reference

Set up single sign-on (550)

== 2l d =i

3. ARETHF, RHLBERERER (SSO)%
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~ Set up single sign-on (SS0)

SAML-based Single Sign-On allows you to authenticate accounts for web based applications (like Gmail or Calendar). With S50,
users sign in for one web application, and are automatically signed in for all other Google web apps. For desktop applications (or
POP access to Gmall), users must sign In directly with the username and password set up via the Admin console. @

Selup S50 with Google identity provider

Choose from either option to setup Google as your identity provider. Please add detalls in the S50 config for the service
provider. Learn more

SS0 URL https://accounts.google.com/o/saml2/idp?idpld=C03elhsqx
Entity ID https:/faccounts.google.com/o/saml2?idpld=C03elhsgx
Certificate 1 Google_2024-10-16-105822_SAMLZ.0 '

Expires OcCt 16, 2024

4 DOWNLOAD CERTIFICATE 4 DOWNLOAD IDP METADATA

Certificate 2 GEMERATE CERTIFICATE

Selup S50 with third party identity pravider

To setup third party as your identity provider, please provide the information below. @

Sign-in page URL

URL for signing in to your system and G Suite

Sign-out page URL.
URL for rediracting users to when they sign oul

Change password URL
URL to let users change their password inyour system; when defined here, this ks shown even when Single Sign-on is not
enabled

Verification certificate

CHOOQSE FILE Mo file chozen UPLOAD

The certificate file must contain the public key for Google o verify Sign-in reguests. a

[} use a domain specific issuer ©

DISCARD  SAVE
4. FREBELER (SSO)TIHTF, HEFEEAE=ABHIREERIZE SSO'HimAFHAE R
« BERTME URL - A LLM Citrix Cloud M5 (Citrix Gateway Service > Zxfll Web/SaaS [
BEF > BRER > ER URL) £#] SAML SSO EF URL,

o IRIEIEH - BT LLM Citrix Cloud A5 (Citrix Gateway Service > 7l Web/SaaS M2
F>BRER >R THIER.

- ERNETEHIMASE - &t & %E,
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BdiE Jira
UTEDIRET B XBLE Jira WEZEE,

Citrix Gateway SaaS W T2

59 SSO BEE& Jira FEIERABEISF A NetScaler EIEEAF, ARPAIMUERED I EIRZELER
Jira, E@IT SAML fy SSO BRiE Jira, BHITATIRME !

1. 7EXIaesdh, SBAMLLELM Atlassian = URL, SAIS3% Enter #,

2. BFRITH Atlassian M,

A ATLASSIAN

Log in to your account

{5 Log in with Google

Continue

3. AEVHETA, RhHERSE.
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4. B MREE,

agIme
A

E Site administrat 09

Confluence

Edit

6. B FAER HIIEE.
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A Administration

+ & Back
Details
Administrators
Domains
Managed accounts
SAML single sign-on
Password management
Two-step venfication

FIOUEE, EHITLATEME

a. BEETAN YN ERFE BT,

— iwitch apps T

0 E Billing

@ e Discover applications

a. BHIREE
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‘\ ome

m Site administration

Confluence

a. %Eéﬂéﬂ%WO

a. BdE

A Administration

+ & Back
Details
Administrators

Domains

.

Managed accounts

SAML single sign-on
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a. fZEJLAGEFS DNS 8¢ HTTPS 18IS, AXBIHENSTBNESER, BEAMBEREER

AT, BETHEAXBRIENESER %,

Domains

Domains are used to determine which user accounts can be managed by your organization. You need
to verify that you own a domain to be able to manage the accounts that use that domain in their
email addresses. Learn more about domain verification.

N

a.

FTRXESRE, BHRIER

DNS HTTPS

1. Add the txt record below to the DNS host of the domains you want to verify.

_—wm wes e WS W e " :' Cop}r
The same record can be used for multiple domains

2. After completing the DNS configuration, click Verify domain. If you have difficulties with this
process, ask your T department for help. Don't delete the record from your server at any time as
we need to verify it on a regular basis.

Verify domain

a. “BRIEEE D PR RE T ER BRIE

Verified domains

Domain b Status Verification type Actions
| VERIFIED DNS Remove
R VERIFIED HTTP Remove

7. BH“SAML g—FR",
8. EAMEIEENSAML EZE T, BEHZI SAML &,
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SAML configuration

How you configure SAML depends on which identity prowider you use. See our SAML conhiguration
instructions for different identity providers.

Add SAML configuration

After initial setup with the identity provider, bring the values for Entity ID. SSO URL and Public x509
certificate across and add them to the SAML configuration here.

‘ Add SAML r::Jnhﬁguratiun \

9. 7E“7%I0 SAML EgiE" X5, EEMUTER !

o BIPRMEIERSLIK ID - BAME—RINAZE ID. 5140 © yourcompany _NS_Jira

o SRR HFERE SSO URL - @A 1dP URL.

AE . B LLM Citrix Cloud ES (Citrix Gateway Service > Zx /il Web/SaaS M BTEF >
B—TR>EHRURL) %] URL,
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Add SAML configuration

Identity provader Entity ID o

https://yoursaml.com/app/acme

The URL your identity provider uses for SAML 2.0,

Identity prowader 550 URL o

hitps:/fyoursaml com/app/acme/sami/sso

The SAML endpcint URL given to you by your identity provider.

Public x509 certificate o

Copy and paste the antire certificate

o NFH X509 IEP — & HIFREME SAML 1dP % IIEH,

a. M Citrix Cloud B& (Citrix Gateway Service > 7xfll Web/SaaS WBREF > 8—&R
>IEH) TEHIER.
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55naDUzANBgkqhk1GIwdBAQSFADEN

b. &l - BEGIN CERTIFICATE----- I ----- END CERTIFICATE----- Z BB A

c. PNAMBINXAYRIEFT, HLUEHMEX (H%0 your company name .pem) {RTF
X1,

10. BEHREFERE"
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Add SAML configuration

Identity provider Entity ID
UC, =l ng

The URL your identity prowvider uzes for SAML 20,

Identity provider S50 URL
https /s s » @ 'samlflogin
The SAML endpecint URL given to you by your identity provider.

Public x509 certificate

UOZLmXmmUpFelcHajjor ThwNCZCKpUou9ThgehhIkc

MOQDai2/m7WZoQBA2yAN]
6EDS
----- END CERTIFICATE-----

Copy and paste the entire certificate

Save configuration Cancel

O

EdiE 0365
LUTED1RE T B XBE 0365 WEZER,

Fo R

7% Citrix Workspace N 2R FECE 0365 NARER, 1H5XTTRU TRIE

+ REB Microsoft Entra ID PFE— 1R EHMARSEESHER, NeTLUERIZHEXSE] Citrix
Secure Private Access, FAfRIEIE (TIEREIEERFIE) MRS, FEEFERNINE)

Microsoft Entra ID H,

N, MNREAFER useri@demo.citrix.com &X, M demo.citrix.com 231,

citrix.com X1, us.demo.citrix.com =FiFH,
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- MNRETERA TN, B[ Microsoft Entra ID FRINI—NETEFH R EBLS R Citrix Secure Private
Access, BIRBEHFTEMIIE. B XIFMER, 1HEH <https://docs.microsoft.com/zh-

cn/azure/active-directory/fundamentals/add-custom-domain> o
HE

IERI LA FIR N E] Microsoft Entra ID, ZFI3rIFFEX&E| Citrix Secure Private Access M4
SKIL SSO. Alt, WA FEFHFERA IR, B XFRER, 1B5BH <nhttps://
docs.microsoft.com/zh-cn/azure/active-directory/enterprise-users/domains-

verify-custom-subdomain> .

AE . EaIReREEMA Microsoft Entra ID Graph Explorer /& Microsoft Graph Explorer 3
H1T POST i&3K, MFFE B iR,

BEXANAEEHKSEMNIFAER, B8R SN TIERIE,
o WINEFRMBTIHE FIHAE Microsoft Entra ID b F«BIIEF" IR,

« 7ESZBY SAML SR Microsoft Entra ID ZiEJEIISE. BERZIEME, BXTPE—
£ Microsoft Entra ID B IIEAYIS, H7E Microsoft Entra ID ERIRECBELSEY, Microsoft
Entra ID 2f5E SAML 1R # 17 P 3 Microsoft Entra ID BI&338IE, ENEIZFAFRE S8
BEAREMNIE, 7£ SP BEIFHFIEH, & Microsoft Entra ID AFURSIERFHHIIER IdP (F
BRFMREEE IdP) B, ERBiI{Fi#EL% URL <https://docs.microsoft.com/zh-cn/
azure/active-directory/manage-apps/configure-authentication-for-federated-

users-portal> HBY whr query param B domain_hint 3EiR%IAY,

ISR HMEMBREPHEKE, NREEFF ADFS BXEEIRM, WASRIIE
m, RABERKS—DTREANE, ZEBRFEERSENFEHBRERE,

SSO BB U FRMiRAE

IDP REHFIE | @FE AT EEEZF Microsoft Entra ID "B, Citrix Secure Private
Access RS ¥ SAML B E 4% F) Microsoft Entra ID, Microsoft Entra ID 1RIEF{ 12811789
BEREMNEH#HITRIE, MNRVILET, EREE SAMLE nameid EM. nameid B
5 Microsoft Entra ID FRZ7ERVAEFH immutableId PUfc,

SP REEHIMRE | BERTEREERIS RN AERTAZ Microsoft Entra ID NP BY, 7ELLTR
#29, Citrix Secure Private Access RS MENAEZFIREFAERN URL, URL 2&%EF]
Microsoft Entra ID, H#EHHBETF URL B2EEEN—L4ER, AR RWETEMRE Citrix Secure
Private Access fRSS, HHE—1 SAML imERMHPL4IRT, Citrix Secure Private Access BRSS 1%
SAML B E &%) Microsoft Entra ID, FHERIFEKFEANBRPLRE. SAML BIEED
[&, Microsoft Entra ID AP EEBEPLRESHN LT, RittAFPERELRNBER.
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« 7E Citrix Secure Private Access IRZHEIE 0365 NARER. B X FAELR, 15517 Wik
BNARS3 N FAAEFFBI S 45

AN TERE

TENRER T BB S TTR S R BRI,

Citrix Workspace

Citrix Access
Control
trusted SAML
I1dP by domain
federation
SAML assertion SAM L/O_aut'h
Citrix Access » ;s authentication > u Office 365
Control Service
Azure AD

RIGITABYT Office 365 W AATERE7INE] Citrix Workspace 38 F/KENFIREI F&, HASHRZMNT :

N

1. 1&7E Citrix Workspace HE x5 Office 365 M AR

2. 153K &%%| Citrix Secure Private Access RS

3. Citrix Secure Private Access ARS8l SAML B E H I HE % & % Microsoft Entra ID,

4. AFIERFEZEER SAML IdP, Microsoft Entra ID 383 BEIEMIEELSIRFE, HIF SAML
WS 121548 Office 365 M FAATERF

Office 365 AR E R,

Office 365 N AR FF ISRV B R385 &
FRINBER T, Citrix Cloud™ {8 Citrix 221 HIZREREIRZA Citrix Cloud kP HRFREBEFRH S

B1ER.

Citrix Workspace 3z#F Office 365 I B M IWIEAE. BRIFAZHF Okta M Google 1dP,
- AHECHER
« Active Directory N5 H

o %X Entra ID

© 1997-2026 Citrix Systems, Inc. All rights reserved. 475



Citrix Secure Private Access™

AR © WIREEA Microsoft Entra ID X TERGHITHMAINIE, NWEAKEEE (BFHER
) , RAXSTMER. EXHERT, SSMEKE— T

« BARZEETHAIAIA
- JEEIE RN RADIUS

BEXBZIFAGER, BEHS0NEREE

1E Secure Private Access JRZHECE 0365 N AERF

LUF27E Secure Private Access RS HECE 0365 WAREFMNESRT B, BEXEZIFEMER, B
i3 R BN AR S N BT R RS2 45

1. 33| Citrix Cloud HAY Secure Private Access ARZ.

2. #8238 Office 365 Fi%* Office365 &1k, B X ERRIREENAEFNIFAER, BSANNMT
BNARSS N A2 RY3ZH5o

1EFE Office365 HAR/E, B X 50 B ENETTE M ARFIFEER T,

» * office.com

*.office365.com

e *sharepoint.com

e *live.com

¢ *.onenote.com

e *.microsoft.com

e * powerbi.com

e *.dynamics.com

e * microsoftstream.com
* * powerapps.com

* *yammer.com

e *.windowsazure.com
e * msauth.net

e * msauthimages.net

¢ * msocdn.com
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* microsoftonline.com
e *.windows.net

* *.microsoftonline-p.com

*.akamaihd.net
 *.sharepointonline.com

* * officescriptsservice.com

* live.net

* office.net

* msftauth.net

3. MNRFTE, BRAEENTEE,

4. Eci& SSO.

IR LR E M ERERR S ID"Z Active Directory GUID,
5. BREAEMHLLX IDPEMail

« BMSHF . IDPEMail
- BHERER L KIEE
- BMYE . BFHERY
6. S SAML FTTBUBLTEFET-F T,
& #l“entitylD”
« £ #“Login URL”
« T# CRT SXHIIEH

BZiE M Microsoft Entra ID 3 Citrix Workspace BYIHEX S
SRR

 1£ Microsoft Entra ID F/EF3 PowerShell

« 223t Microsoft MSOnline &1

T 2RATFREFRBIRERA PowerShell 85,
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PS> Install-Module AzureAD -Force’

PS> Import-Module AzureAD -Force

PS> Install-Module MSOnline -Force’

PS> Import-module MSOnline -Force’

MRBRERE, MEITUATHD.
PS> connect-msolservice

IE . F=E Microsoft =P FEEEER] msolservice o %0, admin.user@onmicrosoft.com

o

BEC@M Microsoft Entra ID B Citrix Workspace IS EX SIS B

1. 7 PowerShell FE{T Feap R AR EES !
* PS> $dom = "ad-domain.com"
AR : ad-domain.com 7 INE Microsoft Entra ID BIFTis
e PS> $IssuerUri = "https://citrix.com/[customerID]"
FE . customerlD AL TIEIE -

« Citrix Cloud > S3H1i5RIEE > API id]

Citrix Cloud > Citrix Secure Private Access, customer ID JUENAREFIRBIFAEE
hi®) (BEER > SAML STEIEX M > entitylD) .

e PS> $fedBrandName = “CitrixWorkspace”
e PS> $logoffuri = "https://app.netscalergateway.net/cgi/logout"

e PS> $uri = "https://app.netscalergateway.net/ngs/[customerID]/saml/login?
APPID=[AppID]”
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JEE . $uri RTLLM Citrix Secure Private Access Service > 7zl Web/SaaS NATEF > e
BR > B URL M SAML ToHUE > (1B § 4.

e PS> $cert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2(“<location
of certificate downloaded from Citrix Secure Private Access service/

filename.crt>")

Bg0 : PS> $cert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2("c:

\cert\saml_idp.crt")

PS> $certData = [system.convert]::tobase64string($cert.rawdata)

2. &7 PS FHHBLUTEM S Citrix Secure Private Access FIBES :

PS> Set-MsolDomainAuthentication -DomainName $dom -federationBrandName
$fedBrandName -Authentication Federated -PassivelLogOnUri $uri -LogOffUri
$logoffuri -SigningCertificate $certData -IssuerUri $IssuerUri

-PreferredAuthenticationProtocol SAMLP

3. BEBTU TR SIZE

Get-MsolDomainFederationSettings -DomainName <domain name>

omainFederationSettings -domainname wdev.netscalergatewaydev
ate

vEndpoint

+qHM

1y ohMhd

M Microsoft Entra ID ] Citrix Workspace B9 BRI{LIHEX &

7EM Microsoft Entra ID E| Citrix Workspace BYFRE &+, AR BMERMFH PowerShell 2
[EJUNIRLL 8 FIBURHEITHIAN, B4 ;

- N&MPF EHIEE, faiZEF 1D MNA Do
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° }‘AEWF-FEE'HE:FSO
 3&1T PowerShell i,
XMFoh & IR IRERTsERE I AR, MMSHEXE R,

M7E, WEXENTBESKME Citrix Secure Private fRSHAFR REF, MMEKEIZEBDN. SH
FREFRETBENTEEE, PowerShell lAREEmET. AR EHFETRMFHM PowerShell 2
LS

BRIRRGENS R

1. Bd& 0365 MAERF. B XiFHELR, iE2I77E Secure Private Access fRS5HEIE 0365 W
EFo

2. TREAERP, %EF SAML,

Which single sign on type would you like to use for your SaaS app setup?

SAML Don't use SSO

Azure AD federation

1. Log into Azure AD to access your domain
Login to Azure AD

2. Select end user MFA option

End user MFA enabled

3. Retrieve Azure AD domains and select a domain to federate

Click here to retrieve Azure AD domains
v ‘ Federate domain

) ) What does this form do?
SAML information This form generates the XML needed for the application's SAML request.

sign
‘ Asser ™

‘Where do| find the Information this form needs?

‘The application you're integrating with should have its own documentation on using SAML to outline the information needed here.
gin.microsoftonline.com/login.srf

Provide this metadata to your Service Provider (application)

Felay State
hitps:#/login.microsoftonline.com/login.srf

SAML Metadata

Audiancs
urn:federation:MicrosoftOnline Login URL
Name ID Format * hitps://apn.sct i 5ab-c680-40d: b- 0 Copy
Persistent v
Certificate
NomalDx
Active Directory GUID ™

PEM Y ‘

Domain federation PowerShell script

End user MFA enabled

3. ERAEREIEE R Microsoft Entra ID, HIFEEFERE Entra IDBY, EF#ERE] Microsoft
Entra ID RN #1TEH I,

[ ] Launch the app using the specified URL (SP initiated)

 OAuth B FEMIEIE. BRIIENIE, EUIRERSEHNER,
o EERLAP MFA EIEGAS Ao

4. BEHBEHIAMESR Entra ID MAEEFEHBITIR,

5. RS ERKENE, AERE KRG,
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2

o Wimtad BXSIE B, PowerShell fIASEGET, HEESEKS.

- MEXE, FIRRIUMNRE FE PowerShell i, 7% EXS PowerShell i &, &
& TH.

E% E S A IKRIE (MFA)
0365 N AEFHNELEMEFRINT —MEm, HAFPEX Citrix Workspace #17F P 5175 IEHA (8]
BHA MFA B, ZIZETEHNE] MFA.

o BMSFR: “ http://schemas.microsoft.com/ws/2008/06/identity/claims/

authenticationmethod ",

o BME : “ http://schemas.microsoft.com/claims/multipleauthn ”
ZE(F Microsoft Entra ID 5 1tLAERE, EEALLT PowerShell e fTEX S

Set-MsolDomainAuthentication -DomainName $dom -federationBrandName $fedBrandName
-Authentication Federated -PassivelLogOnUri $uri -LogOffUri $logoffuri
-SigningCertificate $certData -IssuerUri $IssuerUri

-PreferredAuthenticationProtocol SAMLP -SupportsMfa $true

IdP EHIRETEEPLRT. £A SP BRI REBERZTRINAERF.

£ Citrix Workspace B B Office EHFNAERF
PATUATIREUERE B Office EMNARER -

1. RBRIEETRIFMARBT RIS,

2. %#F 0365 &tk

3. W AREFLINENR, FlM, MS Word.

4. HERNMEBEHWARERF URL,

% Word :  nhttps://login.microsoftonline.com/login.srf?

wa=wsigninl%2E0&rver=6%2E1%2E6206%2EQ&wreply=https%3A%2F%2Fwww.office.com%2Flaunch%2FWord%:

domain>
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B MTH . <https://login.microsoftonline.com/login.srf?
wa=wsigninl%2EQ&rver=6%2E1%2E6206%2EQ&wreply=https%3A%2F%2Fwww.office.com%2Flaunch%2Fpowerfy

domain>

BFRE : https://login.microsoftonline.com/login.srf?
wa=wsigninl%2E0&rver=6%2E1%2E6206%2EQ&wreply=https%3A%2F%2Fwww.office.com%2Flaunch%2FExcel%

domain>

EF xR EXE/Dynamics Online . https://<tenant>.crm.dynamics.com/?whr=<federated

domain>

OneDrive B%hR © https://login.microsoftonline.com/login.srf?
wa=wsigninl1%2E0&rver=6%2E1%2E6206%2E0&wreply=https%3A%2F%2F<tenant>-

my .sharepoint.com%2F&whr=<federated domain>

Outlook HFA : https://outlook.office.com/owa/?realm=<federated domain>&path=/

calendar/view/Month
Outlook FTIkRIGIA] Exchange Online ©  https://outlook.com/owa/<federated domain>

SharePoint TE4EhR © https://login.microsoftonline.com/login.srf?
wa=wsigninl%2EQ&rver=6%2E1%2E6206%2EQ&wreply=https%3A%2F%2F<tenant>.sharepoint.com%2F&whr=<

domain>

HFIBA © https://login.microsoftonline.com/common/oauth2/authorize?
client_id=cc15fd57-2c6c-4117-
a88c-83bl1d56b4bbe&response_mode=form_post&response_type=code+id_token&scope=openid+profileé

domain>

£ Microsoft Entra ID FIE=FNAERF

WNRIKER T Box. Salesforce. ServiceNow. Workday 5 =ANEER, ErILM Microsoft
Entra ID FREUX N A2 R VS RESEIE,

RITUTIE,

1. B FRE)EAY Microsoft Entra ID M]P  <https://portal.azure.com> o

2. %8 PREBRSS > Azure Active Directory, ARIERIEHNE o
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N O

Microsoft Azure

https://portal.azure.com/?feature.customportal=false#allservices

All services

O azure active dird

Azure Active Directory

= [ Y
Overview “ Keywords: Azure AD
. Firewalls

categorles ’ Keywords: Firewall
All @ Azure Lighthouse

- Keywords: Azure Lighthouse
o = Firewall Manager

h Keywords: Firewall
Compute
‘ . .
. Azure Blockchain Service
Networking b
Storage Z{ Azure Spring Cloud
Web % Azure AD Domain Services
Mobile
Azure AD Risk detections

Containers

%" Azure Cache for Redis
Databases
Analytics £ SAP HANA on Azure
Blockchain Azure Database for MariaDB servers

Al + machine learning
4 MyCloudIT - Azure Desktop Hosting
Internet of things

Mixed reality
3. & EWNAER, AEERENEENEREFENNAER,

H Microsoft Azure

PREVIEW

PREVIEW

PREVIEW

PREVIEW

A2 Search resources, services, and docs (G+/)

Home » jackstromberg > Enterprise applications - All applications
2ss Enterprise applications - All applications
S jgckstromben - Azure Active [ =
+ New application == Columns
Overview
i i Application visibili
0O Ooverview Application Type Applications status pplication visibility
Enterprise Applications s | | Any v Any ~ Apply
A Diagnose and solve problems
l ‘u‘u‘orld
Manage
MName Homepage URL

Ei Al applications
B Workday

£ Application proxy

$83 User settings

@ ‘Workspaces (Preview)

Security

¥ Conditional Access

4. #3F RMY HEFIAFIAR URL,

http:/fwww.workday.com/
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483



Citrix Secure Private Access™

Microsoft Azure

Home > Workday - Properties

Workday Properties

oplication

. ]j[ Delete

i Overview

~

IIH Deployment Plan _—
Enabled for users to sign-in? © ' No )

#{ Diagnose and solve problems

Manage Name @

‘I' Properties

& Owners Homepage URL®

& Users and groups

3 Ssingle sign-on

& Provisioning Logo ® W

C  Self-service

Security User access URL (D | https://myapps.microsoft.com/signin/Workda... | E
%= Conditional Access
o Permissions Application ID® | 234a1a24-5021-42e5-a087-335f9006d64b |E
© Token encryption (Preview)
e Object IDOD | a4c36a1d-0e5b-4dc3-aab3-424b54dc1031 | E
—3 Sign-ins

Terms of Service Url @ | Publisher did not provide this information | E

fill Usage & insights (Preview)
5. 5 whr FMiINE URL S, whr SRR URL RAARET.

7 URL: https://myapps.microsoft.com/signin/wWorkday/
1234567891234567891234567896d64b&whr=ctxnsqa.net

FAE . ¥ whr KMIINR URL, LUE Microsoft Entra ID fERIBEL SIS EE AW 1dP I
BFR, #EshEEMRE)Z IdP,

6. REBERITEEH,

7. EC& SSO,

o %5 ID =AD GUID
« EF SP &Y & i%iE

o TS URL = &% URL
LITHAT IdP ZEERIRIERY, AP SWEE AT Microsoft Entra ID M A TIE. (NREEE
EHANBERE, WEE SP LEMNRIE, RATRTE SAML IS A XIEMA relay

stateo
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LERAEIEMEXERY, FiE Microsoft Entra ID AP 7EXHEA] Office 365 N FHEFHITH 1R
IR ER = W E RE M) Citrix Workspace, MIRKRIBREZMFLHITICIZE, ATRESERE
P H IS,

WNER A F A Microsoft Entra ID &% Citrix Workspace, MBFERMAR EIHAFEKE
B Citrix Gateway IR, XE2SEBEN. EXMERT, BEERASRAFPER Microsoft
Entra ID BUEAREHR B — MBS F Citrix Secure Private Access BRSS

INR FIGEX SR Citrix Secure Private Access AR%%, M Microsoft Entra ID #izi% _ERIFRE
BRPEREIFEEBER Citrix Secure Private Access IRSZ. - FHLRILIE (POC), MNRE
B, oS Tz ek a— M,

#NER Microsoft Entra ID ER 7 (IEZRES, NAF KRR ERE ML IP Hiik5)
Ro EXMIBERT, EoJLLR 0365 MBER LN Web WATER, Hi@id Connector
Appliance EEEHERE,

& Microsoft Entra ID B, #NRFEE GBI RIFERRE 2127, TLUER Microsoft
Entra ID EXIISE, HIEEHSENHBINEEEE, FEXLENKE,

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

[ ] Don't show this again

No Yes
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Home >

Il Citrix Gateway | Company branding

Azure Active Directory

«  + Newlanguage [i] Delete ) Refresh

i App registrations Locale ™ Backgrou

(2} Identity Governance Default
E% Application proxy

% Licenses

% Azure AD Connect
&= Custom domain names

@  Mobility (MDM and MAM)

Password reset

| Company branding
€3 User settings

‘1! Properties

@ Security

Monitoring

D Ssign-ins

B Audit logs

M Provisioning logs (Preview)
D Logs

B Diagnostic settings

@ Workbooks

@ Usage & insights

BEHEE
Azure PowerShell iR&#

Edit company branding

Azure Active Directory

& save X Discard

Banner logo
Image size: 280x60px

File size: 10KB

File type: Transparent PNG, JPG, or JPEG ‘
(0]

Username hint © l someone@example.com

Sign-in page text © ‘

Advanced settings

Sign-in page background color [

Square logo image
Image size: 240x240x (resizable)
Max file size: 50KB

PNG (preferred), JPG, or JPEG (O

Square logo image, dark theme
Image size: 240x240x (resizable)
Max file size: 50KB

PNG (preferred), JPG, or JPEG (O ‘

Show option to remain signed in © Yes

@ important: some features of SharePoint Online and Office 2010 have a dependency on users remaining signed in. If you hide this option, users

may get additional and unexpected sign in prompts.

7£ Microsoft Azure HEBZE Office 365 HR[EZ

ECE ERP Cloud

UTERA#RM T E XECE ERP Cloud FIEZE R,

Citrix Gateway SaaS W T2

RRPAUEREEIEEZ 2ME R ERP Cloud.

@ T SAML 9 SSO EZi& ERP Cloud, JEH T TIRME :

1. 7ENEEEs®, #A . https://<organizationid>.identity.oraclecloud.com/ui/v1/

adminconsole/?root=security&security=external-idp , $AfG#% Enter,

2. EFRIH ERP Cloud M,
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User Name

Password

Slgn In Can't sign in?

3. XA LA, BRENDTAREEFE, SAREE Admin Console”s

I

L

Help >
Catalog

My Profile

_Adrnin Console I
My Home

My Services
About

Sign Out

4. BELA, BHERS,
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5. B H“EZE",

6. BHBHMRERER".
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? Secunty

L] ,_ -
Mg Administrators

») Identity Providers

2 Jin

H Sign-On Policies

Network Perimeters

7. B BMRMHERTIE L, S2EHRI0 SAML AP,

Identity Providers

Manage the Identity Providers for your users. With Identity Providers, users can access their Oracle Cloud services externally from a different login page than the

one associated with their local Oracle Cloud account.

+ Add Social IDP
8. T BMiRHERTIE L, EEUTER !
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Signing Certificate Signing certificate is saved. o Upload
Encryption Certificate Upload
Issuer ID * T o o
Signature Hashing Algorithm SHA-1 o -
Include Signing Certificate o
Global Logout Activated ] e
*
S5O Service URL https:// /saml/login °
SSO Service Binding * POST o v
Requested NamelD Format Email Address e v
*
Identity Provider User Attribute S— o N
*
Oracle Identity Cloud Service Usermname ® .
User Attnbute

a. TRIEPH — 0L PEM IEFH,

IR AP IEH, IEHITIATHRME

R PUTTY 2RI ZAY NetScaler® L,

« S#3 Insconfig/ss| X3 (8 shell #8455 cd /nsconfig/ssl) , JAfG#& Entero
« A cat <certificate-name> , FAIG#% Entero

« 8%IM ----BEGIN CERTIFICATE----- B -----ENDCERTIFICATE----- Y3 A,

o FFXARMGR) X AgREREH, HLUBLUME (140 your organization
name .pem) fRTEX
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J.

BEGIN CERTIFICATE

HITFPzCCBCegAuIBASTOAD JYLEITw/ 6/mHRSSnG0LUIZ ANBEk qhlk 1G9wdB AQ sFADEN

M= =" = S Lo = w = -

MA%E D - BA—THE—RIZ.
TRMEAEFE - EEATEE SAML HENBER X,

. ERRILES - NRETSERIEBURIE IdP HENESR, Bkt 8 EiE,

LREAHEEECE - MREECE SAML £2F51 8, HExdit § %1E,
SSO ARS5 URL — #i A 1dP URL, /SR /saml/ login, &0 : https://

<netscalerinstance>.com/saml/ login
SSO IRSHBE — B HABMNIETLUL XS R IRIETER,

1EKAY NamelD &= — BEHHENE, BTFE IdP AP BEHEMETR Oracle Identity
CloudService FRIFERN B 1%,

BMREEFRAFBYE - 25 M 1dP BWBIWABNBI4E, UM—IRHRAF.
Oracle Identity Cloud Service BF B4 — B2 AT IRETM IdP ZWEIRE M RIAER B 1%

9. BHREEN

Edi® ServiceNow

BRaUERERIEELZ 2SR ServiceNow,

EiEid SAML 5 SSO EZ& ServiceNow, EHITIUATIRE :
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491



Citrix Secure Private Access™

1. 7EX%2sH, $2A https://<your-organization>.service-now.com/ , A% Enter,

Flan, wnREATF AR ServiceNow BY URL @ https://myserver.servicenow.com , @4

¥ <your-organization> E#EA myserver o
AE:

* 750 ServiceNow R FETERFEY, iBH{RTE Citrix Gateway RS B P REHIRHEUATiE4(E

/CNO

o

WS URL: https://<your-organizaton>.service-now.com/navpage.do
o FRZRIRTS: https://<your-organizaton>.service-now.com/

o 3Z4X: https://<your-organizaton>.service-now.com/

5 %R 1D 8T AR EE FER A At

5 ¥R ID: AP KA TR (UPN)”

o

o

« 5%5 ID #&NFBFR ID BHEURATF A ServiceNow iEFRH B R IIE S 7o

2. LEBEEBREMEFIE ServiceNow K,

SerV|Ce Service Management

User name

Password

Forgot Password ?

Use external login

3. TELA, EAMESMSFEREN, HFERRERF KT Plugins,
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System Definition

Plugins 2

4. EEMERD, T REBH LD FEREN.

System Plugins Goto Name v | Integration

"?: All>Name >= Integration

£03 O = Name A

“

5. TR RM, HESE Integration - Multiple Provider Single Sign-Oninstaller 7 =
Activate/Upgrade,

= Name A = Version

73

@oﬂ'gralion - Multiple Provider Single Sign-On Installer 1.0.0
Show Matching L

@ Integration - OpenlID SSO Filter Out

Copy URL to Clipboard
@ Integration - Tivoli Enterprise Console (TE!

Copysys_id
@ Integration - Verizon eBonding Assign Tag >
Activate/Upgrade 1
@ Integrations - External Authentication Framework 1.0.0

6. =i Activate,

HE SRR AESTERITE A
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7. EEMEWEP, R TRRZSEMEE SSO'ER, FAfG= & Multi-ProviderSSO > Identity

Providers.

% Filter navigator

= w

Self-Service

Benchmarks

Flow Designer

Guided Setup

Multi-Provider SSO
Getting Started

Identity Providers 2

8. TAMEEF, K[ New.

Identity Providersl m Goto

All

& o

O\ = Name A

9. =if SAML,

Name

= Active

= External logout redirect
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{  Identity Providers

What kind of SSO are you trying to create?

Digest
SAML

10. MIREETHIE URL, BE BFHRUBHFICR BOH, T SASGRERTBEE HEEO
1, =i URL, AFRIATTEIE URL H = Import,

SMREEIERFRIER BEET.

INRIEBTEIE XML X, BRE XML, £ HISMIREETEEE XML BURHMILEIEF, 2
HBA%

BMRHBIERFRNESEHER. IELE, EUERXEE,

Import Identity Provider Metadata

Identity Provider metadata can be imported in one of the following ways:
1. Using a metadata descriptor URL.
2. Using metadata descriptor XML.
3. Entering metadata manually by closing this popup.
® URL XML

Enter the URL

import
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o Citrix BIEFATEHIE XML X%, MARFIEE. ERILLM Citrix Cloud RS

(Citrix Gateway Service > Z¥ill Web/SaaS WRAERF > #RER > SAML THIR)
SATTEIE XML X 14,

s TBEENFREESHN, FHERBAPFRES Citrix Gateway fRSHAF R ES
N5 ¥ ID"FERECERYEPCED.

Encryption And Sigeing  User Provisioning | Advanced

HMamiz|0 Aain bene
Creste AuthnContenC lass
AuthnlontextClxssHef Method s ameste SAML ) el assesPenward Protecied Transpan

Foree Mtk Request

I3 Passive AutheRequest

\

11. BHERIK
12. EAEMERT, B x509 iEBL EE x509 IEH,

V¥ Administration

Properties

x509 Certificate

Installation Exits

Single Sign-On Scripts

13. EARMERS, BHFE
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= X.509 Ceftiﬁcates Goto Name v

<
7 Al

14. £ X.509 i BPFRIZREOH, IEEUTER

= X.509 Certificate -—
= New record i — ©°c Submit

¥ Name | | o er—ormat PEM v
Expiration notification o o Type Trust Store Cert v

Notify on expiration =~ @ =~ J* System Administrator e Valid from
Wairn in days to 20 Expires
expire

Expires in days
Active | e
o Short description

Issuer

Subject

e PEM Certificate
Submit e

Related Links

Validate Stores/Certificates

B - BAEBS.

I - EHAENAER  FI50 PEM.

o FEAEA] — k% § 1EE,

o A PHAENAIRE,

o FHARLEA] — RERIFENRLGABCER], BE BRI @R URINEZ AR
o JEBD - EFIZ 8 EIE,

o BRI - WAL BRYHER,

« PEM IEH — #50s PEM JEH,

> M Citrix Cloud [E% (Citrix Gateway Service > 7l Web/SaaS MR > EaER
> IEH) FEIES.

o & #HIM —BEGIN CERTIFICATE— ] —ENDCERTIFICATE— BYX &
o FFNAMMEE X AHIESRT, HLUEHMEKFEEXH, HI20 <your organization

name>. .
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AR NREEER XML XHEE 1dP, NEFREIER.

B 23
15. EEMERS, 8& BHRMUERF.

Multi-Provider SSO

Getting Started

Identity Providers

16. BHEENNINSMRHEER.

= |dentity Providers m Goto Name v

Y Al

i@ Q, = Name A = Active = External logout redirect
G) [ ST ) false external_logout_complete.do
\ — B
@ | 2% 5= n false external_logout_complete.do
\L https: — false external_logout_complete.do
@ https:/, E L 1 false external_logout_complete.do
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17. EEMRMHIEFFAEENE L, @ TREEXFEEED. 7 X.509 IEHITH, % X.509
IR, ARBERE NS NRMERRNERES.

Related Links

Import IDP Metadata
User Provisioning Transform Map

= X509 Certificates m Edit... Goto X509 certificate v 44 4 1 tolofl b PP O
? Idp = hitps://citrix.com/pg2705
@ QO =xs09cenificate a = Active = Expires

()  itps/ses sy | true 2018-04-29 01:56:10

44 4« 1 tolofl b Pk

Actions on selected rows._ v

ENINFEY X 509 IEH, FREWE" ; ERNIMIFRES, FREHE"
18. EEMREMHIEFFAEEIEL, REEHR URTFEL.

[ = -
,y -\/\ - ooo Generate Metadata Test Connection Activate 4\ \l,

19. ZIRIAT |dP ECERTHIE, BRI ERTTEIE .

AR BB E R TTBYE T BETT R E R,

-— . .
& N = ooo Update‘ Generate Metadata \ TestConnection = Activate 4N |,

RS IRMEF TR ERERE O, SR UERTEIEFRIIE SP 0 1dP ZEJRISLA,

C | 8 Secure | https//(w # womes mem s om oid=.. @ % O

Copy the following service provider metadata and install it at the identity provider.

<[ o ™ - e o ems o o el * 7 oo o - aw “a™ - m- " m——
L L I e T e ]
Pre== m egoge e p——— e — e | i
el S R mE cmems - L [ = Em—— g = & E—

Mifem o ——

- T = - . r B - T - O e 5 - .. . =
L] - = - ot s & » mll o oem & - e al e = - =l w & o . - .r _ =
Lom mmeom - - n = s -ome e w
. - -~ . T L -"'_-‘ el - o= - 7w
Lo s o— - W m @ O S SEes 8
, B WL e
</EntityDescriptor=

EC® Tableau
BRPEUEREPWERERELE R Tableau.
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EFfE Tableau LUEE SAML #1T SSO, FHITIUTIRE !

1. UEERSHER Tableauo

2. EXBPEPEHGE,

3. BHEHHREIE,

4. EEMWIEAKEA, %HF SAML, AR EREER,

General  Authentication  Bridge  Extensions

Authentication types
Set sign-in options for users accessing Tableau Online. Learn more
Tableau
This is the default authentication type for Tableau Sites and is always enabled.
|#| Enable an additional authentication method
1 Google
Lets you set OpenlD as your users’ authentication method.

) SAML
Lets you set up an identity provider such as Okta or OnelLogin with Tableau Online.
Edit Connection...

1 Export metadata from Tableau Online

Select an option for obtaining metadata required by the Identity Provider
(IdP):
e Export an XML file that contains the metadata.

Export metadata

or
e Copy the Tableau Online entity ID and ACS URL individually, and
download the X.509 certificate and save it as a CER file.

Tableau Online entity

D

Assertion Consumer
Service URL (ACS)

https://sso.online.tableau.com/public/sp/meta

https://sso.online.tableau.com/public/sp/SSO’

Download certificate
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2 External Step: Enter metadata in your Identity Provider (IdP)

Go to your |dP's website and follow the instructions they provide to connect
to a service provider (in this case, Tableau Online). Depending on your IdP,
you will either import the metadata file that you exported in step 1, or
manually add the Entity 1D, ACS URL, and certificate information.

3 External Step: Export metadata from your Identity Provider

(1dP)

Get metadata that Tableau Online can use to connect to your IdP. Follow
your |[dP’s instructions for exporting a metadata file or for creating a
metadata file on your own.

5. M Citrix Cloud 1S F&#7c#E X4 (Citrix Gateway Service > Z¥ 1l Web/SaaS R FATER > &
RER > SAML TTHUE).

Pz

o Citrix® BiVESATHIE XML X5, MAERFEEEE.

o IEEILUM Citrix Cloud [ES FEIEH (Citrix Gateway Service > 71 Web/SaaS
BF > BRER>iEH).

\

6. I 1dP JToEIEXH S A Tableau Online,

5 A TTEE(/en-us/citrix-secure-private-access/media/tableau-saml-3.png)
7. WAV https://citrix.com/<customerID> HY IdP SL{& ID,
8. B MIAER,
9. &M 1dP B S Tableau BM4ITEE, SAEERE MA.

PUAC /B £ (/en-us/citrix-secure-private-access/media/tableau-saml-4.png)
10. M FRBhHIERE SAML {EABRARNMRERZIAZ R INIERE,
ZNNNi%ERE B F (/en-us/citrix-secure-private-access/media/tableau-saml-5.png)
2

11. RIFFEARMBGEZRATF SSO BIAF.

« EBERNMFAF, B8RS RMAR HEA R TFHRF i,
« XTUEAF, BREG ERAF AREFEHITER.
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BCiE Workday

LUFER 1Rt T B X BC&E Workday IEZ{E R,

Citrix Gateway SaaS W T2
RARPRIUFEREPIFEIRERZ £ME R Workday,

E@id SAML ;7 SSO figi & Workday, iBHITIATRE ¢
1. WEERBEHER Workdayo

2. B3 wEMEPIRE - B, ARET KBEHEFIRE,

W Q edit tenant setup - security

Search Results

Categories Search Results 1 items
Common Tasks and Reports
Assets - -
Edit Tenant Setup - Security
Banking
Expenses

Tip: try selecting another category from the left to see other results

Financial Accounting

3. %a-:l ¥_ﬁ§o

+ Single Sign-on

Default Delegated Authentication System select one v

Delegated Authentication Timeout select one v

Redirection URLs 1 item

Legin Redirect URL Environment

Setting *Redirect Type Login Redirect URL Logout Redirect URL i |
Implementation - https=//impl.wor o i

L . ; hitps://fimpl.workday.com/citrix_gms2/login- https://wweo.cloud.com/cgi/logout
kday.com/citrix_gms2/login-saml O Single URL sa:ﬂ? ﬂexp Y 9 °g P giflog

2 flex -
Authentication Selector

<

4. BEHEBER URL'RFBINNS ER.

5 7 BREEM URL 1, AN https://impl.workday.com/<customer>/login-
saml2.flex HJ URL,

6. Hd EA SAML B2{BLIE,
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~ SAML Setup

Enable SAML Authentication

SAML Identity Providers 4 items

ity Disabled *ldentity Provider Name *Issuer *x509 Certificate
Provider

WWWECO_Synergy https://citrix.com/dcint9e4976d * CTXNSQA --

7. B SAML B RHRF TRIINS (+) EWRLURII—1T, HEEEUTER !

a. BRRMHEEEH - A Citrix Gateway,
b. MEE - WA— 1 HE—RIINEE BT,

8. 7 x509 IEHH, Eif X509 iEBER, AGET I x509 250,

9. M Citrix Cloud B FEIES (Citrix Gateway PRSS > 7l Web/SaaS MBREF > FRER >
EB)o

W O edit tenant setup - security

Create x509 Public Key

Name *

Valld From  [empty)
Valid To (empty)

Certificate *

10. EFBEPFM —BEGIN CERTIFICATE— E] —ENDCERTIFICATE BIX A, FFEHKEMG
B EPFERF,

11. B HBRE,
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ACE Zoom
UTEDRHET A XEE Zoom WEZFEE.

Citrix Gateway SaaS W T2

59 SSO ERE& Zoom HEIERBEIS(ER NetScaler BEIREEAF, APMUERAERIEIRRZEER
Z00Mm,

1. 7ENEEsH, A https://zoom.us/signin , $AIS¥& Enter #,

2. BRIEM Zoom K

Sign In

Forgot password? # Stay signed in

Or, sign in with Google or Facebook

3. BEHMTARE TIH L, EENERNBRBAT, RHERER

Zoom for Developers
H.323/5IP Room Connector
Meeting Connector
Branding

Security

Single Sign-0On

Integration

4. £ SAML I+, EH*EENX URLMEFRER URL, NetScaler BEBEFEZ It URL,
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5. E“E R URLMER, HAMLE NetScaler RZFBFER8Y IdP URL : https://
<NetscalerGateway FQDN>/saml/login

6. EETHTIE URL'ER, %A https:< NetScaler Gateway FQDN >.com/cgi/tmlogouto
7. T BHIREEIERER, SRS DR EEIER,
8. B LEEH IdP IEF, BHITUTIRME
o {EF PUTTY iZf23A10)ZHY NetScaler SE6l,
« FE Insconfig/ssl X3 (cd/insconfig/ssl) H1% Enter &,
« B8 A cat certifcate-name.pem F#% Enter 8,
AR ¢ XZEH SAML IdP BRI+,

o Bl - BEGIN CERTIFICATE----- 1 ----- ENDCERTIFICATE----- 2Z 8]

9. £ HIRSZIRMRE (SP) 514 ID #EHF ERAY URL,

10. 1EMAZE (IdP 32K ID) &4, BAM—mMAE ID, JAJGE T SaveChanges.
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DP Entity ID

8 HTTP-POST © HTTP-Redirect

| Sign SAML request

_l Support encrypted assertions

— Enforce automatic logout after user has been logged in for 30 days

BTSRRI SE

BEFipnE SRR EERER R R EENBAREFNAR. ERJLGETRETFINSEINE
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Create new rule X

@ Rule details Step 2: Conditions
I

Rule Scope

(2 Conditions ) )
Select the rule scope from the following options.

(3 Actions @® User
Applicable to both HTTP/HTTPS and TCP/UDP apps
() Machine
@ Summary Applicable to only TCP/UDP apps

o Only users and groups with a valid email address attribute in the directory
are available for selection. Use the Domain Mapping feature to allow X
groups without an email address.

User*

‘ Matches any of N/ ‘ ‘ * Ad V ‘ aaa.local A ‘

‘ Enter name, user ID, or email address Q ‘

> Selected users/groups (1) o

AND

Access Mode N/ ‘ ‘ Equals AV Browser v/ @

@ Add condition Browser
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